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Executive Summary
This deliverable presents the first version of the risk assessment model, which will be used as
the main decision-making instrument for the analysis of non-conformities of a cloud service with
respect to a selected certification scheme. The model defines the main risk components (i.e.,
assets, threats, and vulnerabilities) and relations between them. Also, the model is applied to
the cloud domain with the first set up of the model for this context.
The model is realised by a Self-Assessment Tool for Risk Analysis (SATRA), as a Risk Assessment
and Optimisation Framework (RAOF) component of MEDINA. This is the first implementation of
the model, which is focused on the core functionality and leaves complete implementation for
the future.
This deliverable reports the results of the activities and the first findings of Task 2.6 and shows
implementation of Risk Assessment and Optimisation Framework, which will support CSP in the
analysis of non-conformities with a selected certification scheme during the preparation phase
and during the continuous compliance monitoring.
The document consists of the following main sections:
•
•

•

Section 2 describes and specifies the role and place of the risk assessment in the scope
of the MEDINA process. Both usages of the risk assessment, including the preparation
phase and the continuous compliance monitoring, are outlined.
Section 3 is dedicated to the risk assessment model, which consists of the following
three layers: conceptual, domain, individual. The core focus of this document is on the
first two, which define the mathematical model and set it up for the usage in the cloud
domain. The individual layer is defined for the collection and analysis of the inputs
provided by a CSP.
Sections 4 and 5 describe the current status of the supporting tool, its place in the
MEDINA workflow and provide some technical details about its implementation.

The work on the risk assessment model and the supporting tool will continue in the next period
of the project. In particular, the model will be evaluated and made more suitable for the cloud
domain and the possibility to use different certification schemes and assessment levels is to be
added. Also, a supporting functionality for helping the CSP to optimise the coverage of
requirements will be provided. The functionality of the tool will grow to accommodate all
(including new) aspects of the model and integrate it with other modules. These results will be
reported in the subsequent deliverables D2.7 and D2.8. Also, the application of the model and
the tool for continuous monitoring will be added and described in D4.4 and D4.5.
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1 Introduction
Cyber security risk assessment is a high-level instrument to evaluate cyber security of a system.
It serves as a glue between the management and technical levels helping to analyse the current
system state and abstract the results for the further strategic decision making. The main
advantage of applying risk assessment is the focus on the concrete needs of the system owner.
In the scope of MEDINA, risk assessment serves for the analysis of requirements demanded by
a certification scheme and ensuring that the fulfilment of these requirements is indeed relevant
for the cloud provider (CSP). Naturally, if a CSP satisfies all requirements it completely complies
with the certification scheme and it should obtain or maintain the certificate. But, in many real
cases some requirements may be insignificant for a CSP (e.g., because they focus on protection
of an asset which is not sensitive for this CSP). Such non-conformities should be evaluated, and
we use the risk assessment for such analysis. The analysis should tell whether the detected nonconformities are major ones and the certificate should be revoked or whether the deviation is
minor and the certificate should be maintained (probably, under some conditions).
The risk assessment model presented in this deliverable is based on the certification scheme to
be used, and, thus, helps to analyse the risk from the certification scheme perspective. The
approach itself is simple, fast and much less dependent on the knowledge of the CSP than many
other risk assessment methods [1], [2] [3] [4]. Thus, once it is set up properly, it can be used for
dynamic risk assessment and non-conformity analysis. At the same time, our risk assessment
does not have the goal to substitute the risk assessment performed by the CSP to set up its
system according to its own risk management strategy (as it is demanded by many certification
schemes, e.g., EUCS), but, in short, our risk assessment model and a supporting tool are made
for the purpose of supporting MEDINA’s certification management process.

1.1 About this deliverable
The main goal of this deliverable is to establish the core model for the risk assessment which
supports the compliance verification and certification process. It reports the main findings and
results of task T2.6 “Risk-based techniques for Certification Assurance Levels” for the first 15
months of the project.
This is the first version of the proposed model which defines the basic concepts, the risk
assessment method and process, but it does not aim to provide the final version of the settings
for cloud service risk assessment (e.g., selecting sets of threats or resources and relations
between them). These data and relations will be further tested during the project by project
participants and the most relevant ones will be left for the final version of the model (D2.8 Riskbased techniques and tools for Cloud Security Certification-v3 at M30). On the other hand, the
basic concepts, method and the process will be more stable, but some small changes (e.g.,
making the model more suitable for cloud security certification) are possible and will be
reported in the future reports (see D2.7 and D2.8).
The supporting tool (Risk Assessment and Optimisation Framework (RAOF)1) implements the
first version of the model. Similar to the core model, the tool has been updated and set up for
the purpose of MEDINA (i.e., for the use in the cloud security certification process). The tool
implements the functionality essential for the initial integration of the framework. On the other
hand, the first version of the tool lacks implementation of some additional functionalities
defined by the model (e.g., usage of different certification schemes or switching between

1

This framework is realized by a tool called Self-Assessment Tool for Risk Analysis (SATRA).
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different cloud market models), which are planned to be added in the future version of the tool
and will be reported in the upcoming deliverables (i.e., D2.7 and D2.8).
It is also worth mentioning that the specified model will be used for static risk assessment during
the preparation of the certification by the CSP, as well as during the continuous monitoring
phase, during which the compliance of the cloud service with the selected certification scheme
will be continuously evaluated. The use of the risk assessment model for evaluation of noncompliance of the system during the continuous monitoring phase will be described in the
upcoming related deliverable D4.4. The deliverable at hand only briefly outlines how risk
assessment can be used during this phase.

1.2 Document structure
The document is structured as follows. Section 2 describes how risk assessment could support
(continuous) compliance management process, in general, and the one of MEDINA, in particular.
The main part of this document is Section 3. This section provides in detail the description of the
risk assessment model, including the identification of the main components: assets, threats and
vulnerabilities, and aggregation of the estimated values to receive a risk level and analyse it from
the compliance point of view. Section 4 includes the description of how the supporting tool
(called SATRA), implementing the functionality of Risk Assessment and Optimisation Framework,
is developed and integrated into the overall MEDINA Framework. Finally, the information about
the delivery and usage of the tool is provided in Section 5. The conclusions and future steps are
outlined in Section 6.
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2 Risk-based support for certification process in MEDINA
This section explains when and how risk assessment contributes to the delivery of the main goal
of MEDINA. It is dedicated to the brief, high level description in order to set up a clear vision of
the position of the risk assessment in scope of the project, leaving the related technical details
to Section 4.
First and foremost, we would like to underline that our risk assessment process (although could,
but) is not aimed to substitute the one performed by the CSP. The cyber risk assessment process
of a CSP is (or should be) an integral part of the cyber risk management process, which in its turn
should be a part of the overall CSP’s risk management framework. Thus, CSP may be constrained
by the management to use specific methods, tools and approaches for cyber risk assessment,
which will be further used as an integral part of the risk management framework.
Second, the CSP’s risk assessment most probably will be more customised for the needs of this
CSP, supported by customary sub processes of collecting risk-related information (e.g., analysis
of business goals of the CSP, applied business processes, collected statistics, and other types of
similar private information), interviewing different members of the security team, consulting
with external experts, etc. This process requires a lot of time, effort and knowledge, but provides
more CSP-focussed results of the assessment.
On the other hand, a risk assessment process supporting continuous monitoring of certification
must be fast, cheap and as less dependent on the evaluator as possible. Moreover, it must
provide the results relevant for the decision making about the state of a
certification/compliance. That is why our risk assessment method is more suitable for this
purpose than the more fine-grained and in-depth process often2 followed by CSPs.
Risk assessment contributes to the MEDINA process in two ways. First, it provides a risk-based
evaluation support for the CSP which is preparing for certification. A CSP may evaluate its
readiness to be certified by running our risk assessment engine and analyse the degree of nonconformity. Naturally, for some certification schemes like EUCS, the CSP should aim to
implement all requirements for the selected assurance level. On the other hand, in case of the
presence of non-conformities, the CSP, with the help of our risk assessment framework, may
show that the existing non-conformities are only minor ones (insignificant) and in this specific
case are not essential.
Moreover, in the case of a limited budget CSP may prefer to consider different alternatives for
implementation of requirements, aiming to satisfy the targeted level as much as possible, our
risk assessment tool will provide an instrument for the CSP to compare the alternatives.
Furthermore, the tool will also automatically select the most risk-optimal configuration by
selecting the not satisfied requirements of the chosen certification scheme, which will help the
CSP to reduce the risk in a cost-efficient way and stay within the budget limits. Naturally, the
latest functionality is useful only if the available budget does not allow the satisfaction of all
requirements and if satisfaction of additional requirements is cost-efficient.
Second, the risk assessment will be used during the continuous monitoring for analysing the
detected non-conformities. This assessment is to be performed on the fly taking the current
state of satisfaction of requirements per asset as an input and aggregating the risk level for all
resources of the CSP, providing MEDINA with the assessed level of non-conformity: major or
minor.

2

We need to note that although risk assessment is a widely acknowledged best practice for cyber security
management, unfortunately, some CSPs still do not use it.
© MEDINA Consortium
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2.1.1 Preparation phase
First, risk assessment is to be applied to support the CSP in preparation of the system for
certification against a selected certification scheme. Our supporting tool could be used by a CSP
to help it in the decision-making process about covering the security requirements of the
scheme, which are essential for this specific CSP (i.e., according to its risk level). Naturally,
satisfaction of all requirements for some schemes (e.g., EUCS) is important, but some
requirements of the scheme could be, on the one hand, not very effective for a specific provider
(e.g., no sensitive cloud service customer (CSC) data are stored), and could be costly to
implement, on the other one. Thus, risk assessment could help to evaluate the level of nonconformity and support the decision of the CSP in justification of why some requirements are
not implemented. On the other hand, major nonconformities could be spotted before engaging
in the certification process and the CSP will know what should be corrected.
In order to perform risk assessment for its service, the CSP is asked to provide the following
information:
1. The certification scheme and (if available) the assurance level against which the system
is to be certified.
2. The cloud market type, i.e., IaaS, PaaS, or SaaS.
3. A list of resources (assets) that it manages and the following information about them:
a. the pre-defined resource types (see Section 3.1 ) to which the defined resource
belongs,
b. the potential impact in case Confidentiality, Integrity or Availability of the
resource is compromised,
c. the approximate number of such resources.
4. The information about which requirements from the selected scheme are covered;
This input data is collected in a form of a questionnaire and a dedicated table for resources.
If a CSP is able to cover all requirements form the selected scheme, there is no need for further
analysis, since such CSP is doing well and should proceed with requesting for the certification
(and start monitoring its claims during the continuous phase). In case some requirements cannot
be covered, the risk assessment may help to perform the following types of assessment:
1. Non-conformity evaluation. The risks assessment may help to estimate how far the
service is from the “ideal” state (i.e., a state in which all requirements are covered). The
CSP may evaluate whether the existing non-conformity is major (and it is unlikely for an
auditor to certify the system) or minor (and the existing non-conformities could be
justified in front of an auditor). For doing this, we compute the ideal risk level for the
CSP (assuming that all requirements are satisfied) and compare the value with the risk
level computed with the values provided by the CSP, using the same information about
the assets.
2. Compare different systems (different states). The risk assessment may help to compare
risks of different system states and select the one which will be more probably certified
(i.e., with lower non-conformity). This can be especially important if additional
investments (which are required to cover additional requirements) are limited or there
are other reasons preventing satisfaction of all requirements.
3. Select the requirements/TOMs which should be covered (in addition to already covered
ones) to ensure only minor non-conformity with available budget. The risk assessment
can be used to optimise investments and ensure good (minor non-conformity) coverage
of requirements. This optimisation problem will require automatic selection of
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requirements which can be covered with the identified budget and verification of the
level of non-conformities with risk assessment.
Last, we should also underline that for some CSPs it can be useful to see alternative results of
risk analysis to compare them with the results obtained by their in-house risk assessment.
Moreover, the risk level provided by our framework may serve as an indicator of a security state
for those CSPs which target lower assurance levels (e.g., Basic or Substantial for EUCS), but
would like to improve their security by implementing additional requirements which belong to
a higher level of assurance (even though they are not aiming to be certified against them).

2.1.2 Continuous monitoring phase
Risk assessment also provides an important service during the continuous monitoring phase, the
core phase targeted by MEDINA. The main goal of risk assessment in this phase is to analyse the
detected cases of non-conformity and evaluate them with respect to the deviation from the
ideal level.
In contrast to the preparation phase, in the continuous monitoring phase risk assessment has
another source of input about the fulfilled requirements, i.e., results of the metric assessment.
First, this allows making the analysis more objective, eliminating human errors (deliberate and
incidental) from the equation. Second, it is possible to compute the current risk level based on
up-to-date information (taking into account all recent changes). Third, it is possible to estimate
up to which degree a requirement is satisfied based on the assessment of different metrics
associated with this requirement.
The risk assessment for continuous monitoring must be automatic, fast and independent from
human input. Thus, our risk assessment in this phase is based on:
•
•
•

The information about the certification scheme, assurance level and cloud market type
selected before starting continuous monitoring phase;
Assets and the related information (e.g., types or severity levels) determined before
starting continuous monitoring phase (although, there could be a possibility to update
this information);
The information about the failed assessments of some metrics (provided by assessment
tools of MEDINA) and their contribution to the requirements (contained in the
MEDINA’s catalogue). This information can and should be updated as frequently as the
assessment tools are able to provide it.

Once a non-conformity is detected, the risk assessment tool will be able to analyse how
important it is (major or minor) and provide the result of the assessment to the component
making a decision about certification status (and/or auditor).

2.1.3 Current status
The contribution of the risk assessment to the overall process of MEDINA stated above
represents the current vision about its involvement. Since this is only the first version of the
deliverable (others will be delivered on M24 and M30), we focus only on the core part of the
identified work. The rest will be developed later in the project (and reported as a part of
deliverables D2.7 and D2.8).
For all activities, the central element is the risk assessment of the CSP according to the selected
certification framework. That is why the first step in implementing the outlined functionalities
is the definition and implementation of the risk assessment model, which is the main goal of this
deliverable. We also consider some functionality using this model, e.g., evaluation of nonconformities, but leave others for the future work (e.g., TOMs optimization problem). We do
© MEDINA Consortium
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not consider aspects related to the continuous monitoring phase in this deliverable, as these are
the topics for D4.4 and D4.5.
We also would like to note that our risk assessment model must be set up for providing the
intended service. By setting up the model we mean populating it with concrete data (e.g., asset
types, threats, etc.) as well as relations between them (e.g., reduction of attack probability by
TOMs). Although, the model itself will hardly see much changes in the future, the concrete
settings will be evaluated in course of the project by different partners and the framework set
up will (most probably) be changed to provide a more targeted and accurate risk assessment
service.
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3 Risk Assessment Model
Our risk assessment model is based on analysis of cyber security risk, i.e., potential events aiming
to compromise cyber assets, primarily3 from the cyber security point of view.
A risk assessment model usually (and our model, in particular) includes the following key
components: Assets, Threats, and Vulnerabilities:
•
•
•

Asset is a valuable (for the owner) object (including digital objects, like a service or data)
which can be compromised by a threat.
Threat is a “potential cause of an unwanted incident, which may result in harm to a
system or organization” [5].
Vulnerability is a “weakness of an asset or control that can be exploited by one or more
threats” [5].

Our model aims to quantitatively estimate cyber security risks. In order to conduct such a
quantitative analysis, the model estimates the possible impact of the successful compromising
of an asset, the expected frequency of threats to arrive, and the probability of the threats to
successfully exploit the existing vulnerabilities in the system. The model also defines relations
between the outlined concepts to form a mathematical tool for computing risk values.
Our model can be split into three layers:
•
•
•

Conceptual layer. This layer defines the main concepts and relations.
Domain layer. This layer identifies the main concepts and relations for a specific domain
(cloud service, in our case).
Individual layer. This layer feeds input data about a considered system (i.e., cloud
service) into the model and makes it possible to analyse it.

Having these three layers allows reusing the core parts (and the knowledge) of the model in
different contexts, in contrast to other risk assessment models, which include information from
different layers in a holistic approach.
The conceptual layer is the most generic one and defines only a mathematical structure of the
model. The domain layer sets the parameters for a concrete domain in which the model will be
applied, taking into account the domain-specific knowledge. The individual layer focuses on a
concrete CSP and is thus relevant in the context of this CSP only.
Naturally, only the first two layers are of interest in this document, as they define the main rules
and parameters which are to be used by MEDINA clients (compliance managers). The conceptual
layer of our model is based on the background risk assessment model of our existing tool. Our
primary goal for the first reporting period is to solidify the conceptual layer of the model up to
the point of implementing it for applying it during the next steps of the project (e.g., for
integration with other modules). We still may change some parts of this layer of the model, but
these modifications should not be crucial. The domain specific layer is also defined to be useful
as a basis for the supporting tool, but we see it only as the first version, which should be
evaluated by industrial partners and cloud experts, simplified and tailored more for the cloud
domain. In short, the domain layer will most probably be tailored for the intended functionality
in the future months and its improved version is to be reported in the second version of this
3

Some of the considered cyber security events (threats), may also be attributed to cyber dependability,
rather than to cyber security, but it is often difficult to clearly split these aspects to consider them
separately. Therefore, for completeness of the model (and also because certification schemes like EUCS
include requirements to prevent such events), these events are also included in the model.
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deliverable (D2.7) at M24. The Individual layer is mostly touched to describe what has to be
done by the CSP in order to explain how the model is to be used in practice (i.e., by the tool).

3.1 Assets/Resources
A list of assets is one type of input the model requires for the computation of risk values. There
are various types of assets which may be considered, and every domain may have its own list of
typical assets. Since concrete assets are specific for every CSP and our model is aimed to be
generic, the conceptual layer focuses on asset types rather than assets themselves. Asset types
specify only the kind of assets we are considering; this allows defining relations between assets
and threats without the knowledge of the specific service itself.
It is typical to consider the following three aspects of security, which could be compromised:
•
•
•

Confidentiality,
Integrity, and
Availability.

Some threats are mostly focused on targeting one of these aspects (e.g., ransomware and DoS
attacks compromise Availability of data and a service), while others may have more diversified
impact. In order to model this dependency, every asset type is associated with 3 possible
impacts: Compromised Confidentiality; Compromised Integrity; Compromised Availability.
Formally4, we may see identified asset types as a vector AT with dimension 𝑛𝐴𝑇 ∈ ℤ∗ . A CSP will
be asked to provide a list of assets A with values for estimated impact in case confidentiality 𝐴𝐶 ,
integrity 𝐴𝐼 , and/or availability is violated 𝐴𝐴 (all vectors are of the dimension 𝑛𝐴 ∈ ℤ∗ ). These
three impact vectors contain real values denoting the estimated impact. Also, the CSP explicitly
links inserted assets with the asset types, which can be represented with a Boolean matrix AAT
of (𝑛𝐴 × 𝑛𝐴𝑇 ) in which every row contains all 0 except the for the selected attack type (value =1).
At the domain layer, we focus on the following asset types. These asset types have been selected
because Fraunhofer (a MEDINA partner) conducted its internal study aiming to identify the
typical assets for cloud services. Moreover, Clouditor (provided by Fraunhofer and based on
their study) has the capability to automatically detect the existing assets. This synergy of our
tools can significantly simplify the asset identification phase for a compliance manager (CSP).
1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)

CI CD Service Job
CI CD Service Workflow
Compute. Container
Compute. Function
Compute. Virtual Machine
Container Orchestration
Container Registry
Database Service. Key Value Database Service
Database Service. Relational Database Service
Identity Management. Identity
Identity Management. Role Assignment
Image. Container Image
Image. VM Image

4

In the formal notation used in this document, capital letters represent vectors (e.g., A), bold capital
letters represent a matrix (e.g., A), and lower case letters are members of these lists: 𝑎𝑖 ∈ 𝐴 or 𝒂𝒊𝒋 ∈ 𝑨.
Letters i, j, k, l represent non-negative integer numbers used as counters and 𝑛𝐴 ∈ ℤ∗ is always the
number of items in vector A (or rows and columns in a corresponding matrix).
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16)
17)
18)
19)
20)
21)
22)
23)
24)
25)
26)
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IoT. Device Provisioning Service
IoT. Messaging Hub
Logging. Infrastructure Logging
Logging. Resource Logging
Networking. Network Interface
Networking. Network Security Group
Networking. Networking Service. Load Balancer
Networking. Virtual Network
Networking. Virtual Sub Network
Storage. Block Storage
Storage. File Storage
Storage. Object Storage
CSC trust.

It is important to underline the importance of one specific asset added to the list: CSC trust. It
relates to specific damage caused by threats, especially those that cause damage to CSCs rather
than CSP.
At the individual layer, a CSP is asked to:
•
•
•
•

Provide a list of its main assets
Associate these assets with the defined asset types
Estimate the impact in case confidentiality, integrity or/and availability of an asset is
compromised
Specify the approximate number of these assets.

This is CSP-specific knowledge (individual layer) and can be provided by the CSP only. Since a
CSP may have many resources of the same kind (e.g., VMs), our model provides the opportunity
for the CSP to set up the approximate number of every asset, instead of entering every asset
separately. The expected impact is then integrated for all similar assets to obtain the valid
entries for vectors 𝐴𝐶 , 𝐴𝐼 , and 𝐴𝐴 ,
It is important to note that a CSP having several assets of the same kind, but with different
significance (or different expected losses for different impact types), still may (and should)
report these assets separately for a more correct assessment. In other words, it is possible to
enter several assets of the same type.

3.2 Threats
In our model, threats are considered as a predefined list of causes which may harm the specified
assets. Although at the conceptual layer the model does not know which specific assets are
present in the evaluated system, it is possible to establish a link between threats and asset types.
Every threat is associated with its expected frequency.
We may see threats as a vector T with threats and a TV containing the expected frequencies
(real values). Both vectors are of size 𝑛 𝑇 ∈ ℤ∗ .
Being predefined, threats should cover all the major threats for the considered domain (i.e.,
cloud in our case) and be specific enough to identify possible protection (during risk mitigation).
Predefining the list of threats has its advantages and disadvantages. The cons of such an
approach is less burden for the CSP (and thus less reliance on the cyber security knowledge the
CSP employees possess). This also helps to make our model more “automatic”. On the other
hand, this does not allow a CSP to insert CSP-specific threats and, thus, the model loses a bit of
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its flexibility. This is the price we have to pay for making our model less reliable on CSP’s
experience in security.
At the domain layer, our model is populated with the threat causes which are listed below.
Naturally, “external cyber attacker” cause is the biggest and most heterogeneous (from the
point of view of the used tools and methods) and we need to address it in a more fine-grained
way. To do that, we split all possible attacks related to this cause on the basis of the way the
attacker penetrates into the system. Also, some attacks with specific impact are singled out (e.g.,
DoS and ransomware5).
Another important observation is that in the cloud environment, a system owner (CSP) also
bears some responsibility for the security of its CSCs. Not only should the CSP make sure that its
service is not compromised, but it also should do its best (and up to its capabilities) to prevent
its CSCs to be compromised. Certification schemes, and EUCS in particular, require that CSP
implements certain security features to help its CSCs to secure themselves.
External cyber attacker
Account hijacking (CSCs or CSP) – This threat relates to the attacks in which an external cyber
attacker obtains required credentials for entering the service. There are a number of ways of
doing this for the attacker, including social engineering attacks (e.g., phishing), penetrating into
the administrative system and installing a Trojan horse, eavesdropping the internal
communication, etc. The ways for an attacker to obtain the credentials for the accessing the
system are beyond the scopes of the assessed service, but the service may strengthen its
identification and authentication policies (e.g., applying multi-factor authentication, better audit
capabilities, etc.). Naturally, a CSP and its CSCs could be targets of this threat.
Web-application threat: API, GUI, service vulnerabilities – this threat includes all attacks first
aiming at exploiting vulnerabilities in service GUI and APIs (e.g., SQL injection attacks).
Exploitation of metastructure (CSC or CSP) – similar to the previous threats, the attacker is
assumed to exploit the vulnerabilities in the control plane components. Depending on whether
the CSP provides a control plane to its CSCs (e.g., IaaS or PaaS provider) or consuming it (e.g.,
SaaS), this threat could be of a problem for CSCs and the CSP.
Web-based attack – this threat targets the users of the provided service, rather than its owners.
The attacker has the goal of exploiting the service to perform some malicious functionality and
attack the users. An example is Cross-site scripting.
CI/CD attacks – this threat includes various attacks on the CI/CD pipeline with a goal to modify
it (e.g., embed a backdoor or a malicious script).
Poor IAM (CSCs or CSP) – this threat complements account hijacking but focuses on the ways to
break through the Identification and Authorisation Management functionality (e.g., guessing
weak passwords or exploiting a vulnerability in the IAM functionality allowing the attacker to log
in into the system). Both CSCs and CSP could be a victim of such attacks.
Exploit Poor configuration (CSCs or CSP) – an attacker may penetrate into the system exploiting
poor configuration of the service (e.g., using default credentials, or getting access to unsecured
5

We would like to acknowledge that there is one more significant threat with a specific impact: Data
breach. The problem of considering it as a separate cause is that most of the ways to penetrate into the
system considered in our domain layer of the model (and also caused by causes others than “external
cyber attacker”) may lead to this type of impact. This does not allow to identify the security features and
controls targeting to prevent exactly this type of threat.
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data storage). This could be a problem for a CSC, as well as for the CSP itself if it buys a service
from a hyperscaler.
Ransomware – ransomware is a popular threat nowadays. It is delivered by malware that once
penetrated into the system encrypts information and demands a ransom to be paid for the
ability to decrypt it. In our model, we focus only on the ransomware that hits the CSP itself
(rather than targeting the CSCs and making them to substitute the data in the cloud with
encrypted versions). The reason for not separating a version of such a dangerous and frequent
threat for CSCs is that certification schemes, and EUCS in particular, do not have specific
requirements targeting and being very effective against such advanced threat.
DoS (CSCs or CSP) – Denial of Service threat aims to bombard the selected service with a huge
amount of requests that makes the service unavailable for legitimate users. The attack may be
launched against a specific CSC (e.g., a SaaS provider) or against the CSP itself.
Compromised Communication – this threat aims to eavesdrop or tamper the communication
between the service and the outer cyber world, or between services in the virtual networks. The
attacker may find a way to decipher the communication (with no or weak encryption) or to
exploit vulnerabilities of the non-secure protocols.
On-site tampering/penetration – this threat includes the attacks which start with an attacker
physically tampering with the servers or administration network devices.
Other intentional threat causes:
Insider abuse – this threat includes the malicious actions of an employee who uses its legitimate
privileges for its own, unlawful purposes (e.g., copy private data).
Insider hacker – in contrast (or in addition) to a simple abuse this threat considers a malicious
employee of the CSP who further exploits the cloud service to compromise it.
Malicious CSC – this threat is caused by a CSC which abuses the rights of the bought service to
compromise CSP or other CSCs of the CSP.
Unlawful CSC – in contrast to a malicious CSC, the unlawful CSC does not target the CSP itself,
but uses the bought cloud service for its unlawful purposes (e.g., running a spam service,
distributing malware, etc.).
Malicious CSC employee – this threat is similar to the malicious or unlawful CSC threats, but it is
not the CSC itself that executes malicious actions, but merely some of the CSC’s employee, i.e.,
against the CSC’s will. The CSP itself can use its capability to help (or provide enough technical
means) to the CSC to identify the malicious behaviour.
Third party problems – this threat relates to any third party the CSP depends on and which is
willingly or unwillingly (supply chain attack) misbehaving.
Unintentional threat causes:
CSP's employee negligence and mistakes – this threat relates to different ingenuous actions of
employees which lead to a security breach (e.g., exposing sensitive information).
System glitch – a technological problem (e.g., an integration issue or error reporting
functionality) which compromises cyber security. Examples are an integration issues or error
reporting which expose sensitive information (e.g., as a part of error messages or allowing public
access).
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Exhaustion of resources (CSC) – insufficient allocation of resources for a CSC may become a
security issue (especially, with respect to availability).
Unnecessary disclosure to law enforcement – once the law enforcement agencies require access
to the cloud service, the CSP should aim to reduce the amount of sensitive information shared
with them, on the one hand, and be able to provide the required information, on the other one.
Technical functionality should be available for preventing unnecessary disclosure.
Data location failure – this threat relates to the data location issues. The CSP must make sure
that data are physically located according to the contractual agreement and legal requirements.
Physical threats with impact on cyber security:
Hardware theft/loss (DC) – physical theft of equipment, which may contain important
information or be essential for provisioning of the service.
Environment threat (DC) – various type of environmental threats causing physical damage to the
cloud service (earthquakes, flood, fire, dust, etc.).
Physical threat (DC) – physical damage of the hardware the service is running on.
As it is defined by the conceptual layer, every threat is to be associated with a real value
representing the expected frequency of the attack (based on general statistics for cloud attacks).
However, there is the difference in threats targeting cloud market types (e.g., PaaS and IaaS
providers should care more about the meta-interfaces, but they will not be affected by webapplication attacks). Therefore, we need different lists of frequency values for different market
types. A CSP (at individual layer) should provide the market type of its service and the supporting
tool will select the corresponding TV list with expected threat frequencies.

3.3 Vulnerabilities/Requirements
In the scope of MEDINA, the main vulnerabilities for cloud services are the lack of
implementation of security requirements defined in the considered certification scheme (e.g.,
EUCS). With this assumption we also assume that the certification scheme contains the main
security features which can and should be deployed to protect a cloud service. On the other
hand, there is not a more comprehensive description of security features than a cyber security
standard/certification scheme.
It is assumed by MEDINA that every certification scheme contains a list of requirements, which
can be grouped into a security control. We use this structure in order to reduce the model. Let
R be a list of all requirements and RV an associated Boolean list denoting if the corresponding
requirement is fulfilled (1) or not (0). Both vectors are of size 𝑛𝑅 ∈ ℤ∗ . Since the number of
requirements can be very large, in order to make it manageable, we aggregate all requirements
up to the level of controls (using the relations established by the certification scheme itself). Let
C be a list of all controls of size 𝑛𝐶 ∈ ℤ∗ , and RC be a matrix 𝑛𝑅 × 𝑛𝐶 , which contains real values
from [0,1] interval, denoting the degree up to which a requirement r contributes to control c;
the non-zero values are assigned only if requirement r belongs to control c in the selected
certification scheme. Now, it is enough to multiply (𝑅𝑉 × 𝑹𝑪)𝑇 to obtain the degree of coverage
for every requirement c, i.e., CV of size 𝑛𝐶 ∈ ℤ∗ .
At the domain layer the model does not specify the requirements and controls but retrieve them
from the MEDINA catalogue6. Currently, only the EUCS scheme is considered. At the individual
6

This functionality is not implemented in the current version of the tool but it is expected to be added in
the future.
© MEDINA Consortium

www.medina-project.eu

Contract No. GA 952633

Page 19 of 34

D2.6 – Risk-based techniques and tools
for Cloud Security Certification – v1

Version 1.0 – Final. Date: 31.01.2022

layer, a CSP is asked to answer a questionnaire about fulfilment of all requirements from a
certification scheme. Currently, several possible answers are available specifying the entity
implementing the requirement, but they all map the answers either to 1 or 0. This is done for
future differentiation between the entities which are responsible for implementing the
requirement. In the future, different assessment tools could be used in order to monitor and
confirm of the initial input.
Answers rated as 1:
•
•
•
•

Yes. CSP only
Yes. Hyperscaler7
Yes. Hyperscaler and CSP
Not Applicable

Answers rated as 0:
•

No

3.4 Relations
As it has been specified before, initially, we start with:
•
•
•
•

Three vectors with estimated impact for assets (real values) 𝐴𝐶 , 𝐴𝐼 , 𝐴𝐴 of the dimension
𝑛𝐴 (provided by the CSP);
A Boolean matrix AAT of (𝑛𝐴 × 𝑛𝐴𝑇 ) mapping assets to asset types (established by the
CSP).
A vector of frequencies (real values) TV containing the expected frequency (real values).
Both vectors are of size 𝑛 𝑇 ∈ ℤ∗ (defined at the domain layer of the model).
A coverage of controls 𝐶𝑉 = (𝑅𝑉 × 𝑹𝑪)𝑇 of size 𝑛𝐶 (RV is provided by the CSP and RC
is defined at the domain layer of the model).

Total loss per threat. First, we compute the total expected loss per a threat occurrence (a real
value vector TL of size 𝑛 𝑇 ∈ ℤ∗ ). In order to obtain it, the model defines 3 matrices 𝑨𝑻𝑻𝑪 , 𝑨𝑻𝑻𝑰 ,
𝑨𝑻𝑻𝑨 of size 𝑛𝐴𝑇 × 𝑛 𝑇 , in which every cell denotes the probability that confidentiality, integrity
or availability of an asset of type at is compromised if a threat t occurs. Note, that the matrix is
defined for attack types, which makes it possible to define it at the domain layer (i.e., a CSP is
not required to define these relations).
The total expected loss per threat could be computed using the following formula:
𝑇𝐿 = [𝐴𝐶 × (𝑨𝑨𝑻 × 𝑨𝑻𝑻𝑪 )]𝑇 + [𝐴𝐼 × (𝑨𝑨𝑻 × 𝑨𝑻𝑻𝑰 )]𝑇 + [𝐴𝐴 × (𝑨𝑨𝑻 × 𝑨𝑻𝑻𝑨 )]𝑇
In short, the formula multiplies the expected loss of single occurrence by the probability of the
threat to impact the corresponding security aspect of the assets, and then sums the value for all
assets and for the three security aspects to receive one value per threat. The result is a vector
TL containing the expected losses per threat occurrence.
Survival probability of a threat. The next step is to find the probability of a threat to survive all
implemented security features and reach its goal, i.e., to occur. This operation should result in
a vector TP of size 𝑛 𝑇 ∈ ℤ∗ .

7

Here and in the following, the hyperscaler is just an entity which provides the basic functionality for the
CSP. In case the CSP provides a service of hyperscaler it should implement all the requirements itself.
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First, the model splits all security controls C in two lists: C’ and C’’ with 𝑛𝐶 ′ +𝑛𝐶 ′′ = 𝑛𝐶 . C’
includes all controls, which can be seen as means to reduce certain threats. In contrast, C’’
includes management controls, which aim to organise the right usage of the means by defining
generic policies, assigning roles for employees responsible for certain cybersecurity tasks,
establishing effective procedures for quick response to occurred incidents, etc. On the one hand,
all controls from C’’ are not specific for mitigating specific threats but contribute to leveraging
the capabilities of implemented means. On the other hand, these controls are not very effective
if there are no concrete means from C’ to fight a threat.
In order to model the effects of different controls, our model first computes a coefficient for
management quality coefMQ (a real value) applying a weighted function for management
controls. Let WC’’ be a vector with values from [0;1] interval of size 𝑛𝐶′′ (∑∀𝑖 𝑤𝑖𝑐′′ = 1). Also,
similar to C, we split the related vector of coverage value CV into CV’ and CV’’. Then,
𝑐𝑜𝑒𝑓𝑀𝑄 = 𝐶𝑉′′ × (𝑊𝐶 ′′ )𝑇
For C’ we also put in correspondence a vector WC’ with real values from [0;1], but in contrast to
WC’’ ∑∀𝑖 𝑤𝑖𝑐′is not bound to be 1. Every value 𝑤𝑖𝑐′ from WC’ denotes the guaranteed protection,
i.e., a portion of protective capability of control ci, which is guaranteed even if management is
very poor (e.g., 𝑐𝑜𝑒𝑓𝑀𝑄 → 0). Then, the model adjusts the protective capability of controls from
WC’, transforming CV’ into CVC’ using the following formula:
′

′

∀𝑖 𝑐𝑣𝑐 ′ 𝑖 = 𝑐𝑣𝑖 ∗ (𝑤𝑖𝑐 + 𝑐𝑜𝑒𝑓𝑀𝑄 ∗ (1 − 𝑤𝑖𝑐 )).
The model defines matrix RT of size 𝑛𝐶 ′ × 𝑛 𝑇 , in which every cell denotes the probability for a
security control c to prevent a threat t. Once again, RT matrix does not depend on the values to
be provided by CSP and, thus, can be defined at the domain layer.
The survival probability of a threat can be found as:
𝑇𝑃 = 𝐶𝑉𝐶′⨂𝑅𝑇,
where operation ⨂ is defined as follows (probabilistically):
∀𝑖 𝑡𝑝𝑖 = 1 − ∏∀𝑗(1 − 𝑐𝑣𝑐 ′𝑗 ∗ 𝑟𝑡𝑖,𝑗 ).
Risk computation. Now we are able to compute risk per threat R (a real-value vector of size 𝑛 𝑇 ∈
ℤ∗ ) and the overall risk for the service (Risk). A risk per threat can be computed by multiplying
the corresponding frequency, survival probability and expected total loss:
𝑅 = 𝑇𝑉⨀𝑇𝑃⨀𝑇𝐿,
where ⨀ is a Hadamard multiplication, defined as:
∀𝑖 𝑟𝑖 = 𝑡𝑣𝑖 ∗ 𝑡𝑝𝑖 ∗ 𝑡𝑙𝑖 .
The total risk (a scalar real value) is just a summation of risks per threat:
𝑅𝑖𝑠𝑘 = ∑∀𝑖 𝑟𝑖 .
The result of the computation represents the annual expected amount of losses for the CSP. The
CSP should evaluate the received amount and decide if the estimated risk can be accepted or a
treatment option is to be applied.
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In the context of the project, risk result is used as a parameter for evaluating the degree of nonconformity with the selected certification scheme. Table 3.1 lists the variables used in the model.
Table 3.1: Summary of the key variables used by the model

variable
domain dimension Source/formula
𝐴𝐶 , 𝐴𝐼 , 𝐴𝐴 real
𝑛𝐴
User input
AAT
TV

{0;1}
Real

RV

{0;1}

𝑛𝑅

RC

real

𝑛 𝑅 × 𝑛𝐶

CV
𝑨𝑻𝑻𝑪 ,
𝑨𝑻𝑻𝑰 ,
𝑨𝑻𝑻𝑨

real
real

𝑛𝐶
(𝑅𝑉 × 𝑹𝑪)𝑇
𝑛𝐴𝑇 × 𝑛 𝑇 Predefined values

TL

real

𝑛𝑇

CV’

Real

𝑛𝐶 ′

CV’’

Real

𝑛𝐶 ′′

Real

scalar

real

𝑛𝐶 ′

𝑐𝑜𝑒𝑓𝑀𝑄
CVC’

𝑛𝐴 × 𝑛𝐴𝑇 User input
𝑛𝑇
Predefined values
User input
Predefined values

[𝐴𝐶 × (𝑨𝑨𝑻 × 𝑨𝑻𝑻𝑪 )]𝑇 +
[𝐴𝐼 × (𝑨𝑨𝑻 × 𝑨𝑻𝑻𝑰 )]𝑇 +
[𝐴𝐴 × (𝑨𝑨𝑻 × 𝑨𝑻𝑻𝑨 )]𝑇
Predefined part of CV:
𝐶𝑉 ′ ∪ 𝐶𝑉 ′′ = 𝐶𝑉
Predefined part of CV:
𝐶𝑉 ′ ∪ 𝐶𝑉 ′′ = 𝐶𝑉
𝐶𝑉′′ × (𝑊𝐶 ′′ )𝑇
′

∀𝑖 𝑐𝑣𝑐 ′ 𝑖 = 𝑐𝑣𝑖 ∗ (𝑤𝑖𝑐 +
′

𝑐𝑜𝑒𝑓𝑀𝑄 ∗ (1 − 𝑤𝑖𝑐 )).
RT

real

𝑛𝐶 ′ × 𝑛 𝑇

TP

real

𝑛𝑇

Predefined values
∀𝑖 𝑡𝑝𝑖 = 1 −

meaning
Confidentiality,
integrity,
availability impact per asset
Asset to asset type mapping
Expected frequency per
threat
Satisfaction (1) or failure (0)
per requirement
Degree of contribution of a
requirement to a control
Coverage per control
The probability of a threat
occurrence to compromise
confidentiality,
integrity,
availability.
Total expected loss per
threat
Coverage of means controls
Coverage of management
controls
Management
quality
Coefficient
Adjusted portability of
means controls
Probability for a means
control to stop a threat
Threat survival probability

∏(1 − 𝑐𝑣𝑐 ′𝑗 ∗ 𝑟𝑡𝑖,𝑗 )
∀𝑗

R
Risk

real
real

𝑛𝑇
Scalar

∀𝑖 𝑟𝑖 = 𝑡𝑣𝑖 ∗ 𝑡𝑝𝑖 ∗ 𝑡𝑙𝑖
𝑅𝑖𝑠𝑘 = ∑ 𝑟𝑖

Risk per threat
Overall risk value

∀𝑖

3.5 Non-conformity analysis
Our model performs the analysis quantitatively, but its further analysis may be simplified for
user by converting it into a value from [0;100] interval. This is done with a 10*log10(Risk)
operation. Naturally, this maps a value only from (0;10.000.000.000] to the determined interval.
This limit was selected on the basis of analysis of real world losses to accommodate all of them,
but it can be extended or shortened if required.
Let the result of risk computation using the input from the CSP be riskreal. Once a risk level is
calculated, it is possible to perform another risk assessment for the full coverage of the selected
certification scheme (riskideal). The full coverage may depend on the assurance level if the
selected certification scheme has several assurance levels (e.g., as EUCS does). The difference
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(riskreal- riskideal) is then compared with a threshold, to estimate the degree of the deviation. It is
important to note that the mapping of a real value result to [0;100] is performed using a
logarithm operation, and thus allows to evaluate the ratio between risks, i.e., in how many times
riskideal is better than riskreal. For example, the difference riskreal - riskideal =10 means that riskideal
10 times lower than riskreal.
This is the first rough strategy applied for a non-conformity analysis using risk assessment used
by our model. We will evaluate it, set up the required threshold and correct it (if required) in the
future years of the project. At this point, the threshold is planned to be the same for all CSPs.
Nevertheless, we would like to note that this threshold will evaluate the ratio between the ideal
and real scenarios, rather than absolute difference. Thus, a CSP with expensive assets and
another one with less sensitive ones could be compared using the same threshold. At the same
time, it is worth noting that the threshold does not simply represent the targeted reduction in
probability level (thus, leaving aside the cost of assets), but it focuses on the risk (i.e., a product
of probability and impact) ratio.
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4 Implementation
The risk assessment model described in Section 3 is supported by a Risk Assessment and
Optimisation Framework (RAOF) which implements the defined functionality. This deliverable
reports the first version of the tool implementing the core part of the described model.
It is important to underline once again that the main goal of the ROAF in MEDINA is to evaluate
the degree of non-conformity of the service with the selected certification scheme. This analysis
is to be performed using assessed risk as a core functionality. That is why this deliverable is
focused on defining and implementing the risk assessment (model).

4.1 Functional description
The RAOF is implemented as a service which is able to quickly perform the risk assessment and
uses this information to analyse the degree of non-conformity with the selected certification
scheme.
The tool provides both a GUI and an API for interaction. The GUI is created for direct interaction
with the tool by a human operator (e.g., compliance manager). The operator is asked to provide
the required information:
•
•
•

General information, like the service market type, the selected certification scheme, and
the assurance level.
A list of assets, lined with the defined asset types, approximate number of similar assets,
and expected loss if Confidentiality, Integrity or Availability of these assets is
compromised (Figure 1)
The information about implemented requirements of the selected certification scheme,
e.g., EUCS (Figure 2).
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Figure 1: SATRA's asset table.

Figure 2: SATRA’s Questionnaire
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Once the inputs are provided by a CSP, the tool will calculate the risk level according to the
procedure defined in Section 3. The result is displayed to the CSP (Figure 3). The CSP may
see the computed risk level and non-conformity evaluation result (minor/major nonconformity). As it was described in Section 2, the CSP may perform several rounds of the
analysis to determine the less risky configuration of its security if full conformity with the
selected certification scheme is impossible or not required.

Figure 3: Risk Assessment result page.

The tool also implements APIs for integration with a CSP’s dashboard. The input information is
to be provided through these APIs exploiting the ways to collect the information more suitable
for a CSP. This also allows to re-use the information already contained in the CSP’s system. Also,
the APIs are required for performing automatic risk assessment during the continuous
monitoring phase, but this functionality will be discussed in a dedicated deliverable D4.4 and as
a part of integration of the tool to the overall MEDINA framework (i.e., D5.1 [6]).
In short, our tool proposes a simple and fast way to assess risk for a cloud service, without the
reliance on the CSP’s deep knowledge of cyber security. The user is only assumed to know well
its own service. The risk assessment model and tool are tailored for the use in the cloud service
domain, considering cloud specific threats, market types, and specific (vertical) relations
between a CSP, hyperscaler, and CSCs. Last, but not least, the model and the tool are defined
for supporting compliance checking and perform the risk assessment using the selected
certification scheme, thus evaluating risk using a scheme-specific point of view.
The requirements from Deliverable D5.1 [6] relevant for this tool are listed and their status is
evaluated below:
Requirement id
Short title
Description

RBSCF.01
Risk assessment tool
The tool shall be based on a risk-assessment methodology and in order to
help CSP, as well as an auditor, to identify the key assets, threats and
existing weaknesses of the cloud system.
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Requirement id RBSCF.01
Implementation Mostly implemented
status
The tool is implemented and is based on the identification and assessment of assets, threats and
vulnerabilities of a cloud service. At this point, there is no integration with an auditor system, as
the auditor system is not yet specified in scope of MEDINA.
Requirement id
Short title
Description

RBSCF.02
Risk assessment tool and TOMs
Identification of key assets, threats and existing weaknesses should support
stakeholders in reflecting their chosen TOMs in accordance to their risk
strategy, along with risk treatment options.
Implemented

Implementation
status
The tool performs a risk assessment using the chosen TOMs and allows selecting the most
appropriate ones according to the risk strategy of the CSP.
Requirement id
Short title
Description

RBSCF.03
Implementation selection functionality
MEDINA proposes a tool-supported methodology for the selection of
controls and associated TOMs, which address the concrete needs of a CSP
taking into consideration both its risk appetite and requested certification’s
assurance level.
Not implemented.

Implementation
status
The tool will be extended in the future with a functionality to optimise the TOMs selection (with
a limited budget).
Requirement id
Short title
Description

RBSCF.04
Interface to the auditor
Auditor follows a risk-based approach which provides flexibility to the
certification process: since an ever-changing threat landscape often
requires timely reaction from the security team provoking changes in the
security configurations. These could be efficient from the risk treatment
point of view, but will affect the previously obtained certificate, in the
worst case, invalidating it.
Not Implemented

Implementation
status
At this point, there is no integration with an auditor system, as the auditor system is not yet
specified/defined in scope of MEDINA.

4.1.1 Fitting into overall MEDINA Architecture
The service is involved in the preparation phase, in order to help the CSP to prepare its system
for certification, as well as in the continuous monitoring phase, in which the CSP system is
continuously monitored to verify its conformity with the selected certification scheme.
Figure 4 shows the initial plan to integrate RAOF into the MEDINA’s architecture. During the
preparation phase a compliance manager directly (via GUI) or through CSP’s Compliance
Dashboard (via API) connects to the RAOF and provides the information about the service to be
assessed, main assets, and satisfied requirements for the selected certification scheme. RAOF
contacts Catalogue of Controls & Security Schemes in order to retrieve the selected certification
scheme (requirements, controls and relations between them) and performs the risk assessment
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and non-conformity analysis. The result is returned to the compliance manager for further
decisions on the security configuration. In the next phase of the project a special functionality
for supporting the compliance manager in optimising its effort in preparation of the system for
certification (i.e., selection of requirements to fulfil) will be added.

Figure 4: A part of the MEDINA's workflow

During the continuous monitoring phase, once a non-conformity is detected, the Continuous
Certification Evaluation module invokes RAOF in order to evaluate non-conformity. RAOF
performs the analysis and returns the results of its assessment to the Automated Certificate
Lifecycle Manager for further decisions on the certification status.

4.2 Technical description
This section provides technical details about the internal structure of the RAOF.

4.2.1 Prototype architecture
The RAOF consists of the following three components (see Figure 5):
•
•

•

A Risk storage database.
Main engine with
o GUI
o Risk assessment module
o Risk-based decision support
o Risk Optimiser (to be added)
APIs

Once the API or GUI is contacted and the required information is provided, the Risk
assessment module is invoked. Using the information from the Risk Storage database it
executes the procedure defined by the risk assessment model (see Section 3). Risk-based
decision support implements the functionality of evaluating non-conformity degree using
the real and ideal results of risk assessment. Risk Optimiser will be implemented in the future
and will support selection of required requirements.
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Figure 5: Internal architecture of the Risk Assessment and Optimisation Framework

4.2.2 Components description
A Risk storage database keeps the user data and the information required for the correct
operation of the tool. First, it contains the access information about the user, its risk assessment
practices (for its services), and input values for every such practices (i.e., the information about
the service to be assessed, selected certification scheme, the status of requirements, and assets
with supporting information). Second, the database contains the predefined mapping tables and
vectors required by the model (see Section 3.4). Finally, it also stores the information required
for correct representation of the information by the GUI (e.g., order of elements, structure of
the questionnaire, type of elements for gathering inputs from users, etc.).
GUI provides a user-friendly way for providing input to the tool and displaying its output. It
guides the user through all the steps, collecting the information about the service to be assessed
and shows the final result. The GUI is dynamic and is governed by the information stored in the
database (e.g., requirements). In the future steps of the project we are going to make it even
more dynamic, by making it to be formed using the information retrieved from the catalogue of
controls & certification schemes.
The risk assessment module is the main computation engine, which implements the
computations according to the model described in Section 3. It uses the information provided
by the user and the pre-defined knowledge stored in the database. The result of the execution
of this module is the risk values (one per threat and the overall one).
The risk-based decision support component is aimed to further process the results of the risk
assessment produced by the risk assessment module. In particular, in scope of MEDINA it will
compute and analyse the degree of non-conformity according to the ideas described in Section
3.5.
The Risk optimiser component will be added in the future releases of the RAOF and will be
responsible for optimisation of investments in order to obtain the most efficient coverage of
requirements for a scheme (in case the complete coverage is not possible).
Finally, the API component defines the interfaces for interaction of other modules with RAOF.
In particular, a compliance manager may send commands to RAOF through a proprietary
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dashboard. Also, the APIs will be used during the continuous monitoring phase, during which
the Continuous Certification Evaluation component will invoke the RAOF and provide the results
of monitoring for specific assets. The RAOF will conduct its non-conformity analysis
automatically and send the results to the Automated Certificate Lifecycle manager (to be
developed as a part of D4.4).

4.2.3 Technical specifications
The RAOF (SATRA) is reachable via the common MEDINA’s deployment facility using the
following url: http://risk-assessment-engine-dev.k8s.medina.esilab.org/. The APIs could be
found using the following url: http://risk-assessment-app-dev.k8s.medina.esilab.org/api/v1/.
The project is deployed using 3 docker containers, each one running its own service and
implementing a separate functionality. The main service implements core computational engine
and the GUI. It is run over a Tomcat 8 and is running on Apache2 Web Service. The backend of
this service is developed in Java, using the Springboot 5 framework. The front end uses JSP,
HTML, Javascript and CSS.
The main service requires a database to store the basic settings of the domain layer of the model
and user inputs values. The MySQL DBMS runs in a separate docker container.
The third service consists of Python REST APIs realised with Swagger documentation that
communicates with the main service to perform computations according to the defined model
and to retrieve the user’s data via automatic means (e.g., CSP’s dashboard) or from a monitoring
component.

© MEDINA Consortium

www.medina-project.eu

Contract No. GA 952633

Page 30 of 34

D2.6 – Risk-based techniques and tools
for Cloud Security Certification – v1

Version 1.0 – Final. Date: 31.01.2022

5 Delivery and usage
5.1 Package information
The structure of project “Risk-Assessment-tool” is divided into three folders that contain the
code of the GUI and computational logic (risk assessment module, risk-based decision support,
and future risk optimiser) developed in Java called “-engine”, the API interfaces developed in
python with swagger documentation called “app” and databases backup called “db”.
Table 5.1: Overview and description of directory

Folder
-app/
-db/
-engine/deploy_war/

-engine/webinterfaces/src

-engine/webinterfaces/WebContent

Description
Contains the API interface’s source code.
Contains the database backup.
Contains the war file to allow dockercompose of loading this file into correct
compose.
Source code used to connect and
communicate with the databases and
execute the computation of risks using
specific inputs and return specific output.
Contains all code and media used to
implement the GUI (JSP pages/ JavaScript
files, CSS, images, WEB-INF configurations).

Table 5.2: Overview and description of package

Package
API
api/

Description
Contains the source code for the API
interfaces.
Contains all endpoint versions for the API
interfaces.
Contains the first version of API interface.

api.endpoints/
api.endpoints.v1/
Engine
iit.cnr.it.hibernate.survey/

iit.cnr.it.hibernate.rat/

iit.cnr.it.utility/

iit.cnr.it.security/
iit.cnr.it.wentool/

iit.cnr.it.wentool.computation/
iit.cnr.it.wentool.computation.riskanalysis/
iit.cnr.it.wentool.computation.input/
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Source code to manage the connection and
communication with the database that
contains the survey information.
Source code to manage the connection and
communication with the database that
contains the user information.
A sub-class and interfaces that contains
functions used to perform a particular
operation in computation risk class.
A sub-class to perform security features.
Contains the source code to perform the risk
analysis and manage input and output of this
operation.
Contains the code to compute the risk
analysis.
Contains the code to execute the risk
analysis.
Contains the code to manage the input.
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Package
iit.cnr.it.wentool.computation.ouput/
utils

Description
Contains the code to manage the output.
It contains the code to compute some
operation for the API interfaces.

5.2 Installation instructions
This project uses docker-compose to execute and deploy the GUI and the API interfaces. There
are four containers:
1. engine: this container contains the risk assessment module, risk-based decision
support, and the GUI;
2. app: this container contains the API interface;
3. db: this container is a DBMS;
These instructions are also present in the README file in the Risk Assessment repository on
Tecnalia’s GitLab. Docker is compatible with more operating systems, such as Windows, Mac OS
and Linux.
To execute the project, it is important to create a docker volume for the webserver that allows
the distribution of GUI and API interfaces.
For Mac OS or Linux
sudo docker volume create risk_ assessment _web_data
For Windows
docker volume create risk_ assessment _web_data
When the risk_ assessment _web_data is created it’s possible to run the containers, on cli select
the correct directory and run risk-assessment docker-compose with this command:
For Mac OS or Linux:
sudo docker-compose up –build
For Windows:
docker-compose up –build
To run the compose without real-time logs
sudo docker-compose up –build -d

5.3 User Manual
At this moment there is no detailed user manual for the implemented tool. The use of the tool
with the GUI interface is intuitive and self-explanatory and is supported by descriptions
explaining the steps in the process. The manual for API usage is to be implemented in the future
when the APIs will be finalised.

5.4 Licensing information
RAOF is licensed under the Apache License 2.0.

5.5 Download
https://git.code.tecnalia.com/medina/wp2/task_2.6/raof.git
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6 Conclusions
This deliverable reports three main achievements of the task T2.6. First, we describe how the
risk assessment may contribute to the compliance management process and ensure that it
focuses on the real need of the CSP instead of mere fulfilment of the requirements from the
chosen certification scheme. This strategy will be implemented in the MEDINA framework.
Second, we present in detail our model for risk assessment for cloud services rooted in the
selected certification scheme. The model could be split in three layers: conceptual (raw
mathematical structure), domain (pre-filled with domain-specific cyber-security dependent
knowledge) and individual (knowledge about a concrete system). This deliverable explains in
detail the conceptual layer and provides some details about the cloud-specific settings. The
knowledge for the individual layer is to be provided by a concrete CSP.
Finally, we provide the first version of the prototype (RAOF) for risk assessment and analysis,
which is set up for supporting cyber security compliance management for cloud service. The
supporting tool is based on the defined model and is to be integrated in the overall MEDINA
workflow.
This is only the first version of the risk assessment model and tool. At the model level, we will
continue working on its tuning, focusing, and (if possible) simplifying it for the cloud
environment. Indeed, the first approach for setting up the model (especially, at the domain
specific level) was based on the information which is easy to get (e.g., resources, which can be
received retrieved by another MEDINA tool, i.e., Clouditor) and getting the knowledge from
external resources about possible events (e.g., threat list). In the next phases, the model will be
improved to ensure that the initially identified values are optimally selected, comprehensively
describe cybersecurity events, and focused enough for measuring cyber risk. This activity will be
performed in close collaboration with use case providers, exploding their on-field domainspecific knowledge of the cloud environment, certification process and cyber security practices.
Moreover, in the next phase we are going to pay more attention to evaluation of nonconformities, evaluating the initial approach reported in this deliverable and improving it if
required. Furthermore, we will provide supporting functionality to suggest risk-optimized
improvement for selection of requirements to be covered in case complete coverage is not
possible.
Last but not least, we will improve our tool, implementing new features and those current ones
which have not been fully implemented in this version (e.g., differentiation of cloud market
types or on-the-fly retrieval of a selected certification scheme). Moreover, the next version of
tool will be more tightly integrated with other MEDINA components.
The new results in updating the model and the tool will be reported in D2.7 at M24 (and finalised
by D2.8 at M30). Moreover, the continuous aspects of risk assessment with our model (and
implemented by the supporting tool) will be reported in D4.4.
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