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Executive Summary

This deliverable presents an intermediatersion of the risk assessment moaeld supporting

tool, which will be used asdecisionrmaking instrument fothe analysis ohon-conformities of

a cloud service with a selected certificatimtheme The model defines the main risk
components (i.e., assets, threats, and vulnerabilities) and relations between them. Also, the
model is applied to the cloud daainwith the set-up of the model for this context.

The model igmplementedwith a SelfAssessment Tool for Riginalysis(SATRA), as a Risk
Assessment and Optimisation Framew@RAOFromponent ofMEDINAThe current version
implements all core functionalities and optis of the model, leaving for the future integration
issues andalues calibration.

This deliverable reports the results dhe two yearsof Task 2.6and demonstrates
implementation of Risk Assessment and Optimisation Framework, which will sup@S&P in
the analysis of nortonformities with a selected certificatioschemeduring the preparation
phase and during the continuous compliance monitoritrg.addition, this deliverable also
provides the theoretical background and first implementation loé functionality for optimal
selection of additional security requirements to implement.

The document consists of the followingainsections:

1 Section2 describes and specifies the role and place of the risk assessmiet sSnope

of the MEDINAframework Bothusages of risk assessment, includihg preparation

phase and continuous compliance monitoring, are outlined.

Section3 provides a short state of the art on the topic of risk assessment.

Section4 is dedicatedto the risk assessment model, which consists of the following

three layers: conceptual, domaandindividual. The core focus of this document is on

the first two, which define the mathematical model and set it up for the usage in the

cloud domain. Thendividual layer is defined for collection and analysis of the inputs

provided by a CSFhis section also provides the background for our risk optimisation.

9 Sectionss and 6 describe the current status of the supporting tool, its place in the
MEDINAworkflow and proide some technical details about its implementation.

=a =

The first version of this deliverahl®2.6[1], was released 9 months ago (and was recently
updated according to the request of the EC). In the first version we outlined the place of risk
assessment in the scope of MEDINA, provided the core description of the risk computational
model, and released the firgersion of the RAOF component.

This deliverable is an updategrsion of D2.6 anchost of its content remains as it was in D2.6
(with some changes) allowing D2.7 to be seltontained. This update isfocused on
implementing additional features for the RAOF component and implementing née
functionality for optimising implemented security requirements. In the final deliverable (D2.8)
we will focus on elaborating the pieet parameters for risk assessent and smoothing
integration with other MEDINA components.

Finally, it is important to note that the computation model describedhis deliverabldas also
used for continuous monitoring phasand thus contributes to successful completion of D4.4
[2] and D4.53].
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1 Introduction

Cyber security risk assessment isighlevel instrument to evaluatethe cyber security of a
system.lt serves as a glue between the management and teievels helping to analyse the
current system state and abstract the results for the further strategic decision making. The main
advantage ofpplyingrisk assessment is the focus on the concrete needs of the system owner.

In scope ofMEDINA risk assessment serves fibie analysis of requirements demanded by a
certificationschemeand ensuring that fulfilment of these requiremeritsindeed relevant for

the cloud serviceprovider (CSP). Naturally, if a CSP satisfies all requirenteatsnpletely
complies withthe certificationschemeand should obtain or maintain the certificate. But, in
manyreal casesome requirements may hiasignificant for a CSP (e.g., because they focus on
protection of an asset which is not sensitive this CSP). Such naonformities should be
evaluated, and we usthe risk assessmerfor such analysisThe analysis should teli the
detected nonconformities aramajor onesand the certificate should be revoked or the deviation
is minor and the certicate shoud be maintained (probably, undepme conditions).

The risk assessment model presented in this deliverable is based on the certification scheme to

be used, and, thus, helps to analyse the risk from the certification scheme perspective. The
approach itself is simple, fast and much less dependent on the knowledge &fSRethan many

other risk assessment method§hus, once it is set up properly, it can be used for dynamic risk
assessment and neconformity analysis. At the santiene, our risk asessment doesot have

a goal tosubstitute the risk assessmeperformed by the CSi® set up i system according to

its own risk management strategy (as it is demanded by many certification schemes, e.g., EUCS
[4]). In short our risk assessment model aadsupporting tool aranade for the purpose of
supportingMEDINR & OSNIAFAOFGA2Y YIyl3ASYSyid LINROS&aaod

1.1 About this deliverable

The main goal of this deliverable is describethe computational model and tool for risk

assessment whickupports compliance verification and certification procdsseports the main
FAYRAY3IA | YR NBaddkf &SR 20FS QIK yaA]lj deSHad cF 26Nd A/AS NI A FA OF
the first 24 months of thre MEDINAproject.

This document is devoted the second version of the proposed model and supporting tool. The
first version, reported in D2.A], defined the basic conceptglations,and the computational
model. It also listed the settings of the closgecific parameters, i.e., threats, asset types and
vulnerabilities (which, in our model, are considered as lack of implementing requirements from
the selected certificatioschene).

The second version of the model reported in this deliverable does not introchieges in the
computational model but mostly extends the functionalities to the supporting todh
particular, we addd the possibility to adjust relevance of differetitreats depending on the
selected cloud service layeklso, we modified the tool to assess roonformity depending on
the selected assurance level. Our towmiw alsohas the possibility to compute nezonformity

for different certification schemegut this functionality will not be used in MEDINA, since other
components focus only on EU{@& In addition, completely new functionality is addedttelp
the CSP to optimise its expenditure in selecting additional requirements to be implemdiied.
statement of the optimisation problem and a brief description of its solution (based on Genetic
Algorithm approach) is provided in Sectiéré and its implementation is displayed in Section
5.1.2

© MEDINA Consortium Contract No. GA52633 Page8 of 52
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The supporting toolRisk Asessment and Optimisation Framework (RADR)plements the
outlined functionalitiesSimilar to the core model, the tool has been updated and set up for the
purpose ofMEDINAI.e., for the use in the cloud security certification process). Theumslides

the required interfaces for itsitegrationinto the MEDINA platform

It is also worth mentioning that thprovided computationalmodel will be used for static risk
assessment durintne preparation for certification by the CSP, as well as during the continuous
monitoring phase, during which the compliance of the cloud service with the selected
certification schemewill be continuously evaluated. The use of the risk assessment nimdel
evaluation of norcompliance of the system during the continuous monitoring pHaee been
describedn thedeliverable D4.42]and will be updated in D4[3]. This @liverable only briefly
outlines how risk assessment can be used during this phase.

1.2 Document structure

The document is structured as followSection2 describes how risk assessment could support
(continuous) compliance managemenbpess, in general, and the oneMEDINAIn particular.

A short state of the art analysis is provide®ecton 3. The main part of this document&ection

4. This section provides itetail the description of the risk assessment model, includihg
identification ofits main components: assets, threats avalnerabilities, and aggregation tife
estimated values to receiverssk level and analyse it frothe compliance point of viewThis
section also describes our approach for risk optimisatiBections includes the description of
how the supporting tool (called SATRA), implementing the functionality of Risk Assessment and
Optimisation Framework, is developed and integrated into the ovévi@DINAFramework.
Finally, the informatiorabout the delivery and usage of the tool is provided#ction6. The
conclusios, limitations,and futuresteps are outlined ilsectiony’.

1.3 Updates from D2.6

This deliverable is an updated version of D2Jéand most of its content remains as it was in
D2.6 (with some changes), allowing D2.7 to be-catitained.

For simpler tracking of progress and updates with regards to the previous deliverable version,
Tablel givesa brief overview of changes and additions to each of the document sections.

Tablel. Overview of deliverable updates with respect to D2.6

Section ‘ Changes

2 Minor updates
3 Minor updates
4 The list of assets has been purged, to focus on the resources which could

losses once compromised. Also, now this section includes the background &
resolving the optimisation problems used by our optimisation module

5 This sedbn was aligned with the latest decisions made in scope of the pro
changes in the GUI and new functionalities of the component

6 Similarly, the modifications in the structure and in the installation proceg
were added toSection 6.

7 Section7 now also includes limitations of the model and its impéntation.

! This framework is realized by a tool called Bel$essment Tool for Risk Analysis (SATRA).
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2 Risk-based Support for the Certification Process in MEDINA

This section explains when and how risk assessment catggtio the delivery of the main goal

of MEDINAIt is dedicated to the brief, high level description in order to setgfear vision of

the position of the risk assessment in scope of the project, leaving the related technical details
to Sectiors4 and>5.

First and foremost, we would like to underline that our riskeassnent process (although could,

but) is not aimed tsubstitute the one performed by the CSP. Thberrisk assessment process

of aCSP is (or should be) an integral part of the cyber risk management process, which in its turn
shouldbe apartoftheowel £ € / {t Qa NA&] YIyl3ISYSyid FNI YSé2N]
by the management to use specific methottsls, and approaches for cyber risk assessment,

which will be further useds an integral part of thask management framewaork.

{ S O2 y R Bk asdedsrfeit mist probably will be more customised for the needs of this CSP,
supported by customary sub procesdes collectingrisk-related information (e.g., analysis of
business goals of the CSP, applied business praessiected statistics, andther types of
similar private information), interviewing different members of the security team, consulting
with external experts, etc. This process requires a lot of tiefégrt, and knowledge, but
provides more CSfdcussedesults of the assessment.

On the other hand, a risk assessment process supporting continuous monitoring of certification
must be fast, cheap and as less dependent on the evaluator as possible. Moreover, it must
provide the results relevant for the decision making about the state af
certification/compliance. That is why our risk assessment method is more suitabkaisor
purposethan the more finegrained and irdepth proces®ften? followed by CSPs.

Risk assessment contributés the MEDINAprocessin two ways. First, it providea risk-based
evaluation support for the CSP whichpieparing for certification A CSP may evaluate its
readiness to be certified by running our risk assessment engine and imgdhes degree of non
conformity. Naturally, for some certification schem like EUCShe CSP should aim to
implement all requirements for the selected asance level. On the other hand, in case of
presence ofhon-conformities,the CSPwith the help ofour risk assessmerframework, may
show that the existing nowonformities are only minor ones (insignificant) and in this specific
case are not essential.

Moreover, in the case of a limited budge€SP may prefer wwonsider different alternatives for

the implementation of requirements, aiming to satisfy the targeted level as much as possible.
Our risk assessment tool will provida instrument for the CSRotcompare the alternatives.
Furthermore the tool will also automaticallgelectthe most riskoptimal configuration by
selecting thenot satisfiedrequirements of the chosen certificati@theme which will help the

CSP to reduce the risk in a ce$ticient wayand stay within the budget limitdNaturally, the
latest functionality is useful only if the available budget does not allow satisfaction of all
requirements and if satisfaction of additional requirements is @fftient.

Second, the riskssessment will be used during the continuous monitoring for analysiag th
detected nonconformities. Thisassessment is to be performed on the fly taking the current
state ofsatisfaction of requirements per asset as an inantl aggregating the risk leviar all
resources of the CSP, providiREDINAwith the assessed level of naronformity: major or
minor.

2We need to note that altough risk assessment is a widely acknowledged best practice for cyber security
management, unfortunately, some CSPs still do not use it.
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2.1 Preparation phase

First, risk assessment ie be applied to support the CSP jmeparation of the system for
certification against a selected certificatisnpheme Oursupportingtool could be used by a CSP

to help it in the decisiommaking process about covering the security requirements of the
scheme which are essential for thispecific CSP (i.e., according to its risk lewdturally,
satisfaction of all requirements for some schemes (e.g., EWCB)portant, but some
requirements of the scheme could be, on the one hand, not very effective for a specific provider
(e.g., no sasitive cloud service customer (CS@jta are stored), and could be costly to
implement, on the other one. Thus, risk assessment could help to evaluate the level-of non
conformity and support the decision of the CSRustification of why some requiremestare

not implemened. On the other hand, major non conformities could be spotted before engaging
in the certification process and the CSP will know what should be corrected.

In order to performrisk assessment for itservice, theCSP is asked to provitlee following
information:

1. The certificatiorschemeand (if available) the assurance level against which the system
is to be certified.
2. The cloudservice leveli.e., laaS, PaaS, or SaaS.
3. Alist of resources (assets) it manages and the following information dabent
a. the pre-defined resource types (see Sectiii) to which the defined resource
belongs,
b. the potential impact in case Confidentiality, Integrity or Availability of the
resource is compromised
c. the approximate number of such resources.
4. The information aboutvhich requiremens from the selected schemare covered.

This inputdatais collected in a formof a questionnaireanda dedicated table for resources.

If a CSP is able to cover all requiremenisf the selectedscheme there is no need for further
analysissincesuch CSP is doing well and should proceed with asking for certification (and start
monitoring its claims during the continuoumonitoring phase). In case some requirements
cannot be covered, risk assessment may help to perform the following types osass#s

1. Nonconformity evaluation.The risks assessment may help to estimate how far the
serviceiF NBPY GKSadARSI o APSPT || aGFHGS Ay 6KAOK
CSP may evaluate whether the existing fwwomformity is major (and it is Uikely for a
auditor to certify the system) or minor (and the existing roonformities could be
justified in front of an auditor)For doing this, we compute the ideal risk level for the
CSP (assuming that all requirements are satisfied) and comparathe with the risk
level computed with the values provided by CSP, using the same information about the
assets.

2. Compare different systesfdifferentstateg. The risk assessment may help to compare
risks of different system states and select the one whidhbe more probably certified
(i.e., with lower norconformity) This can be especially important if additional
investments (which are required to cover additional requirements) are limited or there
are other reasons preventing satisfaction of all regments.

3. Select the requirements/TOMs which should be covered (in addition to already covered
ones) to ensure only minor n@onformity with available budgefThe risk assessment
can ke used to optimise investments and ensure good (minor-comformity) coverage
of requirements. This optimisation problem will require automatic selection of
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requirements which can be covered with the identified budget and verification of the
level of nonconformities with risk assessment.

Last, we should also underline thatrfsome CSPs it can be useful to see alternative results of
the risk analysis to compare them with the results obtained byirtirehouserisk assessment.
Moreover, the risk level provided by our framework may serve as an indichésecurity state

for those CSPs which target lower assurance levels (e.g., Basic or Substantial fR{]EbO@S
would like to improve their security by implementing additional requirements which belong to
a higher level of assurance (even tigh they are not aiming to be certified against them).

2.2 Continuous monitoring phase

Risk assessmeatso providesn important service durintihe continuous monitoring phase, the
core phase targeted bYIEDINAThe main goal of risk assessment in giaseis to analyse the

detected case®f nonconformity and evaluatehem with respect to the deviation from the
ideal level.

In contrast to the preparation phase, in the continuous monitoring phase risk assessment has
another source of input about the fulfiderequirements, i.e., results of the metric assessment.
First, this allowsnakingthe analysis more objective, eliminating human errors (deliberate and
incidental) from the equation. Second, it is possible to compute the current risk level based on
up-to-date information (taking into account all recent changes). T, possible to estimate

up to which degree a requirement is satisfied basedtlom assessment of different metrics
associated with this requirement.

The risk assessment for continuous ntoring must be automatic, fast and independent from
human input. Thus, our risk assessment in this phase is based on:

1 The information abouthe certification scheme, assurance level and cloud market type
selected before startinthe continuous monitoring pase

1 Assets and the related information (e.g., types or severity levels) determined before
starting continuous monitoring phase (although, there could be a possibility to update
this information.

1 The information about the failed assessments of somérice (provided by assessment
tools of MEDINA and their contribution to the requirements (contained in the
MEDINA &atalogue of controls and metrigs This information can and should be
updated as frequently as assessment tools are ablgdwide it.

Once a norconformity is detectedthe risk assessmentool will be able to analyse how
important it is (major or minor) and provide the result of the assessmenthe component
making a decision about certification status (and/or auditor).

2.3 Current status

The contribution of the risk assessment to the overall processMBDINAstated above
represents the current vision aboltls involvement. The current version of the model and
supporting tool implements all the planned functionalitiéscludng the risk assessment, non
conformity evaluation, recommendations for optimisation, etc.

We wouldalsolike to note that our risk assessment model must be set up for providing the
intended service. Bgsetting up the modeél we mean populating it with concretealues(e.qg.,
asset types, threats, etc.) as well as relations between them (e.g., reductioraok atobability

by TOMS that will be embedded in the supporting tadthe current versions of the model and
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tools have been initially preet with values, which will be revaluated and corrected as
finalisingthe activities ofTask2.6 andwill reported in the concluding deliverable (D2.8).
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3 State of the Art on Risk Assessment Techniques

Risk management is a wéthown management practice for evaluation, treatment and keeping
under control various events of uncertain nature. Since occurrencghbersecurity incidents is
uncertain it is natural to apply risk management procedures for managing cyber security risks.
Moreover, recent reports show that organisations see cyber risk as one of the top risks for their
operation [5]. It is not surprising to see the requirement for proper cyber security risk
management in all major cyber security standards, like ISO ZB)04IST CY¥] andEUCH].

There are various books describing the basics of cyber security risk assessmej@](end a
plethora of various appraches ranging from generic methodologies (e.g., ISO 2[B)0BIST
800-30[10] Octave Allegrgl1], Magerit[12], RiskIT13]) up to specific computational methods
[14],[15], [16], [17] and tools (e.g.[18], [19]).

The methodologies mostly focus on defining a risk assessment process, describing the required
activities, helping to identify the stakeholders for conducting every activity, etc. G. Wangen et
al.,[20] conducted a detailed analysis and comparison of the procedural activities. These generic
methodologies often do not specify precisely how activities should be executed, leaving this for
the analyst, but may suggest some various techniques whiclioe of use. For example, Magerit

[12] suggests several techniques for several crucial steps, like identification of threats (e.g.,
Dephi evaluation, attack trees, etc.); ISO 27{#]%rovides listof possible actors, threats and
consequences, Octavi|dl] and NIST10] propose worksheets to be filled in. Most of the
methodologies follow the qualitative risk assessment method, which computesigkdevel
(usually, high, medium or low) using the estimated probability and impact levels as input. The
GO2YLziF GA2Yy ¢ A& LISNF2NN¥SR gA0K KSELI 2F | &AYLX
table inTable2). Naturally, qualitative risk assessment is simple to apply, but is very imprecise
and confusing21], [22]. At the same time, it is worth notindpat these generic methodologies

often do not mandate using this qualitative approach and can be used with-cpeamititative

and quantitative computation methods, but no specific guidelines are, usually, provided.

Table2. Risk Tald

Impact

Medium High
Low Low Medium

Probability Medium Low Medium High
High Medium High High

Regardless of the applied computational method and used techniques for identification and
estimation of the main risk components (i.e., threat, vulnerability and impact), the risk
assessment (and treatment, if available) process heavily depends on thes#sglwho is(are)
required to execute every step. The process is long, effenhanding and requires very good
knowledge of cyber security and current trends.

Factor Analysis of Information Risk (FAE) is a risk assessmemapproach which aims to
estimate loss exceedance probability (i.e., the probability that the loss will be greater than a
specific amount). The approach defines a simple (three levels) ontology of the basic terms which
are used to estimate the factors fdne basic risk components. FAIR uses a quantitative risk
assessment, i.e., the factors are estimated with quantitative values which have minimal and
maximal limits (aiming to limit the values with 90/95% confidence). Then, all the factors are
aggregated (b a tool) using the Monte Carlo method. The result is a graph, which represents
the probability of facing a loss greater than a specified amount. The method is criticised for being
too complex (e.g., it requires quantification of many fact¢24). On the other hand, D. Hybbard

and R. Seiersg@1]argue that such complexity could be overcome with time, gained experience
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and more data collected, but the usefulness of the result is much higher corgpastronly with
semiquantitative or qualitative methods but also with usual quantitative ones. Some
approaches, likg14], [17], [15], are very similar, but reduce theomplexity by using the
confidence intervals for quantifying directly the basic risk components (instead of multitude of
factors).

CORASis a modebased risk assessment approach, which provides a graphical language, an
assessment method and a processeprocess of the CORAS approach, in general, follows the
well-known risk assessment methodologies. The graphical language supports the modelling
activity, which helps the analyst to identify possible threat actors, attack scenarios,
vulnerabilities, unwated incidents and affected assets. These basic risk components are to be
identified and related, and values of likelihood and impact estimated. The risk assessment
method uses the defined model and is primarily qualitative, but quantitative risk anadyadsoi
possible.

Since risk assessment is a welbwn practice, various tools have been developed to conduct
0KS aaSaaySyiado {2YS 2F GKSaS G22fa | NS LINELINR S
RiS) and freely available information about threis very limited. For examplB]ONARE[19] is

a semiquantitative tool for cyber risk analysis. The tool allows adding main resources/assets
and prefilling the results with predefined values for likelihood and impa&imilarly, SPIDERSK
has the possibility for automatic prefilling the results of the assessment, but it requires defining
the model of the system and relation between assets. Both these tools have the capability to
suggest actions for risk reduction.tidugh these tools aim to significantly reduce time and
effort for assessment, they still rely heavily on the analyst to model the system and estimate
some parameters (e.g., risk reduction amount), which requires good knowledge of cyber
security.

The sciatific literature either reviews and analyses existing risk assessment mefo[§25],
[26], focuses on improved computational methdd$], [27], [28], [29], [14], [15], [16] or applies
risk assessment in a specific domain (ewjlitary[30], SCADA31], automotive[32] , maritime
[33], cloud[34], etc.). Here we focus only on thoa®rks which propose specific computational
methods.

ISRAM16], similar to FAIR, is the analysis which starts with identification and estimation of
various factors. In contrast to FAIR, ISRAM does not have a defined ontologyeashefined

factors directly contribute to estimation of likelihood and impact of possible events. A weighted
function is used to aggregate the results of assessment of factors for likelihood and impact (a
semiquantitative approach is followed). Seveparticipants are assumed to take part in the
assessment and average values for likelihood and impact are defined using their assessments. A
very similar semguantitative approach applying several factors for estimation of event
likelihood was used by Fafahmand et al.[35]. Also B. Sheehan et B6] applied analysis of
several factors (split as barriers and escalators) to aggregate opinions of experts and estimate
event likelihood and impact.

One of the keyproblemsin risk assessmentftise estimation of event likelihood. Several authors
[27], [28] proposed to use Common Vulnerability Scoring System (CVSSY sduias help to
rate identified vulnerabilities. These authors propose to scan the considered system to identify

8 https://coras.tools

4 https://www.dgsspa.com/pagine/15/ris
5 https://www.monarc.lu/

8 https://spyderisk.com/

7 https://www.first.org/cvss/
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existing vulnerabilities and then use their scores to determine the likelihood of an attack which
uses them (this is often done with an attaalagh model, which defines the vulnerabilities to

be exploited for a successful atta@]). The CVSS scores can be used aq2upbr only their

integral parts could be considerg2i8] (sometimes, the part of the CVSS scores related to impact

is used for estimation of the impact of the overall attack). Although this approach can be
executed with existing scanning and attack graph building tools and CVSS scores age alread
defined, there are a number of problems with using CVSS scores for estimation of probabilities.
First, CVSS scores were defined for ranking vulnerabilities, and their usage in any computations
is doubtful. Second, there is no evidence that CVSS scoledicorrelate with event likelihood.

Another popular approach to estimation of event likelihood and impact is integrating an attack
tree [37] into the risk computational model (e.g29], [17]). In short, every event/attack is
broken down into simple steps and their alternatives. The model is represented as a@RND
tree. Values are assigned to the simplest steps (leaf nodes) and aggregated to obtain the result
for the cansidered event. Naturally, for every event/attack a tree must be built by the analyst
and many values are to be assigned to the leaf nodes.

There were also several attempts to define a cyber security risk assessment approach specifically
for cloud envionment [38], [34], [39], [40], [41]. In most cases, these approaches simply apply
existing risk analysis methods (mostly quantitative ones) for déHi[42], [41]. O. Akinrolabu

et al.,[38], [34] proposed Cyber Supply chain cloud Risk Assessment (CSCCRA), which includes
two separate analysis: 1) analysis of security of the supply chain (using 9 security categories as
factors and zmcore for aggregain of these factors) an@2) a FAIRike analysis, with only
probability and impact values estimated (instead of several factors and their further aggregation
as FAIR does). The quantitative risk and impact assessment framework (0]R€s six risk
criteria (confidentiality, integrity, availability, multiparty trust, mutual auditability and usability)
and the Delphi evaluatiof#3] to aggregate opinions of expects on estimation of risk values pe
criteria. The weighted function is proposed for obtaining net security risk. Albakri ¢42].,
proposed a usual qualitative approach, which also includes CSCs in the risk assessment process.
K. Djemamé41]proposed to usarisk inventory to store risk profiles for several risks associated
with specific assets. These risk profiles already contain-gealitative assessment values for
probability and impact. Using these profiles, the authors shew risk could be changed
dynamically depending on modifications in the cloud servicéA.@hin and Y.. Huand39]
proposed ACRANAdjustable Cloud Risk Assessment systamisk assessment approach with

an adhoc method 6r computing event probabilities based on various information (like the
number of detected vulnerabilities, vulnerability score, several coefficients ivehgion that
excludes the possibility for monitoring, and other parameters such as numlipartsf, number

of packets, number of modified data, etc., in the version with monitoring facilities). Risks are
computed per cloud resource (VMs, applications, physical machines).

We see that almost all of these methodologies and approaches require haalyément of an

analyst to define a system model, identify basic risk components and relations between them,
and estimate the main parameters (usually, likelihood and impact). This is not suitable for the
main goal of the risk assessment in scope of MEDHN#t, such approaches require a lot of time
YR SFTF2NI>X 6KAfS GKS YIFAY a95Lb! Qa | R@GFyal 3S
rapid (nearly instant) risk assessment. Second, MEDINA cannot rely on the experience of the
analyst because the CSRay have no good knowledge of security and risk assessment.
Moreover, such assessment will be very subjective and provide a possibility for the owner to
manipulate the results of the assessment. Last, but not least, risk assessment in MEDINA is used
as asupport for decision making about the compliance status and, thus, must be grounded in
the certification scheme selected for evaluation (e.g., EUCS). Thus, the results of the evaluation
must primarily depend on how many and how well controls of shhemeare implemented.
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Some of the methods mentioned may address some of these issuestlfe.gsk assessment
method proposed by P. Santini et §L5] is based on the CIS top®2#ritical security controls),

but none carsolve them all. The MONAR#&d SPIDERIGKdeed simplify the process, but their
process is still rather complex for MEDINA and requires involvement of an analyst. In short, we
need a lightweight, automatic risk assessment method pratess based on a cyber security
certificationscheme

8 https://www.rapid7.com/solutions/compliance/criticatontrols/. Currently, the list of the topCIS
Critical Security Controisreduced to 18 (sdetps://www.cisecurity.org/controls/ciscontrolslist for the
most up to date list).
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4 Risk Assessment Model

Our risk assessment model is basedtlo@analysis otybersecurityrisk, i.e., potential events
aiming to compromiseyberassets, primarif/from a cybersecuritypoint of view

A risk assessment model usuafBnd our model, in particularincludes the following key
components: Asset Threats, and Vulnerabilities:

1 Assetis avaluable (for the owner) object (including digitddjects, like a service olath)
which can be compromised bytlareat.

1 dThreatis apotential cause of an unwanted incident, which may result in harm to a
system or organizatiai{44].

1 d&Vulnerabilityis aweakness of an asset or control that canex@loited by one or more
threatst [44].

Our model aims to quantitatively estimate cyber security risks. In order to conduct such a
quantitative analysis, the model estimates the possibipactof the successfutompromising

of an asset, the expecteftequencyof threats to arrive, and th@robability of the threats to
successfully exploit the existing vulnerabilities in the syst€ne model also defines relations
between the outlined concepts to form a mathematical tool for gmring risk values.

Our model can be split into three layers:

1 Conceptual layerThis layer defines the main concepts and relations.

1 Domain layer This layer identifies the main concepts and relations for a specific domain
(cloud service, in our case).

9 Individual layer. This layer feeds input data about a considered system (i.e., cloud
service) into the model and makes it possible to analyse it.

Having these three layers allows reusing the core parts (and the knowledge) of the model in
different contexts, m contrast to other risk assessment models, which include information from
different layers in a holistic approach.

The conceptual layer is the most generic @ma definesonly a mathematical structure of the
model. The domaitayersetsthe parameters foa concrete domain in which the model will be
applied, taking into account the domaspecificknowledge. The individual layer focuses on a
concrete CSP andthus relevant in the context of this CSP only.

4.1 Assets/Resources

A list of assets is one type of input the modejjuiresfor the computation of risk values. There

are various types of assets which maydoasideredand every domain may have its own list of
typical assets. Since concrete assets are speoifevery CSP and our model is aimed to be
generic,the conceptual layefocuseson asset typesather than assets themselves. Asset types
specify only the kind of assets we are considering; this allows defining relations between assets
and threats withait the knowledge of the specific service itself.

It is typical to consider the following three aspects of security, which could be compromised:

1 Confidentiality,

9 Some of the considered cyber security events (threats) may also be attributed to cyber dependability,
rather than to cyber security, but is often difficult to clearly split these aspects to consider them
separately. Therefore, for completeness of the model (and also because certification schemes like EUCS
include requirements to prevent such events), these events are also includeel madtel.
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T Integrity, and
1 Availability.

Some threats are mostly focused on targeting one of these aspects (e.g., ransomware and DoS
attacks compromise Availability of data and a service), while others may have more diversified
impact. In order tomodel this dependency, every asset type is asatail with three possible
impacts: Compromised Confidentiality; Compromised Integaitygt Compromised Availability.

Formally®, we may see identified asset types as a veafbwith dimensioneé N u°. A CSP will

be asked to provide a list of assétsvith values for estimated impact in case confidentiafity,
integrity 0 , and/or availability is violated (all vectorsare of the dimensiorg N ¥°). These
three impactvectors contairreal vales denoting the estimated impact. Also, the CSP explicitly
links inserted assets with the asset types, which can be represented with a BooleanAwdirix

of @ € )inwhich every row contains all 0 except the for the selected attack type (value =1).

At the domain layer we focus on thasset typeshown inTable3. Toselectthe most suitable
asset types, we started withn internal study ofFhG(MEDINA @artner) with the aim of
identifying the typical resources for cloud services/oreover,the Clouditortool*? (provided

by FhGandbased on their study) has the capability to automatically detect some of the existing
resources.This synergy is particularly important for the continuous monitoring phase, during
which Clouditor managea collection of evidence for specific resources gmwvides this
information tothe risk assessment component ftbre re-evaluation of risk.

Thus, we stadgd with the list of resources identified lghG Onone hand,within the scope of
work onrisk assessmenteedsfor MEDINA we found that some of these resources do not
represent direct assets for CSPs (e.g., Identity Management, Account, etc.). MothevenG
ontologyis more detailed tharwhat is required for conducting risk assessmeiie security
controlsfor secuingthese resources are the same,ae the threats targeting these resources
On the other hand, toanuchdetail requires more worlon the CSP sidim setting up the risk
assessment functionality. Thuin order to simplify the risk assessment procedure, we reduce
the amount of asset types to consider with respect to FfeGontology (and comparing to the
list of asset types listed in D2H]):

Table3. Resources tdsset types mapping

FhGResources Assettypes

Account

CI CD Service CI CD Service
Compute. Container Container

Compute. Function Function

Compute. Virtual Machine Virtual Machine
ContainerOrchestration ContainerOrchestration
ContainerRegistry ContainerRegistry
Identifiable

Identity Management

Image. Container Image Image. Container Image

10 |n the formal notation used in this document, capital letters represent vectors @).ghold capital

Letters i, j, k, | represent nemegative integer numbers used as counters @&nd' ¥° is always the
number of items irvector A (or rows and columns in@orrespondingmatrix).

11 A brief description of th&hGcloud ontology iprovided inAPPEDIX: Cloud resourcetology.

2 Theinterestedreaderis referred toClouditor technical specificatigin the deliverableD3.5[47].
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Image. VM Image Image. VM Image
IoT. Device Provisioning Service loT.Device Provisioning Service
loT. Messaging Hub loT. Messaging Hub
Networking. Network Interface Network
Networking. Network Security Group Network
Networking. Networking Service. Log Network
Balancer
Networking. Virtual Network Network
Networking. Virtual Sub Network Network
Storage. BlockStorage local storage
Storage. FileStorage local storage
Storage. ObjectStorage local storage
Storage. DatabaseStorage Database
PasswordPolicy
CSC trust

It is important to underline the impwance of one specific assatided to thelist of asset types
CS@rust. It relates tothe specific damage caused by threats, esiadly those that cause damage
to CSCs rather thao the CSP.

At theindividual layera CS#s asked to:

1 Provide a lisbf its main assets

1 Associate these assets with the defined asset types

1 Estimate the impact in case confidentiality, integrity or/and availability of an asset is
compromised

1 Specify the approximate number of these assets.

This is CS#pecfic knowledge ifdividual layey andcanonly be provided by the CSKince a
CSP may have many resources of the same kind {@4g), our modelprovidesthe opportunity

for the CSP to set up the approximate numberewéry asset, instead of enterireyery asset
separately.The expected impact is then integrated for all similar assets to obtain the valid
entries for vector® ,06 ,AT & .

It is important to note that a CSP having several assets of the same kind, but with different
significance(or different expected losses for different impact types), still may (and should)
report these assets separately for a more correct assessniermther words, it is possible to
enter several assets of the same type.

Running example

For betterillustration of our risk computational model, we will use a running example. This
example does not include all domain specific parameters defined in this document (and
implemented by the supporting tool) becausavibuld require ehuge volume of data. Thuthe
example is minimal and has tfi@cusonly on demonstration of the computations

In our running example, we consider a simple SaaS service consisting of two VMs, one database
and one Web application (functiorfirst, he CSP is asked to provide tieguired information
(seeFigurel).

For simplicity, we assunte consider only thdollowingfour (& T resource types, i.eAT.

1) Compute. Virtual Machine
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1) Database Service. Key Value Database Service
2) Compute. Function
3) CSC trust.

ID Asset Asset Type Number Of Unit  Confidentiality Level  Integrity Level  Availability Level
AZ M [ Compute. Virtual Machine ~|
A3 [ﬂ] | Database Service. Key Value Database Service v |
A4 [ Client trust v|

Figurel. Running example. Assets
Table4 showsthe relations between Assets and Asset ty(RAT) .
Table4. Running example. Assets to asset types map@Aad)

Compute. Database Service. Ke¢ Compute. Function
Virtual Machine Value Database Servi

Client trust o]

Finally, vector® ,6 ,AT @ are definedn Table5.

Tableb. Running example. Impact values for CIA

Al 1 100 1000
A2 1 10 100
A3 100000| 100 10
A4 100000| 100 10

Pleasenote that our method requires quantitative values for impact, but for convenientheof
user it has been decided to usesemiquantitative scale (from 1 to 10). Thus, the values are
converted to the quantitative ones with a simple formuda: p T

4.2 Threats

In our model, threats are considered as a predefined list of causes which may harm the specified
assets. Although at theonceptual layethe model does not know which specific assate
present in the evaluated system, it is possible stablishalink between threats and asset types.
Every threat is associated with its expected frequency.

We may see threats as a vecfowith threats and al'Vcontainingthe expected frequencies

(real values). Both vectors are of sizeN u°.

Being predéned, threats should cover all the major threats for the considered domain (i.e.,

cloud in our case) and be specific enough to identify possible protection (during risk mitigation).
Predefining the list of threats haslvantages and disadvantages. Toas of such an approach

are less burden fothe CSP (and thus less reliance on the cyber security knowledge the CSP

SYL)X 2eS5S8a J2aasSaaove ¢KAa lfaz2z KStLa (G2 YIF1S 2dz
this does not allow a CSP to insert @8€cfic threats and, thus, the model loses a bit its
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flexibility, TKA & Aada GKS LINAOS ¢S KIF@S G2 LIe& F2NIYI{Ay3
in security.

At the domain layer our model is populated with the threat causesich are listedbelow.

bl GdzNJ £ t &5 &GSEGSNYIt O oS Ndodtlieierogdrie@idlfromQhedza S A &
point of view of the used tools and methods) and we need to address it in a morgrinmeed

way. To do that, we split all possible attacks related to this cause on the basis of the way the
attacker penetrates into the system. Also, some attacks with specific impact are singled out (e.g.,

DoS and ransomwat$.

Another important observation is #t in the cloud environment, a system owner (CSP) also
bears some responsibility foine security of itSCSCaNot only should the CSP make sure that its
service is hot compromised, butdhouldalsodo its best (and up to its capabilities) to peex

its CSC$0 be compromised. Certification schemes, and EUCS in particular, requira @&®
implements certain security features to help @ C#o secure themselves.

External gber attacker

1 Account hijackingCSCer CSP) This threat relates to the attacks in which an external cyber
attacker obtainghe required credentials for entering the service. There are a number of
ways of doing this for the attacker, including social engineering attacks (e.g., phishing),
penetratinginto the administrative system and installing a Trojan horse, eavesdropping the
internal communication, etc. The ways frattacker to obtain the credentials f@ccessing
the system are beyond the scopéthe assessed servicajttthe service magtrengthenits
identification and authentication policies (e.g., applying miattor authentication, better
audit capdilities, etc.). Naturally, &SP and it€SCsould bethe targets of this threat.

1 Web-application threat:AR, GUI, service vulnerdities g this threat includes all attacks first
aimingat exploiting vulnerabilities in service GUI and APIs (e.g., SQL injection attacks).

1 Exploitation ofmetastructure (CS@r CSPg similar to the previous threats the attacker is
assumed to exploit thevulnerabilities in thecontrol plane componentsDepending on
whether the CSP provides control planeto its CSG (e.g., laaS or PaaS provider) or
consuming it (e.g., SaaS), this threat could be of a problethéd€SE and the CSP.

1 Webbased attackg this threat targets the users of the provided service, rather than its
owners. The attacker has the goal of expiatthe service to perform some malicious
functionality and attack the users. An exam@€rosssite scripting.

1 CI/CD attackg this threat includes various attacks on the CI/CD pipehitd the goalto
modify it (e.g., embed a backdoor or a malicisaspt).

1 Poor IAMCSCer CSR this threat complements account hijack but focuses on the ways
to break through the Identification and Authorisation Management functionaléyg.,
guessing weak passwords or exploiting a vulnerability in the IAMifuradity allowing the
attacker to log in into the systenBoth CSG and CSP could be a victim of such attacks.

1 Exploit Poor configuratiofCSCor CSPX an attacker may penetrate into the system
exploiting poor configuration of the service (e.g., using default credentials, or getting access

13 We would like to acknowledge that there is one more significant threat with a specific impact: Data

breach. The problem of considering it as a separate cause is that most of the ways to penetrate into the

system considered in our domain layer of the moddl y R | £ a2 Ol dzZASR o0& Ol dzasSa 21
OeoSNJIGGFOTSNED YIe ftSIFR (2 GKA& G(GelIS 2F AYLI Oio ¢
controls targeting to prevent exactly this type of threat.
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to unsecured data storage). This could be a problem foE&as well as for the CSP itself if
it buys a serviceedém a hyperscaler.

1 Ransomwareg ransomware is a popular threat nowadays. Id@divered bymalware that
once penetrated into the system encrypts information and demands a ransom to be paid for
the ability to decrypt it. In our model, we focus only on tlamsomware that hits the CSP
itself (rather than targeting th€S& and making them to substitute the data in the cloud
with encrypted versions). The reason for rs@paratinga version of such a dangerous and
frequent threat forCSE is thatthe certification schemes, and EUCS in particular, do not
have specific requirements targeting and being very effective against such advanced threat.

1 DoS(CSCsr CSPy, Denial of Service threat aims to bombard the selected service avith
huge amount of requests thahake the service unavailable for legitimate users. The attack
may be launched against a specfi§Ce.g., a SaaS provider) or against the CSP itself.

1 Compromised Communicatiqrhis threat aims to eavesdrop or tamper the communication
between the servie and the outer cyber world, or between services in the virtual networks.
The attacker may find a way to decipher the communication (with no or weak encryption)
or exploit vulnerabilities of the nesecure protocols.

1 Onsite tampering/penetratior this threat includes the attacks which start with an attacker
physically tampering with the servers or administration network devices.

Other intentional threat causes

9 Insider abuse; this threat includes the malicious actions of an employee who uses its
legitimate privileges for its own, unlawful purposes (e.g., copy private data).

1 Insider hackeg in contrast (or in addition) to a simpébuse this threat considers a malicious
employee of the CSP who further exploits the cloud service to compromise it.

1 MaliciousCS(; this threat is caused by@S@vhich abuses the rights of the bought service
to compromisethe CSP or othe€S&of the C&.

1 Unlawful CSC; in contrast to a maliciou€SCthe unlawfulCSCQloes not target the CSP
itself, but uses the bought cloud service for its unlawful purposes (e.g., running a spam
service, distributing malware, etc.).

1 MaliciousCS@mployeec this threatis similar to the malicious or unlawfGiSGhreats, but
it is not the CSGitself that executes malicious actions, but merely some of G®Q a
employess, i.e., againstth€SQa gAffd® ¢KS /{t AGaStF OFLy dza$sS
enough techical means) to th&€SQo identify the malicious behaviour.

9 Third party problems this threat relates to any third party the CSP depeadsand which
is willingly or unwillingly (supply chain attackisbehaving.

Unintentional threat causes:

1 CSP's employee@gligence and mistakesthis threat relates to different ingenuous actions
of employees which lead to a security breach (e.g., exposing sensitive information).

1 System glitch¢ a technological problen(e.g., an integration issue or error perting
functionality)which compromisesyber securityExamples are an integration issoleerror
reporting which expose sensitive information (e.g., as a part of error messages or allowing
public access).

1 Exhaustion of resource€$ L insufficient dlocation of resources for @SGnay become a
security issue (especially, with respect to availability).
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1 Unnecessary disclosure to law enforcemeimince the law enforcement agencies require
access to the cloud service, the CSP should aim to reduce thenanod sensitive
information shared with them, on the one hand, and be able to provide the required
information, on the other one. Technical functionality should be available for preventing
unnecessary disclosure.

9 Data location failureg this threat relates to the data location issues. The CSP must make
sure that data are physically located according to the contractual agreement and legal
requirements.

Physical threats with impact on cyber security:

1 Hardware theft/loss (DC§ physical theft of equipment, wbh may contain important
information or be essential for provisioning of the service.

1 Environment threat (D@)various type of environmental threats causing physical damage
to the cloud service (earthquakes, flood, fire, dust, etc.).

1 Physicathreat (DCY; physical damage of the hardware the service is running on.

As it is defined by the conceptual layer, every threat is to be associated with a real value
representing the expected frequency of the attack (based on general statistics for cloud attacks).
But there are differences in the threats targeting clad market types (e.g., PaaS and laaS
providers should care more about the mdtgerfaces, but they will not be affected by web
application attacks). Therefore, we need different lists of frequency values for different market
types. A CSP (aindividual lyer) should provide the market type of its servicand the
supporting toolwill select the correspondingVlist with expected threat frequencies.

Running example

In the scope of our running exampleve consider only twdg Q) threats, Tand TV are
defined as follows

T TV
Web-application 4
threat
DoS 0.5

4.3 Vulnerabilities/ Requirements

In the scope of MEDINA the main vulnerabilities for cloud services atlee lack of
implementation ofthe security requirements defined in the considered certificatemheme

(e.g., EUCHY]). With this assumption we also assume that the certificasohemecontains the

main security features which can and should be installed to protect a cloud service. On the other
hand, there inot a more comprehensive description of security features than a cyber security
standard/certificationscheme

MEDINAassumeshat every certificatiorschemecontains a list of requirements, which can be
grouped intosecurity controd. We use this structure, in order to reduce the model. Rée a

list of all requirements andRV an associated Boolealist denoting ifthe corresponding
requirement is fulfilled (1) or not (0). Both vectors are of size' ¥°. Since the number of
requirements can be very large, in order to make it manageable, we aggregatkeall
requirements up to the level of controls (using the relations established by the certification
schemeitself). LetCbe a list of all controlsf size¢ N ¥°, andRCbe a matrixe ¢ , which
contains real values from [0,1] interval, denoting the degree up to which a requirement
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contributes to controlc; the nonzero values are assigned only if requiremerielongs to
control ¢ in the seleted certification scheme. Now, it is enough to multipdy # Ywto
obtain the degree of coverage for every requirement.e., C\of size¢ N u°.

At the domain layerthe model does not specify the requirements and controls, but retiseve
them from the MEDINACatalogueof controls and metric$, which is reportedn D2.1[45].
Currently, onlythe EUCSchemeis consideredAt the individual layera CSP is asked to answer
a questionnaire abouthe fulfilment of all requirementsfrom a certification schemeCurrently,
several possible answers are availatdespecifying the entitymplementing the requirement
but they allthe answeranap toeither 1 or 0. This is done for future differentiation between the
entities which areresponsible for implementinghe requirement In the future, different
assessment tools could be used in ordentonitor and confirmthe initialinput.

Answers rated as 1:

1 Yes. CSP only

1 Yes. Hyperscaler

1 Yes. Hyperscaler and CSP
1 Not Applicable

Answers rated as:0
I No
Running example

Consider only the followingUCSontrols and requirement§], with the providedanswers ,
shown inTable6.

Table6. Running Example. Controls and Requiremment

Control Requirements Provided
answer (RV)

OIS01.1 |The CSP shall define, implement, maintain and continually im|Yes. CSP only

an information security management system

The CSP shall document the measures for docume|No (0)
implementing, maintaining and continuously improving the ISM
ISP02.1 [The CSP shall document a global information security policy |Yes. CSP only
¢KS /{tQa (2L YI yl 3 SvustypbliciaskatYes. CSP only
procedures or delegate this responsibility to authorized bodies
OPS05.1|The CSP shall deploy malware protection, if technically feasibYes.

all systems that support delivery of the cloud service in|Hyperscaler (1
production environment, according to policies and procedures
Signaturebased and behaviotbased malware protection togNo Q)
shall be updated at least daily
IAM-02.1{The CSP shall document policies for managing accounts Yes. CSéhly (1
The CSP shall document and implement procedures for marjYes. CSP only
personal user accounts and access rights to internal and ex

14 This functionality is not implemented the current version of the tool and is expected to be added in
the future.

SHere and in the following, the hyperscaler is just an entity which provides the basic functionality for the

CSP. In case CSP provides a service of hyperscaler it shouldemt@dmequirements itself.
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employees that comply with the role and rights concept and with
policies for managing accounts

In short, h our running example we use only eight () answers to eight requirements and
four (€ 1) controls.=| fs defined by experts and is embedded in the tool. Thismcoverage
of controlsCV= 1 ﬁ 'Y wis computed as follows

4 7 RV cv

1

0
07] 03] of of of of of o 1 0.7
o| of o4 06] o o of of x| 1| —| 1
o] ol of o[o7[o03][ of o 1 0.7
o] o] of of of ofo03]o07 0 1

1

1

4.4 Relations

As it has been specified before, initially, we staith:

1 Three vectors with estimated impact for assets (real valdes) ,0 of the dimension
¢ (provided by the CSP)

1 A Boolean matridAATof € & ) mapping assets to asset typgestablished by the
CSP)

1 A vector of frequencies (real valudsycontaining the expected frequency (real values).
Both vectors are of size N ¥ (defined at the domain layer of the model)

1 A coverage of control§ @ Y& { g of size¢ (RVis provided by the CSP aR(€C
is defined at the domain layer of the model).

Total loss per threatFirst, we compute the total expected loss per a threat occurrence (a real
value vectofTLof size¢ ¥ u°). In order to obtain it, the model defines 3 matrices| 3, =1 4

= +H|= of size¢ ¢ , in which every cell denotes the probability that confidentiality, integrity
or availability of an asset of typs is compromised if a threatoccurs Note, that the matrix is
defined for attack types, which makes it possible @dide it atthe domain layer (i.e., a CSP is
not required to déine these relations

The total expected loss per threat could be congulusing the following formuta
g I | _J_]J o _ 1 _ 1 J o _ 1 __]JJ o
YO ==4 =49 }H Y ==q4 =441 6 ==9 =441 8 (1)

In short, the formula multiplies the expected lossadingle occurrence by the probability of the
threat to impact the corresponding security aspect of the assets, and then sums the value for all
assets and for the three security aspects to receive one value per threat. The result is a vector
TLcontaining tke expected losses per threat occurrence.

Survival probability of a threaThe next sp is to find theprobability of a threat to survive all
implemented security features and reach its goal, i.e., to ocEhis operation should result in
avectorTPof size¢ N ¥°.

First, the model splits all security contralsA y G g2 fAadagy § Q ey R / QQ
includes all controls, which can be seennasansto reduce certain threats. In contrast, Q Q

© MEDINA Consortium Contract No. GA52633 Page26 of 52
www.medina-project.eu [ ev-=n |

37


http://www.medina-project.eu/

D2.7¢ Riskbased techniques and tooler
Cloud Security Certificatiev2 Version 1.@; Final. Date04.112022

includesmanagementontrols, which aim to orgase the right usage of the means by defining
generic policies, assigning roles for employees responsible for certain cybersecurity tasks,
establishing effective procedures for quick response to occurred incidents, etc. On the one hand,
all controls fromQQdpe not specific for mitigating specific threaksyt contribute to leveraging

the capabilities of implemented means. On the other hand, these controls are not very effective
if there are no concrete means fromf{o fight a threat.

In order to model he effects of different controls, our model first computes a coefficient for
management quality cogf (a real value) applying a weighted function for management

controls. LetW, &g a vector with values from [0;1] interval of size (B, 0 p). Also,
similar toC, wesplit the related vector of coverage val@/into/ + Q | yTRen,/ £+ QQ
@ QQ 0 @ee 2)

For/ ®We also put in correspondence a vecty wvith real values from [0;1], but in contrast to
W, & 0 is notbound to be 1. Every valie from W, glenotes the guaranteed protection,
i.e., a portion of protective capability of contral which is guaranteed even if management is
very poa (e.g.,¢¢ 'Q"Q° m). Then, the model adjusts the protective capability of controls from
W, dransforming/ zifdo/ + (sihg the following formula:

IHod oz 0 EQ® p O . 3)

The model defines matriRTof size¢ ¢ , in which every cell denotes the probability for a
security controkcto prevent a threat. Once againRTmatrix does ot depend on the values to
be provided by CSP and, thus, can be defined at the domgn la

The survival probability of a threat can be found as:

YO O @YY (4)
where operationd is defined as follows (probabilistically):

1'®dn B, p OO zi § . (5)

Risk computationrNow we are able to computthe risk per threatR (a reatvalue vectorof size
¢ N ¥%) and the overall risk for the service (Risk). A risk per threat can be computed by
multiplying the corresponding frequency, survival probability and expected total loss:

Y UYd Y@ YD) (6)
where @ is a Hadamard multiplication, defined as:

I owronzo (7)
The total riska scalar real valuéd just a summation of risks per threat:

YQi @ i, (8)

The result of the computation represents the annual expected amount of losses for the CSP. The
CSP should evaluate the received amount and decide if the estimated risk aaodped or a
treatment option is to beapplied.

In the context of theMEDINAproject, the risk result is used as a parameter for evaluating the
degree of norconformity with the selected certificatioscheme Table7 lists the variables used
in the model.
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Table7. Summary of the key variables used by the model

Domain Dimension Source/formula

Meaning

O MW |real ¢ User input Confidentiality,  integrity
availability impact per asse
AAT {0;1} ¢ € User input Asset to asset type mappir]
TV Real € Predefined values Expected frequency p
threat
RV {0;1} € User input Satisfaction (1) ofailure (0
per requirement
RC real € € Predefined values Degree of contribution of
requirement to a control
Cv real 3 {7 Yo Coverage per control
=4l real & ¢ |Predefined values The probability of a threa
=] occurrence to compromis
= 4 confidentiality, integrity
availability.
TL real ¢ ==d4 =J44J4 3 Total expected loss p
==] =:| 1 6 threat
B R
| £Q Real € Predefined art of CV/ Coverage of means contro
0w 0w Ow
/ £+ QQ |Real € Predefined part ofCV/ Coverage of manageme
0w 6w 06w controls
& 'Q"Q |Real scalar ® 0 @ |Management qualit
Coefficient
[ £/ Q |real 3 L0 G GUz U Adjusted  portability o
GEQ® p 0 means controls
RT real 3 ¢ |Predefined values Probability for a mean
control to stop a threat
TP real € 1" N Threat survival probabilit
p b zi ¢
|
R real ¢ I o wzonzo a |Risk perthreat
Risk real Scalar YOI O i Overall risk value
|

Running example

Table8 shows how the mapping of asset types to threatATT)is defined by experts

Table8. Running example. Asset types to threats mappiXigi(

Web-app. Threat DoS

Compute. Virtual Machine 0

0.9

Database Service. Key Value Database Serjis

0.2

Compute. Function 1

0.4

CSC trust 0.7

0.4
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Thus, the expected loss per thredt) iscomputed as followgfollowing Equation 1)

AAT =4 4 o) "YO
1/o0lo0]o0 0 |0 1
ol1]/0]/o0|Xx|07]0 |X]|1 = | 40000.7
olol1]o0 0 |0 100000 0
olojof1 0410 100000

AAT =4 4 o) YO
1/o0lo]o0 0 |0 100
ol1]/0]/0|X|02]0 |X]|10 =72
olol1]o0 0410 100 0
ololof1 03]0 100

AAT =4 4 o YO
1/o0lo]o0 0 |09 1000
ol1/0]/0|X|06]0.2|X]| 100 =72
olol1]o0 1 |04 10 928
ololof1 02]04 10

“YO YO YO "YO TP&WC B

Consider the controls C={Q0%.1, ISP2.1, OP95.1, IAM02.1}. This set of controls is split in
two:

 means/ QT 80B.1, {AM02.1} (with6®  T&Ip and

T YIFyF3aSyYSy i eOsoLd, SPOR.§ (withGoe TP .

First, following Equation 2we compute the coefficient for management quality cegf
assuming that the weights associated with these controlsuare T8 d

W 0 @ec coefvo

0.6 0.4 X | o7
1

= 0.82

Next, we compute the adjusted portability of means contr@igth Equation 3)i.e.,/ +/ QX
assuming that the following weights are assigned to these condsols T@IT& d,

WOLQ TMYZ T TRIC p T T PR
WOW pz T TWHE P W TE W

Next, we compute the survival probabiliti@sith Equation 5¥or the two considered threats,
assuming that the folloimg control strength valueRThave been defined:
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Table9. Running example. Probabilisidor a means control to stop threalRT]

Web-App. attacks DoS

OPS05.1 0.2 0.3
YRR 0.3 0.1

on p TPER 2 p TM?TH WC ™ Q3@ L T @ Y;u
on p TEPETW 2 p TH? T OC T YFTWOP TP (&

Finally, assuming that risk is computesing Equation &s:

1 Q Az PovT mplx Tp MWW
i Qi Od®z2m ¢xw¢ Yo od

The total risk igby Equation 8js as follows
YQi @nwwwgouvpp maaocp

4.5 Non-conformity analysis

Our model performs the analysigiantitatively, but its furtheranalysis may be simplified for
users by converting it into a value from [0;100] interval. This is done withO8o0gio(Risk)
operation. Natural, this maps a value only fror@;{0000000000] to the determined interval.
This limit was selected on the bha®f analysis afalworld losses to accommodate all of them,
but it can be extendedr shortenedif required.

Let the result of risk computation using the input from the CSP begrisBncea risk level is
calculatedjt is possible to pedrm another risk assessment for the full coverage of the selected
certification scheme (riska). The full coverage may depend on the assurance level if the
selected certification scheme has several assurance levels (e.g., as EUCShdodiierence
(riskear riskgea) estimates the degree of the neconformity. If this degrees higher than a
defined threshold the non-conformity is considered amajor, and this may lead tahe
revocation of a certificatelt is important to note that themapping of a real value result to
[0;100] is performed usinglogarithm operation, and thus allows to evaluatettatio between
risks, i.e., irhow many times riska is better than riska. For example, the difference rigk-
riskdea =10 meanshat riskqea is 10 times lower than riska.

This is the firstough strategy applied for a neconformity analysis using risk assessment used

by our model. We will evaluate it, set up the required threshold and correct it (if required) in the
next yearof the project.At this point, the threshold is planned to be the same for all CSPs.
Nevertheless, we would like to note that this threshold will evaluatertti® between the ideal

and real scenarios, rather than absolute difference. ThuES® with expensive assets and
another one with less sensitive ones could be compared using the same threshold. At the same
time, itisworth noting that the threshold does not simply represent the targeted reduction in
probability level (thus, leaving @& the cost of assets), but it focuses on the risk (i.e., a product
of probability and impact) ratio.

Running example
The real value of risk mapped to [0;100] interval is as follows:
YQi Q prl Igpnoop B 6

The ideal risk for our running exaiean be computed as followsirst, we need to reompute
TP with complete coverage, i.é..x /| Q FrgmMTMY
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on P pPZT® Z p PITH THE

Other values do nothangeand we can computéy ‘Qi Qas:
YQ Q prl Il Gm@ztinpR 1M 2w P T I e

If the defined threshold is 0.1, theW"Qi QAY'Qi Q ¢& ¢ ™ and the detected non
conformity is considered to be too high for certification (i.e., the 1wonformity isMajor).

4.6 TOMSs Optimisation

During the preparation phase,afnon-conformity isdetected the CSPnust decide what to do

next. Naturally, ifno non-conformity isdetected, the CSP should apply focextificate. If the
non-conformity is minor, it is possible for the CSP to apply for a certificate anyway and use the
result of the analysis to prove insignificance of the deviation. Various options are possible at this
point, but they are out of scope dliis deliverable. In this section, we will focus on a situation
when the detected norconformity is major, i.e., the current security configuration is not robust
enough to be certifietf.

4.6.1 Optimisation problem definition

In short, we consider a situation in which a CSP detactson-conformity with several
requirements and needs to determine which of thenustbe implemented. The most obvious
answer isall failed requirementmust be implemented. On the other hand, there could be some
constraints on implementation of the missing requirements. For example, the available budget
does not allowfor implementing all failed requirements. Alternatively, implementing all missing
requirementscould bemore costly than acceptinte risk

Let'Ybe a set of all requirements arnd(e SY9 be a set of failed requirements. Let also X be
a Boolean sete( g9 which setsv  p if i [lis satisfiedNaturally, there could be differd
variations ofX, and they are denoted witth . Initially, we start withdd> ¢} N & & T

Let also every require @ investments for its implementatiore( s . Finally, le be the
budget limit andY "Qi (3Qbe the overall isk value computed using the computational method

above withall initially satisfied requirementsY('Y) and those initially failed requirements
satisfied according t®.

In this case, th€SP faces an optimisatiproblem which can be formalised &iér as:

o _ i EVQico

find & 0" |, o
B ww

or

find® 0 "M@ EIYQIAIQ B ww

The first optimisation problem aims to look for such subséY ¢defined by ) which minimise

the risk value, but keepthe overall cost of additional controls below the budget limitTBe
second optimisation problem does not require the budget limit and simply looks for the most
costbalanced configuration.

16 Also, in case ad minor nonconformity, the CSP may think about improving its security configuration
by using the optimization approach proposed in this section.
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4.6.2 Optimisation solution

The optimizatio problems stated above can be solved with a Genetic Algorithm appfdéth
[47]. This approach finds the nearest optimal solutioa ivery short timeQOur solution is mainly
based on theseneticAlgorithm,but makes little adjustments to set it up for our problem.

The algorithm startby randomly generating an initial population of chromosomes (ow), i.e.,

® K K B are generated by randoly setting some bits to 1 or 0. This population will be
further used forthe generation of new population. Every time new population is generated the
most fitting (according to the defined criteria) chromosomes are to be used further, while others
are rejeced. In this way chromosomes evolve with each iteration.

The generation of the new population is performed with two operations: crossover and
mutation. First, crossover takes two chromosomes from the current population (called parents)
and generates a newhromosome by taking pieces of the two initial chromosomes. The
technique may use several points denoting the chromosome to be usedrigee?2).

Crossover
Parents Offsprings
Parent 1 ‘1 |0 |1 |1 ‘1 |0 |o |o ‘ |1 |0 |1 ]1 |1 |1 |o |0 |
Parent 2 o o [o |1 1 [1 [o |1 ] lo Jo Jo [1 |1 Jo [0 [1 ]

Two-point Crossover technique

Parents Offsprings
Parent 1 11 Jo [2 |2 |1 o [o [o | 1 o [2 ]2 1 |1 [o [1 ]
Parent 2 lo Jo [o [1 |1 ‘1 ]o |1 | lo Jo Jo [1 [1 o Jo [o ]

Single-point Crossover technique

Figure2. Sinde- and two-point crossover techniqyé8]

Next, the chromosomes are compared (according to the criteria) and the best ones are mutated.
The mutation switches a pralefined number of several random bi(see Figure 3). This
technique allowsavoidnglocal minimums.

Mutation
Parents Offsprings

Parent 1 [o |1 [1 |1 Jo o |o |}|1 |1 |1 |1 |0 |0 |o |0 \

Figure3. Mutation techniqud48]
Then, the fitness criteria are applied again.

Once all chromosomes from the old population have been processed, a new population is
generated and the process repeats.

After a predefined number of evolution cycles the process stops and the best (according to the
criteria) chromosome is selected astput.
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5 Implementation

The risk assessment model described in Secfida supported by a Risk Assessment and
Optimisation Framework (RAOF) which implements the defined functionality. This deliverable
reports thesecondversion of the tool implementinthe described model.

It is important to underline once again that the majoal of the R&F inMEDINASs to evaluate

the degree of norconformityof the service with the selected certification scherfis analysis
shouldbe performed usinghe assessed risk as a core functionality. That is why this deliverable
is focusedn defining and implementing the risk assessment (model).

5.1 Functional description

The RAOF is implemented as a service which is able to quickly perform risk assessment and use
this information to analyse the degree of n@onformity with the selected ceffication scheme.

5.1.1 Risk assessment

The tool provides both GUI and API for interaction. The GUI is created for direct interaction with
the tool by a human operator (e.g., compliance manager). The operator is asked to previde
required information:

1 Generainformation, like the service market type, the selected certificasohemeand
the assurance levéseeFigured).

1 Alist of assets, lined with the defined asset types, approximate number of similar assets,
and expected loss if Confidentiality, Integrity or Availability of these assets is
compromised gee Figureb).

1 The information about implemented requirements of the selected certification scheme,
e.g., EUCSde Figure6).

g - CERTIFICATES CONTACTS

Certificate Info

Please. provide the cloud service type of your Target of Certification, select a Certification Scheme and the corresponding
Assurance Level (if applicable)

CERTIFICATE INFO

CLOUD SERVICE LAYER

|Saas v
CERTIFICATION SCHEME

[EUCS v
ASSURANCE LEVEL

[Substantial v

START QUESTIONNAIRE

Figured. ToE setting page
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The currentversion of the tool uses alhe information inserted on this welpage. The cloud
service layer is used to define which threats are more/less relevant for the service. At this point,
we consider three layers: SaaS, PaaS, and laaS. In the future, mixed layeralsmbkl
considered.

The toolhasalsothe possibiliy to select another certification scheme, but since MEDINA is
focused on EUCS only, this possibifitydat used and only EUCS schejdiecan be selected. In
the future, more schemes could be supported.

The assurance level is linked to the target assurance level of EUCS, i.e Slastintial or
High. After this selection, the tool will automatically filter tlpiestions related to the
requirementsof the selected assurance level and conduct the {tonformity assessment
targeting this leveli.e., considering only the requirements of the selected level
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Figureb. Asset table
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MEDINA
Questionnaire

Please, answer all questions selecting the most suitable answer from the lists of available answers. Then press Submit

Page 1/20. Organisation Of Information Security

Information Security Management System

Figure6. Questionnaire

Once the inpu areprovided by a CSP, the tool will calculate the risk level according to the
procedure defined in Sectioh The result is displayed to the C&RBeFigure?7). The CSP may
see the computed risk level and naonformity evaluation result (minor/major amn-
conformity).

As it was described in Sectignthe CSP may perform several rounds of the analysistermine
the less risky configuration of its security if full conformity with the selected certification scheme
is impossible or not ragred.
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Figure7. Risk Assessment result page

The tool also implements APIstbeA Yy 0 SANI GA 2y S6AGK /{t Q& RI&akKoz2l N
is to be provided through these APIs exploitivays to collect thenformation more suitable for

a CSP. This also allowsusage ofti KS AYF2NXI GA2Yy | f NSFRé& O2y il AyStH
the AP$ are required for performing automatic risk assessment during the continuous

monitoring phase, but this functionalifg discussedn dedicated deliverabkD4.4[2] and D4.5

[3] and as a part of integration of the tool to the oversIEDINAramework §eeD5.2[49]).

In short, our tool proposes a simple and fast way to assess risk for a cloud service, without
NBfAFyOS 2y (KS /{tQad RSSLI {y2¢6fSR3IS 2F O&06SNJ
its own service. The risk assessment model and tool are tailoratidarse in the cloud service

domain, considering cloud specific threats, market types, and specific (vertical) relations

between a CSP, hyperscaler, ab86. Last, but not least, the model and the tool are defined

for supporting compliance checking anerform the risk assessment using the selected

certification scheme, thus evaluating risk using a schepexific point of view.
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5.1.2 Risk optimisation

Once the risk assessment phase is over, the user can use the implemented risk optimisation

facility by clickig the éOptimisationLJF 3 S ¢

TherolieRegutestwo types of optimisation

analysis as it is specified in Sectidn6.1 The fist optimisation problem requires entering the
available budget limit and searches for the requirements which minimise the risk for the CSP
(seeFigureB). Itis also possible to change the expected cost of implementing every requirement,

if the CSP expects different cost than the one-pet.

TARGET OF EVALUATION

Risk Mitigationa -

Prov
caleul

Overall Risk:
56.23/100

[Put the budget limit ]

Figure8. Optimisatian setting page

As a result, the tool returns a set of requirements to implement,updated overalkisk level,

and the optimal investment cosfseeFigure9).

31. Locations Of Data Processing And Storage

CONTACTS

) a budget, the tool will suggest security activities to invest and the optimal expense amount to minimize the overall risk

VAT QI YR BN

The C5P shall provide comprehensible and transparent information on: fes, implemented on 100
= Its jurisdiction; and hyperscaler 3
=« System component |ocations, including its subcontractors, where the cloud customer's data is processed, stored and backed  responsibility.
up.
33, Legal Assessment Of Investigative Inguiries
The legal assessment shall determine whether the government agency has an applicable and legally valid basis and what ‘fes, implemented on 100
further steps need to be taken. hyperscaler
responsibility.
34, Error Handling And Logging Mechanisms
The information provided shall be detailed enough to allew cloud users to check the following aspects, insofar as they are Yes, implemented on 100
applicable to the cloud service: shared responsibility
= Which data, services or functions available te the cloud user within the cloud service, have been accessed by whom and {CSP and hyperscaler).
when (Audit Logs);
= Malfunctions during processing of autematic or manual actions; and
= Changes to security-relevant configuration parameters, error handling and logging mechanisms, user authentication, action
authorisation, cryptography, and communication security.
The logged information shall be protected from unauthorised access and modification and can be deleted by the CSC. ‘fes, implemented on 100
shared responsibility
{C5P and hyperscaler).
35, Session Management
The session management system shall include mechanBsms that invalidate a session after it has been detected as inactive, s, implemented on 100
hyperscaler
responsibility,
If inactivity is detected by time measurement, the time interval shall be configurable by the CSP or - if technically possible - Yes, implemented on 100
by the CSC. hyperscaler
respansibility.
36, Locations Of Data Processing And Storage
The C5P shall allow the CSC to specify the locations (location/country) of the data processing and storage including data Yes, implemented on 100
backups according to the contractually available options. shared responsibility
{C5P and hyperscaler).
Optimal Investment: 6200 €
Updated Overall Risk: 55206
Figure9. Optimisation result page
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The second optimisation problem looks for the most optimal selection of requirements by
optimising the overall expenditure, i.¢he sum of risk and additional cost. In order to run this
analysisit is enough to enter 0 as the target budget.

5.1.3 Requirements

The requirements fronthe deliverableD52 [49] that arerelevant for this tool are listebelow
and their status is evaluated

Requirement id RBSCF.01

Short title Risk assessment tool

Description The tool shall be based on a Haksessment methodology and in order
help CSP, as well as an auditor, to identify the key assets, threat
existing weaknesses of the cloud system.

Implementation | Patially implemented

status

The tool ismosty implemented and is based dhe identification and assessment of assets,
threats and vulnerabilities of a cloud servi@me final changes, related to the integration of
the tool into MEDINA platform could be added before finalising rdnigiirement.

Requirement id RBSCF.02

Short title Risk assessment tool and TOMs

Description Identification of key assets, threats and existing weaknesses should sU
stakeholders in reflecting their chosen TOMs in accordance to thei
strategy, along with risk treatment options.

Implementation | Fullyimplemented

status

The tool performs risk assessment using the chosen TOMs and allows selecting the most
appropriate ones according to the risk strategy of the CSP.

Requirement id RBSCF.03

Short title Implementation selection functionality

Description MEDINA proposes a toesupported methodology for the selection
controls and associated TOMs, which address the concrete needs of]
taking into consideration both its risk appetite and request®8 NIi A F
assurance level

Implementation | Partially mplemented

status

The first version of the optimisation functionality is added to this version of RAE-tool
provides a support fooptimisation ofthe TOMs selection (witlvithout a limited budget).

Requirement id RBSCF.04

Shorttitle Interface to the auditor

Description Auditor follows a ristbased approach which provides flexibility to t
certification process: since an evehnanging threat landscape ofte
requires timely reaction from the security team provoking changes ér|
security configurations. These could be efficient from the risk treatn
point of view, but will affect the previously obtained certificate, in the
worst case, invalidating it.

Implementation | Discarded

status
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This requirement is obsolete, since no specific access for an auditor is required. It has been
decided that an auditor will use the same access facility which are provided to a compliance
manager.

5.1.4 Fitting into overall MEDINA architecture

TheRAOFserviceis involved in the preparation phase risk assessmenin order to help the

CSP to prepare its system for certification, as well as in the continuous monitoring phase, in
which the CSP system is continuously monitored to verify its conformity with tleeted
certification scheme.

Figure10 shows the initial plan to integrate RAOF into tMEDINR & | NOKA G SO dzNB @
preparation phase @ompliarce managedirectly (via GUI) or througthe / { t Qndpliance
Dashboard(via API) connects to the RAOF and provides the information about the service to be
assessed, main assets, and satisfied requirements for the selected certifisatieme

CSP’s compliance AuIF;Jmatled certificate
dashboard ifecycle manager
API Risk Assessment and
Optimisation Framework ‘API
GUI Continuous certification
0 evaluation
Compliance
manager

FigurelO. A part of theMEDINAs workflow

During the continuous monitoring phase, once a raonformity is detected, theContinuous
Certification Evaluatiommodule invokes RAOF in order to evaluate ‘oonformity!’. RAOF
performs the analysis and returns the results of its assessment tdthemated Certificate
Lifecycle Managefor further decisions on the certification status.

5.2 Technical description
This section provides technical details about the internal stmgcof the RAOF.

5.2.1 Prototype architecture
The RAOF consists of the following three componentsKggpeell):

1 ARisk storagelatabase
1 Main enginewith
o GUI
0 Risk assessment module
0 Riskbased decision support
1 APk
1 Risk Optimiser

OnceAPlor GUIis contacted and the required information is providgse Sectiorb.1.]), the
Risk assessment modukeinvoked. Using the information from thHeisk Storagelatabase it
executes the procedure defined by the risk assessment model (see Séktiome Riskbased

7 Theinterestedreaderis referred tothe deliverableD4.4 [2].
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decision suppomnoduleimplements the functionality of evaluatiithe non-conformity degree
using the real and ideal results of risk assessm&he Risk Optimisemodule supports the
selection otthe optimal requirements.

Risk Assessment and Optimisation Framework \

< Risk assessment module P

Risk storage

t
GUI Risk- 1
based
decision
support

Optimiser

3

'
API J

Figurell. Internal architecture of the Risk Assessment and Optimisation Framework

5.2.2 Description of components

The Risk storagedatabase keeps the user data and the information requiredtfie correct
operation of thetool. First, it contains thaccess information about the user, its risk assessment
practices (for its services), and input values for every such practices (i.e., the information about
the service to be assessed, selected certificasicomeme the statusof requirements, and assets

with supporting information). Second, the databasmtains the predefined mapping tables and
vectors required by the model (see Sectibd). Finally, it alsstores the information required

for the correct representation of the information the GUI (e.g., ordeof elements structure

of the questionnairetype of elements for gathering inputs from users, etc.).

TheGUIlprovides a usefriendly way for providing input to the tool and displaying its output. It
guides the user through all the steps, collecting the information about the service to be assessed
and shows the final resullthe GUI is dynamandis governed by the informatiostored in the
database (e.g., requirements). In thextsteps of the project we are going to make it even more
dynamic, by making it to be formed using the information retrieved from @a&alogue of
controlsand metrics

The Rsk assessmentmodule is the main computation engine, whiclimplements the
computations according to the model described in Sectiott usesthe information provided

by the user and the preefined knowledge stored in the database. The result of the execution
of this module is the risk values (one per threat and the overall one).

TheRisk-based decision suppoomponent is aimed to further process the results of the risk
assessment produced by the risk assessment module. In particuliéue stope of MEDINA it
will compute and analyse the degree of noonformity according to the ideas described in
Sectior4.5.
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TheRiskoptimiser componenthas been added to the second version of the tool and provides
the functionalityfor optimisation ofinvestments in order to obtain theost efficient coverage
of requirements for acheme(in case the complete coverage is not possible).

Finally, theAPIcomponent defines the interfaces fdhe interaction of other modules with
RAOF. In particular, a compliance manager may sentdnands to RAOF through a proprietary
dashboard. AlseAPIs will be used during the continuous monitoring phase, during which the
Continuous Certification Evaluaticomponent will invoke the RAOF and provide the results of
monitoring for specific asset$he RAOF will conduct its neonformity analysis automatically
and send the results to théutomated Certificate Lifecycle managghis functionality is
reported in deliverabld4.4[2]).

5.2.3 Technical specifications

Currently, the latest version ®RAOF (SATR)reachable vidi KS O2 Y Y2 ytestirg5L b ! Q&
facility'® using the following urlhttps://integrated-ui-test.k8s.medina.esitaorg/satra[internal

use only- authentication required] The APlganbe found using the following urhttps://risk-
assessmenapp-test.k8s.medina.esilab.org/api/vl/

The project is deployed usirigree docker containers, each one running its own service and
implementing separatdunctionality. The main service implementise core computational
engine and the GUI. It is run over a Tomcat 8 and is running on Apache2 Web Service. The
backend of this service is developed in Java, using the Springboot 5 framework. The front end
uses 3P, HTML, Javascript and CSS.

The main service requires a database to store the ldmicain layersettings of themodel and
user inputvalues. The MySQL DBMS runs in a separate docker container.

The tird service consists dPython REST APIs rea&lis with swagger documentation that
communicatewith the main servicdo perform computations according to the defined model

and retrieve userdataby I dzi 2 Y A O YStya o6Sd3Idxr /{tQad RIakKko

componert.

18 Authorization is required for access.
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6 Delivery and Usage

6.1 Package information

Table10 shows he structure ofthe & w AA&skssmenii 2 rojéct, whichis divided into three
foldersO I £ +SS/R3 AtyaScontain the code of the GUI arttie computatioral logic (risk
assessment module, ridgkased decision support, anisk optimise) developed in Jaydahe API
interfacesfolder O £ f S RdevélopédLilé python with swagger documentatjoand the
databases backufolder O f f S Rabl&1R prévitlesan overview ofthe RAOF component
packages

Tablel0. Overview and description tfe projectdirectory

Folder Description

-app/ Contains the API interfa@source code

-db/ Contains the database backup.

-engine/deploy_war/ Contains the war file to allow docke
compose of loading this file into corre
compose.

-engine/webinterfaces/src Source code wused to connect a

communicate with the databases ar
execute the comptation of risks using
specific inputs and return specific output.

-engine/webinterfaces/WebContent Contains all code and media used

implement the GUI (JSP pages/ JavaSt
files, CSS, images, WBB- configurations).
-dmm Source code used to implemerthe risk
organisation

Tablell. Overview and description of package

Package " Description |

API

api/ Contain the source code for the API interface

api.endpoints/ Contain all endpoint versions for the A
interfaces.

api.endpoints.vl/ Contain the first version dhe API interface

Engine

iit.cnr.it.hibernate.survey/ Source code to manage the connection g

communication with the database thg
contains the survey information.
iit.cnr.it.hibernate.rat/ Source code to manage the connection g
communication with the database thg
contains the user information.

iit.cnr.it.utility/ A subclass and interfaces that contair
functions used to perform a particule
operation in comput#on risk class.

iit.cnr.it.security/ Asub-class to perform security features.
iit.cnr.it.wentool/ Contains the source code to perform the ri
analysis and manage input and output of tf
operation.
iit.cnr.it.wentool.computation/ Contains thecode to compute the risk analysi
© MEDINA Consortium Contract No. GA52633 Paged?2 of 52
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Package
iit.cnr.it.wentool.computation.riskanalysis

" Description |

Contains the code to execute the risk analys

iit.cnr.it.wentool.computation.input/

Contains the code to manage the input

iit.cnr.it.wentool.computation.ouput/

Contains he code to manage the ¢put.

Gontains thecode to compute some operatio
for the APl interfaces.

utils

Dmm
dmm/

| Contains the code to optimise risk

6.2 Installation instructions

This project usedockercompose to execute and deploy the GUI and the API interfaces. There
are four containers:

1. engine: this container contairtbe risk assessment modulihe risk-based decision
support, andthe GUI;

2. app: this container contains the API interface;

3. db: this container is a DBMS;

4. dmm: this container instances the risk optimizer service.

These instructions are also present in the README file in the Risk Assessmsitbmepn
TECNALIGItLaB®. Docker is compatible with more operating systems, such as Windows, Mac
OS and Linux.

To execute the projecitis important to create a docker volume for the webserver that allows
the distribution of GUI and API interfaces.

For each service there is@der, the first service that must start is the DBMS:
1 For Mac OS or Linux

cd -db/

sudo docker build . -trisk -assessement-db

sudo docker run - dp 32000:3306 risk - assessement-db

9 For Windows:
docker build . -trisk -assessement-db
docker run -dp 32000:3306 risk -assessement-db

After the DBMS is started, i possible torun the app:
i For Mac OS or Linux:

cd -app/
- t risk
- dp 5000:5000 risk

sudo docker build . - assessement- app

sudo docker run - assessement - app

For Windows:

cd -app/

19 https://git.code.tecnalia.com/medina/public/staticisk-assessmenand-optimizationframework/-

[blob/main/README.md
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docker build . -trisk -assessement-app
docker run -dp 5000:5000 risk - assessement- app
' FOGSNI GKS | LI &aSNIUA iStheleigned G F NIiSRY AGQa LI2aaA0f ¢

9 For Mac OS or Linux:

cd -engine/
sudo docker build . -trisk -assessement-engine
sudo docker run - dp 8080:8080 risk - assessement- engine

1 For Windows:
cd -engine/
docker build . -trisk -assessement- engine
docker run  -dp 8080:8080 risk - assessement - engine

The last service to start is dmm:
T For Mac OS or Linux:

cd -dmm/
sudo docker build . -trisk -assessement-dmm
sudo docker run -dp 8082:8082risk - assessement-dmm

1 For Windows:

cd -dmm/
docker build . -trisk -assessement-dmm

dockerrun -dp 8082:8082risk - assessement- dmm

6.3 User manual

At this moment there is no detailed user manual for the implemented tool. The utte dbol
with the GUI interface is intuitive and sekplanatory and is supported by descriptions
explaining the steps in the process. The manual for API usage is to be impenrethe future
when the APlsrefinalised.

6.4 Licensing information

RAOFis licensed under thepen-sourceApache License?.0.

6.5 Download
The source code of RA@&nbe found in the public MEDINA repository

https://git.code.tecnalia.com/medina/public/statitisk-assessmenand-optimization
framework

© MEDINA Consortium Contract No. GA52633 Paged4 of 52
www.medina-project.eu (@) ev-sn |



http://www.medina-project.eu/
https://git.code.tecnalia.com/medina/public/static-risk-assessment-and-optimization-framework
https://git.code.tecnalia.com/medina/public/static-risk-assessment-and-optimization-framework

D2.7¢ Riskbased techniques and tooler
Cloud Security Certificatiev2 Version 1.@; Final. Date04.112022

7 Conclusions

This deliverable reports thmain achieements of theTask2.6. First, we describe how the risk
assessment may contribute tbe compliance management process and ensure that it focuses
on the real need of the CSP insteadnadre fulfilment of the requirements from the chosen
certification scleme. This strategy will be implemented in th=DINAramework.

Secondwe present indetail our model for risk assessment for cloud services rooted in the
selected certification scheme. The model could be split in three layers: conceptual (raw
mathematical structure), domain (prilled with domainspecific cybesecurity dependent
knowledge) and individual (knowledge about a concrete system). This deliverable explains in
detail the conceptual layer, and provides some details about dlweid-specift settings. The
knowledge for the individual layer is to be provided by a concrete T#fdeliverable also adds

the optimisation functionalityto the tool, supporting the CSP in the process of improving their
cybersecurity configuration and preparingetlystem for certification.

Finally, we provide theecondversion of the prototypédor risk assessment and analy§®AOFR)

which is set up for supporting cyber security compliance management for cloud service. The
supporting tool is based on the defined model and is integrated in the ovBtEDDINA
framework

Our risk assessment approach (and tool) is yet not withimitations. First, as it was discussed

at the beginning of this document, our risk assessment does not thegoal to substitute the
usual risk assessment, which should be performed with more details and care. Saocond,
approach which tries to damate a process and aims to be applied in the same way for all cases
almost alwaysacrifices depth for simplification. Yet, the same logic is used by the certification
process itself, so, this sacrifice should not affacichthe overall process of MEDANThird, we
acknowledge that the estimation ofhe expected damage in case of compromising
confidentiality, integrity, and availability could be a difficult task for a (especially,
unexperienced) CSP, but these values depend very much on the C8&hadde preset for

all CSPs. Our approach also tries to simplify this task by limiting possible values up to 10 levels.
Finally, the optimisation task requires knowledge of the costs of implementation of all failed
requirements. We acknowledge that this cdule a hard task. On the other hand, we expect
that only a limited amount of requirements will fail (otherwise, the major foamformity would

be clear without the risk assessment) and the CSP should have irandpgdroximate cost of
applying the requiredorrections.

This is only theecondversion of the risk assessment model and tool. At the model level, we will
continue working on & tuning, focusing, and (if possible) simplifying it for the cloud
environment. Indeed, theso farapproach for setting up the model (especially, at the domain
specific level) was based on the information which is easy to get (e.g., resources, which can be
retrieved by anotherMEDINAtool, i.e., Clouditor) and getting the knowledge from external
resources about possible events (e.qg., threat list). In the next phase, the model will be improved
to ensure that the initiallydentified values areoptimally selected, comprehensively describe
cybersecurity events, and focused enough for measuring cyber risk. This activity will be
performed in close collaboration with use case providers, etipitheir onfield domain
specific knowledge of the cloud enviroemt, certification process and cyber security practices.

Alsg we willcontinue improving our tool focussing more on the issues related with a tighter
integration of the tool with other MEDINA componentéoreover, the settings of the RAOF will
be algned with the latest available version of EUCS released in 2022.
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Thenew resultsin updating the model and the tool will Bmalisedby D2.8 at M30Moreover,
the continuous aspects of risk assessment with our model (and implemented by the supporting

tool) will be reported in D&.
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APPENDIX: Cloud resource ontology

The resource types usddr the identification of asset types foour risk computation models

are taken from thd=hGcloudontology, and they arealso used by the Cloudit¢ool. Clouditor

is able to detect a resource, categorise it and provide this information to other MEDINA
componentsincluding RAOF, during the continuous monitoring phiiggirel2 showsthe part

of the ontology related to the Cloud Resources

Evidence
[ 2 Framework
> Functionality
Medfric
Requirement
RequirementCatalog
Account
v CICDService
Job
Workilow
L J Compute
Container
Function
VirtualMachine
ContainerOrchestration
ContainerRegistry
v Identifiable
Identity
RoleAssignment
IdentityManagement
 J Image
Containerimage
VMImage
L i loT
DeviceFProvisioningService
MessagingHub
Y MNetworking
Metworkinterface
MetworkSecurityGroup
> MetworkService | (1)
VirtualNetwork
VirtualSubMetwork
PasswordPolicy
 J Storage
BlockStorage
DatabaseStorage
FileStorage
ObjectStorage
Riskimpact
[ 2 SecurityFeature

Figurel2. Cloud Resources BhGontology

It is worth noting that the ontology is wider than only resource types and includes other
elements related taloudsecurity (sed-igurel3), yet this informatioris not used by RAOF.
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¥ O owlThing
O Application A (1)
O CloudResourceGroup
O Evidence
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Pk D Resource
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¥ O SecurityFeature
O AnomalyDetection
» O Logaging
O MalwareProtection
¥ O Authenticity
O CerificateBasedAuthentication
O MoAuthentication
) OTPBEasedAuthentication
O PasswordBasedAuthentication
) SingleSignon
) TokenBasedAuthentication 2 (2)
¥ O Authorization
O ABAC
» O AccessRestriction
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O Backup B {3)
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Figurel3. FhGontology. Security features
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