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Terms and abbreviations

CSA or EU CSA EU Cybersecurity Act
CSP Cloud Service Provider
DoA Description of Action
EC European Commission
GA Grant Agreement to the project
KPI Key Performance Indicator
Sw Software
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Executive Summary

This deliverable is a key aspect in the outreach strategy as it services to create the MEDINA
brand.

The objective of this deliverable is twofold. Firstly, it presents the initial content as well as the
look and feel of the MEDINA website. The look and feel is supported by screenshots of the
website at M4. The website will be regularly updated with the addition of new content, be them
blog pots, news or deliverables. The second goal of this deliverable is to outline the content of
the brochure / leaflet. Similarly, to the website, there will be subsequent versions in line with
the progress of the project.
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1 Introduction

1.1 About this deliverable

The objective of this deliverable is twofold. On one hand, it presents the look and feel
requirements, the structure and main content of the MEDINA website. On the other hand, it
presents 1) the outline of the leaflet and 2) its main content.

1.2 Document structure

Section 2 presents the look and feel of the website, as well as the content that has been included.
It also states which keywords need to be stressed in each of the pages. Section 3 outlines the
main aspects of the MEDINA brochure in terms of messages and content. The main target
audience of this section is actually the graphical designers that will work in the creation of the
brochure. Section 4 presents the conclusions of the deliverable.

© MEDINA Consortium Contract No. GA 952633 Page 8 of 25
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2 Public website

2.1 Structure

Websites are a powerful communication and dissemination tool that is often used as the first
entry point to get to know what the product or service is about. While websites are
communication channels in one direction, the goal is to update the content as much as possible
with interesting content in order to engage stakeholders.

A clear structure is therefore paramount for this. At this stage, this is the structure proposed:

e Home
e About
o Mission and Vision
o Solution
o Approach
o Objectives
o Key Results
o Benefits

e Use cases
o European Certification of Multi-cloud backends for loT Solutions
o Continuous Audit of Saa$S Solutions for the Public Sector
e Results:
o Public deliverables
e Publications & Communication
o Press Release
o Newsletter
o Brochure
o Articles
e Partners: brief description of the partners.
e Blog
e Contactus

2.2 Graphical appearance

2.2.1 Color palette
The MEDINA Color palette in RGB format is as follows:

-  Green:0-153-160
- Black:0-0-0

The website will use as baseline the following theme:
https://www.refaktor.org/drupal/porto7/one-page (One-page site).

This template allows the website to be responsive and is automatically adapted to the device
used.

2.2.2 Menu

The menu of the website is located in the upper side of the screen and with the following
structure.

© MEDINA Consortium Contract No. GA 952633 Page 9 of 25
www.medina-project.eu () ev-=n |



http://www.medina-project.eu/
https://www.refaktor.org/drupal/porto7/one-page

D7.1 — MEDINA brochure and public website Version 1.0 — Final. Date: 28.02.2021

m ABOUTUS ~ USE CASES ¥ PARTNERS COMMUNICATION ~

Figure 1. Location and structure of the MEDINA Website menu

2.2.3 Body

The content of the body is described in the next section (section 2.3)

2.2.4 Footer

The footer shall include:

e The acknowledgement to EC funding, compliant with the EC rules
e A Twitter widget

e Details of the coordinator, so anyone can get in touch with her

e Logos of the social networks where MEDINA is present

Latest Tweets Contact Us Follow Us

leire.orue@tecnalia.com

tecnalla)'::*-:::

itservices.com/news/swforumeu

n
S
SJll 000

Figure 2. MEDINA Footer
2.3 Content

2.3.1 Homepage
When the user lands at the MEDINA homepage, the first thing he will see is the ‘Home’.

2.3.1.1 Carrousel of images

The following images should appear in the moving carrousel of images that this template
presents. The text is also detailed.

© MEDINA Consortium Contract No. GA 952633 Page 10 of 25
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MEDINA: Security framework to achieve a
continuous audit-based certification in compliance
with the EU-wide cloud security certification
scheme

Figure 3. Carroussel image 1

g M EDINA m ABOUT PROJECT ~ USE CASES ~ PARTNERS COMMUNICATION ~ BLOG CONTACT US PAGES ~ f ¥ in

PROVIDE A HOLISTIC FRAMEWORK
TO THE EU CYBERSECURITY ACT
(EU CSA)

Figure 4. Carroussel image 2

In addition, the following image shall appear so the audience can get a faster understanding of
the mission and vision of the project.

ssurance, evidence -based and continuous certification for Cloud

Mission and Vision

© MEDINA Consortium Contract No. GA 952633 Page 11 of 25
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In order to show at a glance, which are the main results of MEDINA, the following images and

texts shall be included:

MEDINA contributes to the European Cloud Security Certification policy, enhances the trustworthiness of cloud services thanks to the compliance with security
certification schemes, cooperates with relevant stakeholders, and helps Europe prepare for the cloud security challenges of tomorrow.

“ "[lf (
tmi 1g e,
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<h8aa)__(,~
"‘Od) ia

u{-eo cle

P peteass

@Hca’no Mmmafed
eAidence
e 60! icafion

wmgemavﬁ
anguages

WW&

Figure 5. Main activities and results of MEDINA

The next block is the blog posts. At M4 the project still does not have any entry, so a placeholder

has been included.

Latest Blog Posts

Nullam Vitae Nibh Un
Odiosters

Lorem ipsum dolor sit amet,

Feb

consectetur adipiscing elit. Curabitur
lectus lacus, rutrum sit amet...
read more »

Vitae Nibh Un

Odiosters
Feb
Lorem ipsum dolor sit amet,

consectetur adipiscing elit. Curabitur
lectus lacus, rutrum sit amet...
read more »

Figure 6. Blog entries (placeholder)

2.3.2 Aboutus

2.3.2.1 Mission and Vision

The goal of this site is to present a summary of the project with some of the project’s core values.

The final version looks like this:

© MEDINA Consortium
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0 Security validation.
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& Cloud security performance.

udit evidence management.

Figure 7. Page for the MEDINA Mission, Vision and core values

The text behind “our core values” is a carrousel with the following values: Excellence — Cloud
Security certification — continuous monitoring of compliance

Key topics must also be stressed such as: framework — tools, techniques and processes —
MEDINA

2.3.2.2 Solution
The goal of this page is to present the MEDINA Solution.

The term “Modular framework” must be stressed out.

At the core of the MEDINA project is a Mﬂdu\w Framework. that allows CSPs to implement and manage continuous certification of their cloud supply chain aligned to the
EU CSA requirements. Because of the myriad of different cloud service delivery model as well as the different provisions on the EU CSA certification scheme, the framework
itself needs to be agnostic to the actual cloud service and offer abstractions through different components.

While MEDINA aims to provide a reference implementation of those components, it is important to note that the framework will also allow and guide a CSP to achieve
continuous certification through their already established tool-chain (or a combination of both).

Additionally, the MEDINA framework aims to support seamless transition from existing, non-continuous-based certifications, by empirically validating it with respect to the
steps required in a regular audit. In the following, the individual components, or rather their role in the framework, will be detailed

MEDINA Framework

MEDINA
framewerk  Risk Evaluation of Risk-based Certificate Certificate Life-cycle
Certification Assurance Tool/ Auditor Tool Management

U U

Continuous assessment of
Cloud Certificate Evaluator evidence according to certification

requirements

Collected evid ﬁ ﬁ Formal specification of
ollected evidence certification

Evidence Collection Tools <:::> Certification Language
N N j r 1 E r : TOMs, metrics,
Evidence Repository @ . :test/validation

(e.g., cloud-based) i cases, certificates

Collection of Evidence ﬁ

Target of
Certification (e.g.,
cloud supply chain)

Paas (DBMS,
WebApp, Storage)

Saas (loT solution,

laasS (Compute,
eShop)

Container)

Figure 8. Page for the MEDINA Solution

© MEDINA Consortium Contract No. GA 952633 Page 13 of 25
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2.3.2.3 Approach

The approach section briefly describes the main activities of MEDINA.

The word approach must be stressed, as well as the key elements of the explanation of the
approach.

The MEDINA ﬂPP'I’OMI’] can be summarized as follows:

& Define a catalogue of metrics: Associated to technical and organizational measures out of the MEDINA catalogue

<I> Select controls: Taking into consideration the CSPs risk appetite and following a risk-based approach, the CSP shall select the security controls that are most
convenient for it to certify. After that, assets of the cloud service and relevant IT threats shall be identified, and additional security controls proposed
Specify the certification language: Currently certification schemes are expressed using natural language. MEDINA proposes to transform this certification
language into a machinereadable expression, by using NLP, including aspects such as scope of the certification, assurance level and conformity assessment method
50 it can be traced in an accountable manner with what is actually implemented (by using DLT / blockchain techniques).
I Collect and evaluate evidences, Once the scope of the certification scheme is established, the evidences need to be collected at cloud service as well as code level,
A 6 both at design and at operation time, that is, during the whole lifecycle of the cloud service.
Continuously audit: The collected evidences need to be continuously evaluated and the risks continuously monitored and updated, in order to have a secure
0 0 operational service certifiable through the selected conformity assessment method. Furthermore, the lifecycle of the cloud security certificate shall be continuously
managed and trailed through smart contracts using DLT

MEDINA framework approach overview

* Methods and tools for the

management of cloud security + Technical and Organizational (TOM)
certifications, in accordance to measures
both chosen conformity method + Catalogue of metrics
and assurance level
* Re-evaluatethe risk and the Define metrics

selected security controls based
on the continuous feedback loop
with the evaluation component
rep ionand mar

of cloud certifications based on
smart contracts

KRS, kR [

.

Risk-based approach to select

the security controls in

accordance to the CSP’s risk
appetite

MEDINA Identify core assets of the

Select controls e

Identify threats

Propose optimal security

controls

Continuous

auditing

KR4

* Tools and methodologies to collect
evidence at code and service level at design * Specify the EU wide cloud
and operation time Collect and Specify the — certification scheme under the

- tools and techniquesneeded to gather and evaluate certification Cybersecurity Act in a machine-
manage cloud evidence’s life-cycle evidences language readable way (DSL) using NLP

+ Integrate these tools in new architectures * Define a certification target: the
(e.g. serverless) and paradigms (DevOps, scope of the certification,
1aC) assurance level, conformity

* improve the trustworthiness of gathered assessment method, and so on
evidence with e.g. smart contracts

Figure 9. Page for the MEDINA Approach

2.3.2.4 Objectives
The page for the objectives looks like this:

The creation of this holistic framework, is supported by the following DbJﬁ-Z’fN(’/‘;
To provide Technical and Organizational Measures, TOMs
& Associated quantitative/qualitative security metrics3, machine-readable certification languages. and risk-based techniques to support security certification of cloud

supply chains.

To Provide Security Validation Techniques. Processes and Tools
Allowing cloud providers to gather trustworthy evidences of implemented TOMS', in accordance to defined assurance levels in the EU Cybersecurity Act.:

To Implement and Integrate the Software Tools and Mechanisms to manage the life-cycle of cloud security certifications.
( > Achieving the highest assurance level defined by the EU Cybersecurity Act (e.g.. continuous monitering-based certification).
To Validate the outcomes in real use cases.
|A Covering the three cloud service layers (laasS. Paas and Saas).

To Raise the awareness on the benefits of the contributed framework in the context of the EU Cybersecurity Act
<I Supporting activities related to European training, awareness and relevant standardization activities.

Figure 10. Page for the MEDINA Objectives

© MEDINA Consortium Contract No. GA 952633 Page 14 of 25
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2.3.2.5 Key Results

This page will show the main outcomes of the MEDINA project.

KR1: Repository of Metrics and Measures

KR2: Risk-Based Selection of Controls to reach the certification assurance levels

KR3: Certification Language

KR4: Continuous Evidence Management Tools

KR5: Cloud Certificate Evaluator

KR6: RISK-BASED AUDITOR TOOL:

KR7: Use cases:

KR8: Standardization roadmap:

KR9: Training and awareness activities:

Figure 11. Page for the MEDINA Key Results

When clicking on each of the green boxes, more information about the key results can be seen.

KR1: Repository of Metrics and Measures

This result entails a clear definition of the technical and organizational measures relevant for cloud service providers, along with the corresponding security metrics(both
quantitative and qualitative) for security objectives/TOMSs such as those related to system security and integrity, operational security, business continuity and incident
management.

Figure 12. An example of more details regarding a MEDINA Key Result
2.3.2.6 Benefits
This page shall include the main benefits expected thanks to the application of MEDINA.

The MEDINA consortium is composed of academic and industrial partners, which play key roles in the EU cloud security certification ecosystem (e.g., research, cloud
providers/customers, and auditors).

The MEDINA expected Benefits are:
Guidance on the implementation of the controls, measures to be applied and evidences to be collected, reducing the time

Support for an automatic compliance of the controls of existing certification schemes, reducing the effort, cost and risk of achieving and maintaining a certification
Ease the effort in the collection and evaluation of evidences

Ensure the Audit Trail of the evidences, and that no one has tampered with them

Figure 13. Page for the MEDINA Benefits

2.3.3 Use cases

MEDINA will be implemented in two real use cases, namely:

e European Certification of Multi-cloud backends for IoT Solutions
e Continuous Audit of SaaS Solutions for the Public Sector

Each use case shall have a distinct page. The text and images are taken directly from the DoA

[1].

© MEDINA Consortium Contract No. GA 952633 Page 15 of 25
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For the use case European Certification of Multi-cloud backends for loT Solutions the page looks
like this:

This validation scenario will solve the following issues:

Identify the technical and organizational measures to certify in a complex cloud supply chain for the three EU C5A’s
levels of assurance (basic, substantial, and high). Elicited TOMs will be derived from international standards and real-world
loT verticals like Smart Home, Smart Mobility and Industry 4.0

Perform the empirical validation of the continuous certification scheme (i.e. high assurance in the EU C54), including
the gathering of relevant evidence, in a real-world cloud ecosystem.

Identify the gaps, which nead to be solved in order to adapt existing audit practices to fulfil the requirements of the EU
CSA (for assurance levels basic and high).

Develop a set of reference architectures for the deployment of MEDINA's components e.g., 5aas based, Onpremises

based, Hybrid-deployment based.

* Realize the real-world security requirements for onboarding MEDINA into a corporate environment.

Application where MEDINA will be used:
This use case will deploy a set of 1aa5 and Paa$ services, commonly used for loT backends, in at least three public C5Ps. We refer to managed Kubermetes clusters,
transactional 501 databases, raw virtual storage, virtual networks, virtual machines (e.g., as jump hosts), and serverless Paas (e.g., functions).

The proposed system model looks like the one shown in the figure below,

SaaS MEDINA
components

Public Cloud Provider

(laaS/Paas)

In-cloud MEDINA (1aaS/PaaS)

i (1aaS/PaaS) i : : : i: : E
: i : Public Cloud Provider : ! [ Public Cloud Provider E

components

O H
____________________________________ : ;
Corporate i [ 1
Network On-prem MEDINA <:::> P :
Boundary - 1
components ' !
= :

Private Cloud
(laaS/Paas)

Expected benefits/ improvements using MEDINA tools

* Provisicn of empirical feedback to international working groups/standardization activities on continuous certification (e.g, ENISA, DigitalEurope, ANSSI, US NIST, and
BSI).

* Support the digital transformation of Eurapean SMEs by contributing with a blueprint to deploy the MEDINA framework (tools, technigues), in its different certification

Figure 14. Page for the use case European Certification of Multi-cloud backends for loT Solutions

For the use case Continuous Audit of SaaS Solutions for the Public Sector the page looks like this:

© MEDINA Consortium Contract No. GA 952633 Page 16 of 25
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This validation scenario will solve the following issue:

Provide a high level of automation to the current audit process of a S5aaS provider in alignment to the EU CSA, with particular

focus on continuous audit-based certification.

of practice, for a good number of requirements in current certification

schemes (e.g., BSI C5, 50C2, 150 20017, exc),

ternal v

evidence autom.

ral CSPs already colle:

sioning and the likes. However, this

generated evidence cannot, to date, be evaluated and audited ool chains.

y for certification purpo by
r time (more rapidly than slowly), and the effort to translate them into
technical implementations for automatic collection o C5Ps,

Application where MEDINA will be used:
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Figure 15. Page for the use case Continuous Audit of SaaS Solutions for the Public Sector

2.3.4 Partners

This page has the goal of showing who is implementing the MEDINA solution.

Initially a map of Europe shall appear, showing the country where each partner comes from.
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MEDINA is compesed of eight partners from six different countries, representing Northern, Southern and Eastern Eurocpe:

MEDINA PARTNERS

B TeEcnALIA
:| Centro Nazionale della Ricerca //

Hewlett Packard

Il Fabasoft

| R

Il Bosch // Fraunhofer

| pos

Created with mapchart.net

Figure 16. Map showing where all partners come from

The second part of this page is devoted to information about the partners and the leaders of
each organization in the project:
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Team Members

p ) =
tecnalia ¥ sz @) BOSCH | Z Fraunhofer
= AISEC
| R | st
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| HewlettPackard 2o 4 >xLAE
FabGSOft Enterprise -
Bjorn Fanta Claudio Caimi Anie Zitnik
of Research Alliances gram Manager IT security Project Manager at XLAB
C'rl NIXU
) " cybersecurity.
Niki Klaus
usines Leader certification services

Figure 17. Details of the organizations participating in the project and they responsible people of said
organizations

2.3.5 Communication

At this stage, the menu related to communication only contains a menu item, namely “Public
Deliverables”, which will contain the public deliverables released in MEDINA. These will be
published as soon as they are submitted to the EC, even before they are approved by the EC.
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Public Deliverables

Deliverable name

D7.1 [MEDINA brochure and public website

D7.2 |Dissemination and Communication Strategy

D7.3 |Market, Innovation and Applicability Analysis

D2.1 |Continuously certifiable technical and organizational measures and catalogue of cloud security metrics-vl

D2.3 |Specification of the Cloud Security Certification Language-vl

D3.1 [Tools and technigues for the management of trustworthy evidence-vl

D3.4 [Tools and technigues for collecting evidence of technical and organisational measures-v1

D4.1 [Tools and technigues for the management and evaluation of cloud security certifications-vl

D4.4 |Methodology and tools for risk-based assessment and security control reconfiguration-vl

D5.1 |MEDINA Requirements, Detailed architecture, DevOps infrastructure and CI/CD and verification strategy-vl

D2.6 |Risk-based technigues and tools for Cloud Security Certification-vl
D5.3 |MEDINA integrated solution-vl

D7.4 |Dissemination and Communication Report-vl

D7.8 |Standardization Roadmap-vl

D2.4 |Specification of the Cloud Security Certification Language-v2

D2.7 |Risk-based techniques and tools for Cloud Security Certification-v2

D3.2 [Tools and technigues for the management of trustworthy evidence-v2

D3.5 [Tools and technigues for collecting evidence of technical and organisational measures-v2

D4.2 [Tools and technigues for the management and evaluation of cloud security certifications-v2

D4.5 |Methodology and tools for risk-based assessment and security control reconfiguration-v2

D5.2 |MEDINA Requirements, Detailed architecture, DevOps infrastructure and CI/CD and verification strategy-v2

D2.2 |Continuously certifiable technical and organizational measures and catalogue of cloud security metrics-v2
D5.4 |MEDINA integrated solution-v2
D2.5 |Specification of the Cloud Security Certification Language-v3

D2.8 |Risk-based techniques and tools for Cloud Security Certification-v3

D3.3 [Tools and technigues for the management of trustworthy evidence-v3

D3.6 [Tools and technigues for collecting evidence of technical and organisational measures-v3

D4.3 [Tools and technigues for the management and evaluation of cloud security certifications-v3

D4.6 |Methodology and tools for risk-based assessment and security control reconfiguration-v3
D5.5 |MEDINA integrated solution-v3

D7.10 [Training materials
Figure 18. Page for the publication of MEDINA public deliverables
This menu will be extended with the following items:

=  Press Release: with the different press releases published in MEDINA, in the different
languages.

= Newsletter: it will show the different releases of the newsletters.

= Brochure: it will hold the files for the different versions of the brochure.

= Articles: references to the published articles in journals and conferences.

2.3.6 Blog

This section will include the different blog entries posted in accordance with the communication
strategy defined in D7.2.
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3 Leaflet

3.1.1 Front of the leaflet

The aim of this first version of the leaflet is to create awareness of the project and present the
key aspects of MEDINA. Subsequent versions of the leaflet will have other goals, such as the
presentation of the pilots with a later version focused on the presentation of the results
delivered.

The information that the first version of the leaflet will contain is as follows:

e Logo of the project, acronym and title of the project

e EC Disclaimer: This project has received funding from the European Union’s Horizon
2020 research and innovation programme under grant agreement No 952633

e EU flag: the EU emblem must have appropriate prominence. Graphics guide to the
European emblem to be accessed at: http://publications.europa.eu/code/en/en-
5000100.htm

e Partner logos

The end result shall look similar to this:
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A T

Security framework to achieve a continuous audit-
based certification in compliance with the EU-wide
cloud security certification scheme
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This project has recelved funding from the European Unlon’s
Harizon 2020 research and Innovation programme under grant

agreement No 952633

Figure 19. Mockup for the front of the leaflet

3.1.2 Inside of the leaflet
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Project Objective Key Res

Tocreate a Security framework for
achlevinga continuous audit-

ults

KR1:Repository of Metrics and Measures

KR2: Risk-Based Selection of Controls o reach the
certification assurance levels

based certification in compliance KR3: Certification Language

with the EU-wide cloud securlty certiflcation
scheme.

KR5: Cloud Certificate Evaluator
KR&: Risk-Based auditor tool

Approach Benefits

tampered with

Use cases

them

1. European Certification of M isiti-cloud backends for loT Solutions

2. ContinuousAuditof STaS Solutions for the Public Sector

Figure 20. Mockup for the inside of the leaflet

3.1.3 Back of the leaflet

The back of the leaflet shall include the following items.

3.1.4 Find us!

https://medina-project.eu/

Twitter: @medinaprojecteu

3.1.5 Project Key data
Project Duration: November 2020 — October 2023

Budget: € 4 480 308,75

3.1.6 Contact information details

Project Coordinator:

Leire Orue-Echevarria (TECNALIA)
Leire.Orue-Echevarria@tecnalia.com

+34 664103005

KR4: Continuous Evidence Management Tools

1. Guidance onthe implementation of the controls, measures to be
applied and evidences to be collected, reducing the time

2, Supportforan qutomatic compliance of the controls of
existing certification schemes, FeduCing the ffort, cost and
risk of achieving and malntaining a certification

3. Ease the effortinhe collection and evaluation of
evidences

4., Ensure the Audit Trail otthe evidences, and that no one has

© MEDINA Consortium Contract No. GA 952633
www.medina-project.eu

Pa

ge 23 of 25

[iec) I


http://www.medina-project.eu/
https://medina-project.eu/
mailto:Leire.Orue-Echevarria@tecnalia.com

D7.1 — MEDINA brochure and public website Version 1.0 — Final. Date: 28.02.2021

4 Conclusions

This document has presented on one hand, the main aspects of the MEDINA website that will
be used as entry point to get to know the project, and on the other, the main content that the
first version of the brochure / leaflet should present.

Both the website and the leaflet will be continuously updated along the project timeframe. In
the case of the website, as results are attained, these will be published on the website. This
includes also blog entries, deliverables, presentations, videos and source code. Also, as
mentioned beforehand, the leaflet will also have several iterations, with different foci, goal and
target audience.
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