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uc Use Case
ul Userlinterface
VAT Vulnerability Assessment Tools
WF WorkFlow
VM Virtual Machine
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Executive Summary

This document is the second version of the O&]3that points out the result of the task 5i8
M27 (January 2023)The goal of this second version is to have a more stable environment and
a more automated solution for the MEDINA Framework using the CI/CD approach.

In this deliverablewe present a second version of the MEDINA integrated solution with
increasedfunctionalities compared to the initial prototype in M15, and alsotaking into
consideration the feedback comingom the evaluation in the two MEDIN#se casesThe
documentshowshow some of the main objectives of the work packdgare achievedn
relation tothe maintenance of the SecDevOps infrastructure for MEDINA and the support of the
continuous integration witldedicatedsession, workshops and webinars.

The document reports the same structure of DShghlighting updates or changeés each
section, and placinthe unchangedarts in the Appendixirst, t recaftulates thecurrent state
of the TestBed environment with hardware and operating detaibnd the methodology
adopted throughout the integration phase of the componenis the MEDINA Framework
exploiting webinars andemos An overview of the entire integrated environment including the
Kubernetes cluster and the CI/CD infrastructure is providkd.documenthen goes deepnto
the description of MEDINA CI/CD implemented solutimw it supports the automation of the
processes with the pipelines and their stagath a focuson security aspect€Comparedo the
previous version, the seven workflows are presented in a new view based on tlsefdle
usersin MEDINAhat hasbeenagreed by the consortium faverycomponent involved ieach
workflow. For each of the eight building blocks that compose MeDINAarchitecture their
current status and their published ARli® reported The lat part of the documenis dedicated
to the MEDINA Integrated User Interface, with updatesits technical implementation and
usage.

Thenextversion of this deliverablepublishedin M33 will providethe final MEDINA integrated
solutionincludingcorrections and feedback from the implementat of the use cases

© MEDINA Consortium Contract No. GA 952633 Pagell of 104
www.medinaproject.eu [ ev-=n |



http://www.medina-project.eu/

D5.4 ¢ MEDINA integratedolutionv2 Version 1.@; Final.Date: 31.012023

1 Introduction

Thissectionincludesan overview of the context dhe deliverable, how it is structured and the
updates respect to the previous deliverable DA

1.1 About this deliverable

As stated infi KS LY GNRPRAzZOUGARYEDP AEDIBRY! 2FNBYSPEA2N] Ly G
five deliverables that can be divided in two parallel series:

1 Those that define the MEDINA framework in detail (8]-and D5.22])
1 Those that describe the developed solution (O3 D5.4 and D5.5).

This deliverable is the secdrversion of the three deliverables of WP5 dedicated to the

developed 0MEDINA integrated solutiédnd® LG NBLIR2 NI A& | o62dzi G§KS OdzN:
advancements achieved on the integration of the MEDINA comporzeritssthe result of task

tpdo a{eaddy URYSANIAAZ2Y YR hLIGAYATFGiAZ2YEé D

Since this is a setontained document, you can find here the description of the integration
strategy and implementation adopted during the whole periatthoughthe improvements
introduced in the last year, from M1t6 M27, have been highlightedcurther details about the
updateswith respect toD5.3can be foundn Sectionl.3.

The document startby describing the detailsf the hardware infrastructure provided to set up
the TestBed environment and how this environment is implemented and used. The Test Bed
environment hoss the MEDINA components, further details about its installation and
configuration can be found ithe APPENDIA: Operating EnvironmentOnce the Test Bed
environmenthas beerset up, partners can release their components and the following sections
descrbe the methodology adopted to achieve this integration. Finatlyrrent statusof the
MEDINA framework release atitk integration of itscomponent is explained.

Secondly, the document describes the overall design of the CI/CD solutiomathéieernput in
placeto support the development and integration activitie$ the MEDINA FrameworK his
solution foresees three pipelines of build, deploy and securifyeidormthe automation of the
integration component.

Thirdly, the documentpresents the workflows used by the Use Casedest the correct

behaviour of the MEDINA framework. The workfldvese minorupdates and are described in

detailin the APPENDIX D: Generic Architectural Workflowtkisperiod, partnershavefocused

on the introduction of it KS dza SNRa NRf Sa LRAYydG 2F @dASs3 A YL
filtering strategiesn the components.

Fourthly, he document presents an overview of timplementation status oéach component,
explaining the interaction with the other MEDINA modules anavidingbrief detailson the
component interface (ifiny). One important goahchieved inM27 is the introduction of new
connections between MEDINA components.

Finally, the document includeghe description of the MEDINA Integrated User Interface
component, which is the entry point for the user to access to thé®MEA framework.

A third release of tis deliverableis foreseen in M33 (July 2023).Will describe the final
infrastructure and components integration, and will leverage the information received from the
implementation of the Use Cases as feedbacietasethe solution
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1.2 Document structure

The rest of the document is structured as follows:

Section2 presents the Test Bed Environment, describing its configuration and the hardware
infrastructure provided, the description of the methodology adopted for the component

integration throughthex Y S@ Of 21 {1 ¢ 2 &! dzi K2NA/T BAA B FankiyidR NBA £ (G SN

current status of the integratiorof components It then describes the implementation and
strategy adopted for the GCD solution.

Section3 describes the generic workflows based on seven example scenarios with related
architectural components. These workflows are described from the authorization and filtering
pointofviewanda& LINSASY(iGSR FTNRBRY GKS dzaSNRa NRfS | yR

Section4 presents the MEDINA Framework components. There is a sub section forleakh b
describing all componenthat belong toit. Each component is presented with an overview of
its scope in MEDINA, its implementation status atsdintegration with the other MEDINA
components. lavailable its graphical interfaces also described

Section5 is dedicated to the MEDINA Integrated User Interface component, which is the
component implemented in Work Package 5.

Finally,Section 6 reports the conclusions.

The Appendies sections are dedicated to topitst have notchanged muclirom the previous
deliverable or are to@xtensiveto be included in the main sections of the document. They are
structured as follows:

1 APPENDIX: Operating Environmedescribes the installation and configuration of the
Kubernetes cluster into the Test Bed environment and the final results achieved.

1 APPENDI®: Docker and Kubernetéd/ebinar with Sample Component Integration
example describes the webinaorganized for the explanation of the main aspects and
operations of Docker and Kubernetes and the demonstration through a demo example
on how manuallyelease the components into the Test Bed environment.

1 APPENDIR First integration workshgpescribes the workshop hetd complete the
first release of the MEDINA framewoi ( KS &GRS @¢ Sy @asBfy YSy i
componentintegration achieved.

1 APPENDIX D: Generic Architectural Workfldescribes the workflows idetail, going
step-by-step through the iterations between architectural components and the generic
role(s) being involved.

1 APPENDIX E: Published Aféiscribes the REST API exposed by the components, divided
into asectiondedicated toeachof them.

1.3 Updates from D5.3

This deliverable evolves from D%13, so much of its content is common to that included in the
previous document, with the ultimate goal of providing a smiftained deliverable that
facilitates the reader’s understandingio simplify thetracking of progressral updates with
respectto the previousversion of thedeliverable (D5.3)Table 1 shows a briebummaryof the
changes and additionsade ineach of the sections.
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Table 1. Overview of deliverable updates with respect to D5.3

Section Change ‘

2 The Hardware Infrastructure provided has been updated to better
the components integration requirements.

More steps of the integration methodolodgyave beencompleted and
new webinars hae been released. The current integration status trel
point-to-point connections hae been updated.

Finally the CI/CDpipelines are now implemented by all the partners a
the final status is shown.

3 This section is evolvedly introducing the MEDINAiser roles and
presenting the workflows frorarole point of view.

4 This section containgn update of the description of the MEDIN
components and includes the description of twew implemented
componentsSSand AMOE.

5 Main changes herd N Ay (KS aO02YLRYSyY(
AYGSNFIFOS adGNHzOGdzNBE¢E aSOiGAz2ya
integrated andt has implementedhe possibility to login witlthe Bosch
Use Casexternal identity provider

Appendix A No changes here

Appendix B No changes here.

Appendix C No changes here.

Appendix D | This section contains small changesthe workflow steps which are
largelythe same a#n the previous deliverable.

Appendix E | This section contains the REST APIs ofS#kSovereign ldentityand
AMOE componens. The REST APIs of thether components have
updates.
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2 MEDINA Test Bed and Secure DevOps infrastructure

This section prsents theconfiguration of the Test Bed environment and the hardware
infrastructure usd for its installationThe organization of the Test Bed environméiais not
changedwhile the hardware infrastructure hmundergonesome updates.

We alsodescribe here the methaulogy followed to achieve theecondrelease of the MEDINA
framework, giving details about the new webinars held to help partners during this process and
the situation at M27 of the currentstate of the integration ofcomponents andhe point-to-

point conrections.

2.1 Test Bed environment

The Test Bed environment is the environment where the MEDINA Framework is delivery on to
test and verify all the functionalities.

Themainchanges introduced during this period are the hardware infrastructure wiasheen
reorganized to betteradapt toO2 YLIR2 Y Sy G NBIjdZANBYSydGa FyR (KS at
K2A0SR o0& GKS !'aS /laSax 6KAOK KIFa 0SSy NBLX I OF

In order to have a selfontained document, we are going to resume here toafiguration of
the Test Bed Environment.

As describd in APPENDIX: Operating Environmenthe Test Bed environment was installed
and configured from scratch and it consists of a three nodes Kuberpgtetuster with two
different, independent and isotad virtual environments:

1 Development is used by developers for testing their modules withfear of bugs or
errors. This environment does not affect the end users and is used to improve the code
of the MEDINA micrgerviceshefore deployingthemto the Test environment.

I Test the main purpose here is to ensure that all the updateade on the different
modules work as expected. This environmehttis more stablehan the development
environment isused by developers for integration testing and by @ase owners for
the validationand quality assessment of MEDINA components.

All the micreservicesin the Test Bed environment are containerized and communivatie
each othervia aRESTful API ovasecureHTTP®rotocol.

Sincethe Use Case§oschg§y R Cl ol az2Fd FNB GFfARFGAy3 (GKS 02YL
SYGANRYYSYyds GKS& | NB K2 a dhatywll replacedthelfofmeR | G A 2 v £
Gt NERAZOGA2YE SYBANRBYYSY(dd2ll & RSAONAGSR Ay RS AL

2.1.1 Hardware Infrastructure

This section describes the list of the hardwarmipmentused to setup the Development and

Test environments. These environments run on Virtual Machines (VM) hosted by TECNALIA and
based on Ubuntu O&).04 The domain for all thenachines isnedina.esilab.orgThe access to

the virtual machines is provided V&H (Secure Shgltptocol, using digital certificates.

The Development and Test Environments are implemented en@d® Kubernetes cluster that
virtualizes both environmas, making them independent and isolated (deigurel). These
environments run the MEDINA micservices in containers.
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Figurel. Kubernges clustelon MEDINA infrastructure

A dedicated VM hosts the CI/CD orchestration engine, the tools that support the CI/CD
processes, and the Kubernetes cluster management. Its current resource stasufiows

T RAM: 16GB
{ Cores: 4
1 Hard Disk: 40GB

The CI/CD is reachable aicd.medina.esilab.org

The three nodes for the Kubernetes clustk8400, k8s01, k8s02.medina.esilab.pshare the
same specifications:

! RAM: 16GB
 Cores: 8
9 Hard Disk: 200 GB + 2GB

The 200GB of storage of each node are ongiaed as a distributed filesystem for data persistent
layer. The Kubernetes cluster offers 26B of storage,and the data is duplicated among the
three nodes.

An additional VM is provided fohe Wazuh and/ATtools, in order to produce fake data ftre
MEDINA FrameworK.he specifications are:

T RAM: 8GB
 Cores: 4

Y Hard Disk60GB
T OS: Ubuntu 20.04

2.1.2 Components Integration Methodology

Once the Test Bechgironment has beeproperlyconfigured and all theecessarynstallations
have beerperformed the next step iso deployall the component in the cluster.

This section describes the methodology adopteghénform component integration, whichas
not changedwith respect to D5.31], and reportson the progresschieved during this period.
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We describe here the nedelivery ofwebinars to enhance the integration and the current status
of component connection.

In order tobetter organize the work of the integration we adagutthe following methodology
which presensthe actions tobe taken untithe complete release of the MEDINA framework:

1. Each component must be available on the internal private GitLab repository

2. Each component must be containerized into a docker image, the docker image must be
available on the irgrnal private docker registry Artifactory

3. Deployment of each component into the development environment in the MEDINA Ku-
0SNYySGiSa OfdzadSNE ylI YSR aRS@¢

4. Standalone tests to check each componentdnbeen correctly deployed in the devel-
opment environment

5. Pointto point tests for the communication in pairs of the components in the develop-
ment environment

6. Testend to end in the development environment verifying thatwoekflows described
in Saction 3 have been correctly implemented

7. Deploymentof the stable version of each componenttime test environment in the
a95Lb! YdzoSNYySisSa OfdzalGSNE ylIYSR aiaSadeé

8. Standalone tests to check each compahhas been correctly deployed in the test en-
vironment

9. Point to point tests for the communication in pairs of the components in the test envi-
ronment

10. Test end to end in the test environment verifying that therkflows described irgec-
tion 3 have been correctly implemented

This methodology is implemented through two instruments: workshops and webinars. The
overall integration consists of three rounds: M15, M2®tiM33. The webinars anecordedand
shared with all partnersn the Fabasoft cloudin a specificT 2 f RS NJ TECHKERL d
WEBINARSseéFigure2). This allowpartners toviewthem again whenever they need to.

Home = Str

uttura delforganizzazio work Packages + WPS »
TECHNICAL WEBINARS

»

L 20220118 Webinar Kubernetes

ey Directory
i}
B4
ch 20220210 Webinar CI-CD
i Directory
20220331 Webinar keyclock
Directory
an
20220728 Demo Authorization and filtering by user related properties
Directory

Figure2. Technical Webinars

During the first roundM15) HPEcoordinated theintegrationof componentswhich was done
manually by each partner. To support this, we delivered a webinar and a workshop. During the
webinar we illustratedthe main concepts and functionalities &focker and Kubernetess
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reported inAPPENDIR: Docker and Kubernet&ebinar with Sample Component Integration
example During the workshop (se®PPENDIR First integration workshopwe supported the
partners for the implementation of the first five actions of the methodology: integration in
GitLab, build and push of the docker imagato Artifactory,and deployment and tests in the
development environment of the MEDINA Kubernetes cluster.

During this second rounfM27), we havedeliveredthree webinarsand we collaborated with
the Use Cases for the validation of the workflows désctiinSection 3. The integration of the
components ha been automated and we have released the first stable version of MEDINA
FNI YS62N] Ay K Sinaddit®rparinerScynhw adryiavicallyrélebse their
components and we are adopting a continuous integration strategyhecking during the
biweeklyWork Package 5 meetings the status of the connection between components.

The integration status of each component and the advancements of théadetogy actions
are tracked using a spreadsheet availaibl¢he Fabasoft shared repositqrwhich is reviewed
andupdated during the WP5 regular meetings.

The following sectionpresentthe description of the webinarsonductedin the second round

Keycloak Webinar

Keycloak[5] is anopensourceidentity and access management tool. It supports multiple
standards, the one used in MEDINA is OpenlD. Its role in MEDINA is to act as source of truth for
identity and to provide loim Ul. The Keycloak server is reachable, for example, for the DEV
environment at this URLhttps://cataloguekeycloakdev.k8s.medina.esilab.org/authEvery
microservice client useskeeycloak adapter in order to communicate with the Keycloak server.

The Keycloak webinar agto help partners withtheir microfrontend configurationltisdivided
in two parts The first onedescribestheoretically how Keycloak works and the flowcavers
when a user initiates a requedhe result is the token containing the ugemformation for
authentication and authorizatiormhe second part shows a demo witt8aringBoot application
for the configuration of a Keycloak adapter and the confiaraon Keycloak server.

Authorization and Filtering Webinar

This webinarconsists ofa demonstration about the topics of Authorization and Filtering in
Keycloak for MEDINAhe first topic deals with the configuration in Keycloak of the Composite
Roles usd by each component to give access permissions to endpoints within a compément
Keycloak it is possible to manage users and roles. For example, a user withooleasgigned
cannot seanything in the Ul, to grant permission itnecessaryo define roles. Thseroles are
definedwithin the Client(microfrontend)and areonly availableto this Client.

The secondopicis addressed by using the ugedated propertiesobtainedfrom the tokenused

for authentication. These properties correspond to thieken fieldsd Of 2 dzRa SNIJA OS LINE @A
YR aOf 2 dethiztaueddskdidrasRiéthe visibility of the provider (Fabasoft or Bosch)

and the resourcethe user isnterested in.

Cl/CDWebinar

Thiswebinar iSsocused @ Continuous Integration and Continuous Delivery. It can be considered
a second part of the previous webinar dedicated to the integration with Kubernetes cluster. The
webinar is structuredby presenting first theCl/CDenvironmentalready setugor MEDINAthen

the adhoc pipelines developed and finally a live demo with a sample project called
G a LINA ¥y 3RSV L3t AES(iNSeh shownThis examplrovides guidelinesor partnersto
create their ownpipelines. This webinar it also mentiongédroughout Section 2.2.2 with
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reference to the demo to explain how &gt upthe Jenkins Seed Job fpipelinecreation and
what the pipelines do.

Second Round- Continuous integration

During the first round we dedicated a workshop session to release the first version of the
a95Lb! CNIYSg2N] Ay (GKS aRS@¢ SY@ANRYYSyld 27F (K
released their components and we coordinated andplee them during this phase. The

integration was successfully completed and the point2point connections planned were
implemented. Further details about this workshop are APPENDDC First integration

workshop

During this second round, weidy Qi KIF @S | RSRAOFGSR ¢2N] aKz2L) a
continuous integratd and updated their components. Thusll component owners

implemented the CI/CD pipeles, which allowed the partners to automatically release them in

the Kubernetes clusterSection2.2 describes the strategy and implementation in th€l/CD

pipelines.

One of the goawe reached during this secomdund is the integration of thdatest MEDINA

components into the Kubernetes clustén fact the Organizational Evidences Gathering and
ProcessingAMOE)componentwas not integrated during théirst workshop session and the

Automated SefSovereign Identitpased certificates managemenfSSI) component was

introduced inrecent months. AMOE and SSl anlew RS L) 28 SR Ay (KS GRS@¢
environments.

Figure3 lists all the components of the MEDINA Framework: the green ones are relieaised
Development andlest environments and the blue ones will not be released in the Kidtesn
cluster.The Codyze component will be integrated in the MEDINA Security pipeline and Wazuh
and VAT runn a dedicated standalone VM provided by TECNAhiérested reades cansee

the progress of the integration of the MEDINA components by compdiggre3 with the
previous status of integration in M1%hat is shown inFigure48 in the APPENDIX: First
integration workshop
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INTEGRATION COMPONENTS STATUS

Integration Steps

Component Name Ppwner (PartnerWork Packagy Task TECMALIA Private GltLab [ontainerizatiol(8s file OpenAPl specs Push to Docker Registry Deploy Dev Deploy Test
CNL Editor HPE WP2 T2.4 yes yes yes |yes yes yes yes
Metrics and measures catalogue TECNALIA WP2 T2.2 yes yes yes |yes yes yes yes
NL2CNL Translator CNR/Fabasoft WP2 T2.3 yes yes yes |yes yes yes yes
DSL Mapper CNR/Fabasoft WP2 T2.5 yes yes yes |yes yes yes yes
Cloud Evidence Collector (Clouditor) FhG WP3 T3.2 yes yes yes |yes yes yes yes
Security Assessment (Clouditor) FhG WP3 T3.2 yes yes yes |yes yes yes yes
Orchestrator (Clouditor) FhG We3 T3.1 yes yes yes |yes ves yes yes
Codyze FhG WP3 T3.3 yes (partly) yes NN yes neo (integrated Jenkins) no (integrated Jenkir
Blockchain Monitoring Tool TECNALIA WP3 T3.5 no (proprietary component) yes yes |yes (partially) yes yes yes
Static Risk Assessment and Optimisation Framework CNR WP2 T2.4 yes yes yes |yes yes yes yes
Dynamic Risk Assessment and Optimisation Framework CNR WP4 T4.4 yes \ NN no \ \
Wazuh + VAT evidence collector (interface to sec.ass.) XLAB WP3 T3.2 yes yes no [no {uses clouditor’s API) |yes no no
Wazuh & VAT proprietary XLAB WP3 T3.2 no (proprietary component) no AY no {uses clouditor’s API} |yes no {dedicated VM) no {dedicated VM)
Continuous Certification Evaluation XLAB We4a Ta1 yes yes yes |yes ves yes yes
Life Cycle Manager FhG WP4 T4.3 yes yes yes |yes yes yes yes
Assessment and management of organisational evidences (AMOE) Fabasoft WP3 T3.4 yes yes yes |partially yes yes yes
Integration Ul HPE WPS T5.3 yes yes yes [no apis yes yes yes
Self-Sovereign ldentity (S51) TECNALIA WP4 T4.3 yes yes no |yes yes yes yes

Figure3. Satus of integration of MEDIAN components
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The last éur actionsforeseen by the defined methodology were successfully completed by all

partners: first of all, each project has been released in¥rdzo SNy SGSa adSadé Sygdal
the standalone and point2point tests have been performed, finally the Use Cases tested the end

to end scenarios verifying that the workflows described&ction 3 were working properly in

their own dvalidatiore environment. Further detailen the validation of thevorkflows can be

found in D5.42] and in D6.36].

During the regular biveeklyWP5meetings we chead the status of the components and the
updates of the point-to-point connections. Table 2 shows the current status of these
connections as follows:

1 Light green: the connection was implemented during the first round

1 Dark green:the connectionhas beensuccessfully implemented during this second
round

9 Orange: the connectioisin progress

1 Grey: the connection is no longer needed

Comparinghe contents ofTable2 with the previous status shown ifiable19in APPENDIR
First integration workshgpwe can seethat most of the pointto-point connections are
completed:20connections have beemplemented in addition to the previou& 3 connections
have beerdiscarded an@ connectionsare still in progress.

Table2. Status of Pointo-point connections

Component NameA ‘ Component Name3 Status
Orchestrator ContinuouCertification Evaluation CONNECTED
Orchestrator Trustworthiness System CONNECTED
Orchestrator Security Assessment CONNECTED
Orchestrator Catalogue of Controls & Metrics CONNECTED
Orchestrator NL2CNL Translator CONNECTED

Codyze Orchestrator CONNECTED

Cloud Evidence Collector Security Assessment CONNECTED
Security Assessment Evidence Collection froMAT IN PROGRESS

Security Assessment Evidence Collection from WAZUH CONNECTED

DSL Mapper ‘ Orchestrator CONNECTED

DSL Mapper Catalogue of Controls & Metrics DISCARDED

NL2CNL Translator \ Catalogue of Controls & Metrics CONNECTED
NL2CNL Translator ‘ CNL Editor CONNECTED
CNL Editor | DSL Mapper CONNECTED

CNL Editor Catalogue of Controls & Metrics DISCARDED

Assessme_nt a_ntsnanag_ement el Catalogue of Controls & Metrics CONNECTED
Organizational Evidence

Orchestrator CONNECTED

Assessment and Management
Organizational Evidence

Catalogue of Controls & Metricg Stat_|c .R'S!( FESEEHETE EITe IN PROGRESS
Optimisational Framework
CUIITALS ) Catalogue of Controls & Metrics CONNECTED
Evaluation

Countinuous Certification Dynamic Risk Assessment and CONNECTED

Evaluation Optimisation Framework
Countinuous Certification

Evaluation Life Cycle Manager CONNECTED
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Component NameA ‘ Component Name3 Status
Dynamlc_ R'?k ARG Life Cycle Manager CONNECTED
Optimisation Framework
AEEEeRmEn s ErEgEmR T Orchestrator CONNECTED
Organizational Evidence
SelfSovereign ldentity ‘ Life Cycle Manager CONNECTED
Integrated Ul Catalogue of Controls & Metrics CONNECTED
Integrated Ul NL2CNL Translator DISCARDED

Integrated Ul ‘ Orchestrator CONNECTED
Integrated Ul ‘ CNL Editor CONNECTED

Integrated Ul SeltSovereign Identity INPROGRESS

Static Risk Assessment and Optimizat CONNECTED
Framework
Integrated Ul ‘ Continuous Certification Evaluation CONNECTED
Assessment and Management of
Organizational Evidence

Integrated Ul

Integrated Ul CONNECTED

2.2 Implementation of the CI/CD solution

This section provides updat@sM27 on the status of the implementation of th€l/CDstrategy
supported byCl/CDtools. It first givesan overview of theoperatingenvironmentthat involves

all Cl/CDcomponents and the Kubernetes cluster and htbey work together in our automated
solutiondesignedior MEDINADuring this periodfull automation of software release has been
achieved through the use of pipelineSecondly, more detailare providedon the three
standardized pipelines and their s and how they are setup through the Jenkins Seed Job.
In addition, a new pipeline for cleaning dangling Docker imdges been createdAlso
mentionedis the webinar thatwasheld during this period to support the integration activities
by givingan exanple to partnes.

2.2.1 Operating Environment

This section describes the overview of the MEDINA Operating Environment proposed to support
the Cl/CDimplementation.

The MEDINA framework is made up by the collaboration of multiple components developed by
the partners and published over the Interndtach component corresponds to one or more
microservicesand the code is stored in the TECNALIA GitLab version contiigh wiovides
repositories both for privattand openrsourcé projects.

All opensource projects are publishéd TECNALR@ublic GitLaborganized witha folder per
componentwhere every microservice reports its license, as showhigure4.

! https://git.code.tecnalia.com/medina[authentication required]
2 https://qit.code.tecnalia.com/medina/public
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S Security Assessment &
Project ID: 7025 [
-3 Commits ¥ 1Branch <7 07Tags [ 174 KB Project Storage

Security Assessment (by FhG)

O~ | frStar 0| % Fork |0

main security-assessment + v

a"% Add SPDX
=" Schneider, Angelika

[) README | %% Apache License 2.0

[# Add CHANGELOG [ Add CONTRIBUTING

63 Configure Integrations

Name Last commit
B3 emd/assessment

policies

& Dockerfile

M+ README.md first intearated implementation of the ME

go.mod

go.sum

§ version.go

[# Add Kubernetes cluster

& LICENSE first integrated implementation of the ME

Find file Web IDE & v

c61730b5 | [3)

@ Set up CI/CD

Last update

Figure4. Public GitLablicense

In addition,the license islsoprovided using th&SPDX7] standard Thus,n each source code
file of the opensourceprojects there is a header indicating the licence detaisich is for all

componentghe Apache2.0.

On the other hand, we organized the9 / b ! privateQGitLabrepository in folders that
support work packages and tasksp that each partnercan use a dedicated path forits
componens. For example, th€NL Editocomponentbelongs to the work package Pask 2.4
and that is the folder where it is stored, as showw Figure5.

© MEDINA Consortium
www.medina-project.eu

Contract No. GA 952633

Page23of 104
(&) ev-sn |


http://www.medina-project.eu/

D5.4 ¢ MEDINA integrated solutien2 Version 1.@; Final.Date: 31.01.202

WP5 &  Maintainer

Vg W MEDINA Framework Integration (HPE) s CD o e ’
>80 T gi::(c:i{sf_'::[%:iﬂuc.ls ntegration and Optimization (HPE) &0 @ s B8
> 3o T E;Ij;jzur[l?ili[) strategy definition (Leader: HPE) &0 0 o
g T ;aeszis':mgts. architecture and Infrastructure Specifications (Leader: Tecnalia) g0 Qo B
v ge W rif:ss[%en: Methods and Life-Cycle of Continuous Cloud Security Certification (FhG) g Qo B3
g T ;?;bg;ste?i.ssess-nem and Security Controls Reconfiguration (Leader: CNR) 80 U] o 81
>3 T Ialstl;::_:uat 0%0" the Cloud Security Certification Life-Cycle (Leader: Fh()) #0 0 & 1
e T E::Eﬁi -ﬂ[?nt of a digital audit trail for Cloud Security Certification (Leader: TECMALIA) 0 Qo B
>3 T Efljf{l C[:;ﬁntinumus Evaluation of Cloud Security Certification (Leader: FhG) &0 @ 2 81
Ve W %2?5 :[g]gathE' evidences for high-assurance cybersecurity certification (TEC) s Qo &1
» 8 T ﬁ:':_a?c:ige:e trustworthiness of evidence with blockchain and DLT (Leader: TECNALIA) &0 O b2
> T Tiztis‘:’.ellg]t (Collecting evidences) of organizational measures using Natural Language Processing (Leader: H... g0 01 B2
v G T Tals:k‘;il? OL?Jnfc'r’uancp and data flows in Cloud applications (Leader: FhG) 0 02 &1
> T l?:s:(ﬂlai:% Assessment” of security performance configuration of Cloud workloads (; Leader: XLAE) o0 Q6 881
> 8 T E?Te_:a:.iLg@rL3t;'-;ort-1y evidence to support Cloud Service Certification (Leader: TECNALIA) g0 @ B8 1
v g W gﬁﬁﬁg’,ic n Metrics and Specification Languages (CNR) 6 Qo boa
>3 T ;?if._sie.ﬁechmc\les for Certification Assurance Levels (Leader: CNR) & @ o
> o T Eacjl:{jfsic-'ic Language Mapper (Leader: CNR) &0 0 o
>3 T E?:(t_rzc.ltliec%‘atusl Language Editor (Leader: HPE) ge Qo 81
v ge T [:iziféze[%oe:-‘ica:im for Cloud Security Certification (Leader: CNR) #0 0 b
>3 T gaeilfl?? Metrics for Continuous Cloud Certification (Leader: TECNALIA) s 0 @ 3 BB
s | T Task_2.1 & o0 Qo B81

Elicitation of Security Controls (Leader: TECNALIA)

Figureb. Private GitLalepository

During our regulawwP5meeting, we coordinated and checked that all the components followed
the conventionsexplainedabove

The microservice has to be containerized into a Docker image in order to be deployed. For this
reason, we provided a private Docker registry hosted by TECNALIA, which is the JFrog
Artifactory?[8], to store the docker images.

Firally, the docker images are deploydhe Kubernetes cluster and exposed othez Internet.
TheJenkinsautomation server hands the delivery of each microservices: it fetches the code from

3 https://artifact.tecnalia.com/ui- [authentication required]
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GitLab, build and stores the Docker image and finally releaséénto the Kubernetes cluster
(seeFigureb).

Version Control

(TECNALIA GitLab)

in Docker image

Docker Registry i Automation Server
(TECNALIA Artifactory) (HPE Jenkins)

J Docker image

J Project containerized

deployed on cluster

Kubernetes Cluster

(HPE cluster)

Figure6. Cl/CDtools
More details about the Jenkins pipelinase explainedn the following section.

2.2.2 Pipelines

This section describes the implementation of tlk#/CD solution thais put in place for
supporting the MEDINA Framewaitkrough the pipelines schema that has been déssul in
D5.3[1]. The implemented pipelines are thre@amedBuild pipeline, Deploy pipeline and
Securitypipeline.

These pipelingare called following a hierarchthe Build pipeline is triggered automatically at

every push of project inthe MEDINA publiGitLab and automatizes the build of the project,

the creation of the Docker image and its push onTRECNALIArtifactory. Then, if the previous

pipeline succeeg, Wlthout any errors, the second Deploy plpellne is trlggethdt will
automati@lyRS LI 28 (GKS O2YLRYySyid G2 GKS aRS@St2LIVSyib
Security pipelinetarts automaticallyf the Build and the Deploy pipelines succeed.

As ascribed irD5.2[2], to automate the deployment process we make use of the Jenkins Seed
Job that will automatically create the pipelines for each component of the MEDINA Framework.
This is a plugin thatonsistdn filling aform by entering parameters such the software repository
URL where to retrieve the source code, the container file descriptor (in Docker format), the
generated container image for publishing to an internal private registry and a list of one or more
Kuberndes deployment manifest files

This procedure is quite the same falt componens because all theCl/CDtools involved are
organized tesimplifythe deployment with a convention agreed by the consortium. The GitLab
repository is divided into groupthat are folders which contain the projects. The structure
reflects the Work Package and Tasks division of the MEDINA project. Also, Jenkins and
Artifactory are organized following this convention.

All these concepts and stepgere describedduring the CI/CDWebinar (see Sectior2.1.2.2
usinga Demo with the sample project "springswagget Y LJt First Sféakp a new project
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Y I YSR @ aggaeih S \ALl3twhsiréaid in GitLabThe Jenkins Seed Jobuld thenbe run
by filling it with the parameters customized féne project.

Following there is the description di¢se parameterand an example howo compile the form
to create the specific pipelines for the pr@di & a LINK{ySYaLdf IFigiBSE&dws these
parameters:

1 Work Packages/Tadlolder, where the Jenkins Jobs will be creaté¢e can choose the
correct pathfrom the picklist that are previous created in Jenkins. Select wp5/task_5.2.

1 Job basenamgd.e.,the component namefor example, springswaggémplate.

9 GitLab URLretrieved from the TECNALIA GitLab web interféc¢he source codee-
pository for the project.

Y GittabbrancE A& (GKS RSTFlL dzZ G aYIl adSNEO®

1 Build template chosen from a preconfigured templatean be empty or customized
with a build automation tool like Maven. Select Maven.

1 Docker file the name of the dockerfilehat contairs the instructiongo build the con-
tainerimagely (G KAa OFasS (4KS F2f RSNJAY 4KAOK Aa (K.
FAES A& G5201SNFAfSED

1 Image the name of the container image pushed to tiwévate registry that isthe Arti-
factory owned by TECALIA. The image will have the absolute path, for example:
wp5/t52/springswaggetemplate.

1 Kubernetes manifestghe yaml filesused forthe deployment inthe Kubernetes cluster
GKFG FNB O2yidl AWIBBNY B IBAa[@ 6 F2f RSNJ &

Once these details are primed, the Seed Job automatically creates the three pipelines for
build, deploy and securitf 2 NJ G KS & allONWMLWEINawI 3 3IBWI 6 KS &St SO
Figures).
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Project HPE-MEDINA-seed-job

This build requires parameters:

WPT_FOLDER

wph/task_5.2 v

Plzaz= spacify the Work Package/Tazk folder whare the Jenkins job(z) will be crest=d.
JOB_BASEMAME

springswagger-template

Plzaz= specify the name of the job, typiclly the component name, e.g. springswagger-templats
Other jobs will be sutomatically created, e.g. use spring-swagger to create springswagger-template-{build, deploy, security} jobs.

GITLAB_URL

git@git.codetecnalia.cormmedina‘wp5/task_3.2/springswagger-template.git

Pleass specify the git repositony. Just copy the git url from Gitlab web interface (Clone with S5H).
Eg. git@git.code tecnalia.com:medinagwp5,/task_5.2,/springswagger-template.git

GITLAB BRANCH

master

Plzasz= specify the git branch if not the default 'master’.
Eqg. main

BUILD_TEMPLATE

Pleaze specify a build template. Select "empty’ if not other choice apply and you will hawve to customize manually the build job.
Eqg. ‘maven’ will setup stages for mvn compile / test / package

DOCKER_FILE
Dockerfile
Plzass specify the name of the dockerfile to build your container image, e.g. Dockerfile.
IMAGE
wp35/t52/springswagger-templat
Plzaz= specify the name of the container image [w/o t2g), g wo5/152 springswagger-templats
The image will be pushed to the private registry at job build time.
The tag 'lstest’ tag iz always uzed, but you can ==t another tag when you manually run the generated build job.

YAML_FILES

kubernetes/api-swagger-geployment.yam
kubernetes/api-swagger-ingress.yam|
kubernetes/api-swagger-svo.yaml<

Pleass specify the list of yaml files to deploy the build in 2 mult-line format Files are relative to source code directory and path can be specified. Ege
kubermstesapi-swagger-deploymentyam|

kubermnstes/api-swagger-ingress.yaml
kubemstes api-swagger-svcyaml

Figure?. JenkinsSeed Job
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Dashboard *+ MEDINA * wp5 + task 5.2

B Up

Status
Z Configurs

- New ltem

(3 Delete Folder
&. People
= Build History
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=* Rename
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Task 5.2 - Framewoerk CI/CD strategy definition
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Figure8. Pipelines
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e-build

e-deploy
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During theCl/CDWebinardemo it has been shown how the creation of the pipelinféswvs
through their stages after configuring and building the Jenkinsd Sed. Every pipeline has
several stages, with a name describing witaty have done.

Asdescribed theoreticallyn the CI/CDstrategy in D5.22], the Build pipelindoresees stages
where the code is checked out from GitLab aifé docker container is setup to execute the
other build stagesThese stages arethe compile, testing and package stagihst can be
different depending on the Build template field selected in the Seed Job befonénmit. In this
case we have selectddaven, soomvré command are executedThe next three stages are
referred tothe Docker image building and pushing to the Artifactory repository. By default, the

AYF3S Aa LMzaAKSR ¢6AGK (optibnaldHlaseioSay ii differéntly3aAt asdzi

if no errors occur the Deploy Job is automatically called.

Stage View

uuuuuuuuuu
chchchchchchch

MMMMMM
Container

uuuuuuuuu
\\\\\

404ms

Figure9. Build pipeline

nnnnnnnnn

Archive

ECS

The Deploy pipeline deals with the release of the components in the Kubernetes cluster. As
describedin Section2.1, the Kubernetes cluster is divided in two isolated and virtual
GRS@P¢ | YR séeBiguiek0)dncledi Bsthe step3 Sa 2 F
where Jenkins accessto the Kubernetes cluster with exchanged credentiaigd then the step

in which the Kubernetes manifests fie are appliedto release the configuration to the
environment. By default, the Deploy pipeline releases the comemt on 1 KS 4GRS Q¢

SYGANRYYSylax

environment.
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Stage View

Apply YAML Declarative:
Checkout Code Startup ) i
files Post Actions
Average stage times: 690ms 674ms 3s 142ms

(Average full run time: ~9s)

Figurel0. Deploy pipeline

Partners can also use this pipeline to manually release the component on the "test" environment
changing it with one click from the Deploy pipeline, rebuilding the pipelnd choosing among
the available environmeniss shown irFigurell.

Pipeline integrated-ui-deploy
This build reguires parameters:

PRJ_ENV

(S cvironment for deployment: dev - Development, test - Test
test
PRJ_IMAGE TAG

latest
Specify the tag for the companent docker image, e.g. latest, 1.0.0, etc.

YAMLS_OVERRIDE

4

(optional) Please specify a list of yaml files to deploy the build in 2 multi-line format. If the lst is empty, it will use the default files you set in the seed job. If you specify a value in this field, it will not consider any default yaml file y
d with a timestamp. If there is a *host' field in the yaml files and the hostname part follows the format my-hostname-dev.domainorg, the ‘dev’ part will

ed in the seed job.
by the PRI_ENV

If present, the placeholder {{time] inside the yaml files will always b

(e.g., my-hostname-testdomain.org)

Files are relative to source code directory and path can be specified. E.g:
kubernetes/api
kubernetes/api
kubemnetes/api

Figurell. Deploy pipeline with available ENV

The Security pipeline is automatically triggered upon a successful Build and Deploy.

.
Stage View
Scan Stati Scan Contai Scan OWASP
Copy Build s can : : ;an .:n al-::r D:an a Prepare for Publish to Declarative:
Artifacts ource c{ © S ependency DefectDojo DefectDojo Post Actions
for Security Grype Check
Average stage times: 886ms 33s 20s 9s 284ms 1min 13s 196ms
(Average full run time: ~3min 23s) 3 53 :
Oct 18 @ B - = . .
5 42s 33s 374ms 2min 40s 264ms

16:30

Figurel2. Security pipeline

This pipeline includes various steps (showrFigure12) representing the different types of
security analysis performedstatic Code analysis for checking the source code, Container
security for scanning vulnerabilities into the container pajgsaand Software Composition
Analysis (SCA) for spotting security issues in third party libraries
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The two first security controls are performegspectivelypy Semgrep and Anchor&@hese tools

are running into containers called in the security pipeli@@ncethe scanningis done, these
containers, in which the tools are installed, are destroyed but the output file of the analysis
persists.The advantage of this choice to use the container lives in the fact that it is possible to
fast and easily update theol to the latest versionforcing the download of the latest tag of the
container images

Regarding thethird security control SCA the tool that performs this analysis iI©WASP
Dependency Check, installed via command linghe latest stags of this Security pipelina

report is prepared, that collects all the analysis outputs of the previous stages, and finally is
published to DefectDojo, the vulnerability report aggaey tool adoptedto make possible to

see all the analysis results in a uniquiew. The report is visible directly insidenkinsbut
DefectDojo provides a graphical interface with several metrics and dashboards to analyse the
results using different pameters, such as the time or the severity of the vulnerabilities.

Figure133 K264 |+ ©@ASs TFTNRY (KS 58F80G5222 -5FaKo2l

G SYLJX I ( 8 found rigrining it$ Féturity pipeline. It represents an easy way to control, for
example, the Severity of the vulnerabilities and help to do mitigation actions with suggestions.
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el JEFECT OO0 =
] springswagger-template
Q@ Overview 22 Components Ll Mefrics # Engagements [ - & Endpoints ~ 4 Benchmarks ~ & Settings ~

= Open Findings

*

- Showing entries 1 to 25 of 274 - 5 a2 & 5 8 7 &8

[

& Column visibility Copy PDF Print

@ a Severity « Name = CWE CVE Date = Age SLA Reporter Found By Status

Lk O [ postgresql-42 2,19 | PGJDBC Is the Offical Postgresal Jogc " M 865 £ CVE-2022-21724 March 31, 2022 278 E3 Jenkins Integration Dependency Check Scan Active, Verified

& o H spring-plugin-core:2.0.0. RELEASE | Pivotal Spring Framework... ] & 502 ¥ CVE-2016-1000027 Oct. 14,2022 a1 Jenkins Integration Dependency Check Scan Active, Verified

4] O [ spring-plugin-core-2.0.0.RELEASE | a Spring MVGC or Spring w__ < B o4 (£ CVE-2022-22965 Oct. 14, 2022 a1 Jenkins Integration Dependency Check Scan Active, Verified

% (] H spring-securiy-core:5.4.6 | in Spring Security Versions 5.... <" ] 4863 [ CVE-2022-22978 Oct. 14, 2022 81 Jenkins Integration Dependency Check Scan Active, Verified

O ] E spring-securily-core:5.4.6 | in Spring Security Versions 5.... <" L] 863 & GVE-2022-22978 Qct. 14, 2022 &1 Jenkins Integration Dependency Check Scan Active, Verified

(5] ] i spring-security-core:5 4.6 | in Spring Security Versions 5 % E 863 (£ CVE-2022-22978 Oct. 14, 2022 &1 Jenkins Integration Dependency Check Scan Active, Verified
(] H spring-security-crypto:5.4.6 | in Spring Security Versions ... B ] 863 (£ CVE-2022-22978 QOct. 14, 2022 a1 Jenkins Integration Dependency Check Scan Active, Verified
O i spring-security-ldap:5.4.6 | in Spring Security Versions 5.... o W 863 £ CVE-2022-22978 Oct. 14, 2022 a1 Jenkins Infegration Dependency Check Scan Active, Verified
(m] [ spring-security-rsa-1 0.9 RELEASE | in Spring Security Vers « B 863 £ CVE-2022-22978 Oct. 14, 2022 &1 Jenkins Integration Dependency Check Scan Active, Verified
] H CVE-2021-23463 in h2-1.4.200 B & 1352 & CVE-2021-23463 March 28, 2022 281 m Jenkins Integration Anchore Grype Active, Verified
(m] i logdj-core:2.13.3 | It Was Found That the Fix to Address CV... oM &' 502 ' CVE-2021-45046 Feb. 4, 2022 333 m Jenkins Infegration Dependency Check Scan Active, Verified

Figurel3. DefectDojo Dashboard: springswagger téate
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Asanext step irthe Security pipelinghe MEDINA component Cody{83 will be added. Codyze
isastatic code analysi®ol developedby FhG partnefsee Sectiod.7.1).

In addition to the three pipelineavailable inM15, we neeéd to add a new pipeline called
g AlGK RI ydbkspaged beRet. GiguBeNI A YI 3 S 3

GléanOf dza G SNE G2 RS

14 showsthe stages that compose this pipelirigasicallythe dangling docker images are listed,

then removed and finallythe disk spacés shown

Pipeline clean-cluster

Full project name: medina/fwp5/task_3.2/clean-cluster

Clean the kubernetes cluster from the docker dangling images.

REIELLAR)

" Recent Changes

]

Stage View
Show disk
space status
Average stage 85 379ms
Average full rur e ~335 s

Figurel4. Cleancluster pipeline

List the
dangling
docker images

S05ms

Remove the
dangling
docker images

Show space
status in disk
after docker
images clean

37ems

All these steps providan exampleof how to use theCl/CDtools to adopt the SecDevOps
approachin MEDINATheaimis to giveguidelinesto partners toenablea conventionailvay of

usingthe overall infrastructure that is setup.

The resulisthat all the componergthat buildthe MEDINA Framewokkere deployedin M27
G2 Ydzoo SNy SiSa

using theseJenkins pipelines andere releasedy

aids8adic¢

idKS
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3 Generic Architectura | Workflows

This section updates the generic MEDINA workflowssf\W#hich were first introduced in D5.3

[1] and further detailed in D6.86], 6 A 1 K G KS AYyAGALFE OSNAAdY 2F
I 2 y O Byldkfiding the usecase 1 (UC1) roles and accsgels assigned to MEDINA users on
the different components of the developed framework.

by

g GKAA LRAYG AG0 Aa 62NIK (2 y20A0S GKFG a95Lb!
to those components where user interaction (Ul) has been considered, whereas
components/API methods not exposing any Ul element are out of écope

Next, to keep this report setfontained, we review the basics related to the generic MEDINA
workflows, as presenteéth D5.3.For interested readersan updated version of the MEDINA
g2 NJ T 2 gcartbe RBdIIMRPERDIX D: Generic Architectural Workflows

3.1 Geneic MEDINA Workflows

This section provides as background the generic workflows which comprise the MEDINA
framework and consist of the seven different scenarios/interactions shown ifiab&3 below.

Table3. Generic MEDINA workflows

22N1¥t2é\/2vvéyﬁ

hiKSNk5SLISYRS
Mandatory workflow

CSP Responsibility
Dependencies: None

Setup, configure and deploy the cloud serv
to certify (ToC) on top ofthe chosen
hyperscaler(s). This  process inclug
configuring the underlying PaaS/laasS.
Setup, configure and deploy the MEDI]
components. Only related to thos
components under the responsibility of th
CSP.

Setup, configure and deploy th
corresponding EOS framework (for the
chosen assurance level basic/substantial/hi
on the ToC.

WEF1- Preparation
of Target of
Certification (ToC)

WF2- Preparation
of MEDINA
components

Mandatory workflow
CSP Responsibility
Dependencies: WF1

2 Ca9 | / {
RSLIX 28 YSYy

Mandatory workflow
CSP Responsibility
Dependencies: WF1, WF2

Selfassess preparedness for EUCS certifica
based on thechosen assurance level. This i
risk-based approach.

Optional workflow
CSP Responsibility

Dependencies: WF1, WF2,

WF3

Performs a poinin-time (discrete) EUC
compliance assessment for the ToC. WH
such discrete assessment is periodicé
executed, then we achieve the MEDINA not
2F aO2y(GAydz2dzas o

Mandatory workflow
CAB Responsibility

Dependencies: WF1, WF2,

WF3

{G0F NI OSNIATAGDEGE S
¢2/CD R 2y OdzNNEB)

Mandatory workflow
CAB Responsibility

CSP Responsibility
Dependencies: WF1, WF2,
WF3, WF5

41t must be noticed that ARével authorization shall be needed in productive MEDINA environments
(TRL7). The authorization/filtering model introduced in this section provhie$dasis for implementing
more complex/productive scenarios.

55 83LIAGS AYAGALFET OSNIATAOIGSQa AaadzZ yoS Aa
EUCS document, for the purposes of MEDINA this discussion is part of-theldenanger (WP4).

y2i YSyi
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22N Ft206 /2YYSyi

adzallSyairzy o
2 C19 ! /¢ wSLE2NI&a 2y 9!/ { OSN| Optional workflow
1]

NBLEZ2 NI 2y|¢KS NBLRNIG OFy 068 2d CABResponsibility
OSNIATFAOI/ {tZ AQlI BKAIOKS t SOS | CSP Responsibility
YAIKG O NBEO® Dependencies: WF1, WF2,
WEF3, WF5

Based on these generic workflows, the rest of this chapter focuses on presenting the initial roles
andauthorization concept for the framework.

3.2 Roles and Levels of Visibility

To present the initial authorization/filtering concept, first we proceed tereoduce the basic

roles in MEDINA (cf. DE[@J0 £ 2y 3 & AIEKA GIRK SASND Sif EAsa AgoOK A OK A& RS
CSP information available for EUCS certification. This is shovaiblied.

Table4. MEDINA Rek and Levels of Visibility

Roles Explanation (cf. D6.%]) Level of Visibility

Its main objective is the protection of Bosch busin

models, products, services, and data. Cloud ServicBrovide

IT Security Governancg

wSalLlRyarotS F2NJ Sy adzN]
digital assets and sensitive information are protec
as well as evaluating and reporting on the efficie
of the security policies in place.

Security Analyst Cloud Service Provide

. Acts as the core competence holder and respong  One or more Cloud
Domain Governance

topic owner for product security. Services
. The Product & Service Owner is the central poin

Product and Service . : o .

contact for all questions concerningspecific Bosc Cloud Service
Owner :

IT product or service.
ProQuct (Security) Qversees the build, deploy, and run of a product Cloud Service
Engineer its system components.
Chief Information The Chief Information Securi@fficer (CISO) is wh

Security Office (CISO) | the Compliance Manager has to report to. Cloud Service Provide

The custometis either a company consuming clo
products or services (B2B, businéssusiness

Customer context), or an individual (B2C, busingésscustomer, Cloud Service
contexi.
The Conformity Assessment Body (CAB) is a

Auditor® that performs conformity assessment services y  One or more Cloud

the goal of demonstrating that specifig Services
requirements are fulfilled.

8 Including all underlying certifiable Cloud Services.

" For the purposes dfIEDINAwe consider visibility to at most one Cloud Service.

8 For the purposes of MEDINA, the Customer is the onlyauthenticated role in the framework.

% This rolealso refers to internal Auditors and NCCAs (National Cybersecurity Certification Authority).
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Next, for each defined role watroduce the actual set of allowed actions based on both the
relevant WF and the involved MEDINA framework components. This is presented in the

following section.

3.3 Authorization Model for MEDINA Workflows

MEDINA leverages the Role Based Access Controll ifiRBlaé®) to enforce specific permissions

on the Integrated Ul for certain components. This section presents the initial version of
02y OSLIi olasSR 2y GKS 3ISYSNRO
technical implementation are presésd later on this document.

a95Lb! Qa w. !/

3.3.1 WEFL1 - Preparation of Target of Certification (ToC)

This initial workflow, despite not invoking any of the MEDINA components, is an evident pre

requisite for the CSP to fulfil before the certification process starts. Its maingta the CSP

to prepare the Target of Certification (ToC), both from a technical (e.g., deploying the actual
cloud service in the hyperscaler) and organizational (e.g., gather the operational manuals in

electronic format) perspectives.

Short Explanation

Table5. Workflow 1

\ Associated MEDINA Component

Setup, configure and deploy the cloud service to certify (ToC)| CSP testbed
top of the chosen hyperscaler(s). This process includes config
the underlying PaaS/laasS.

For this initial workflow, the only role allowed to operate on the platform is thealted Product
(Security) Engineer, afiown inTable6.

Table6. RBAC Model for Workflow 1

Roles Component\ Allowed Actions
IT Security Governance Testbed None
Security Analyst Testbed None
Domain Governance Testbed None
Product and Service Owner Testbed None
Product (Security) Engineer Testbed Setup,configure, deploy

Chief Information Security Office (CIS Testbed

None

Customer

Testbed

None

Auditor

Testbed

None

3.3.2 WF2 - Preparation of MEDINA Components

The second generic workflow of the architecture (WF2) refers to the actual configuration and
deployment of those MEDINA components which are needed for certifying the Cloud Service.
This WF2 does not perform any actual assessment, lmaxeitutesa required set of deploying

actions before the certification process is triggered by WF3.

10 please refer tittps://en.wikipedia.org/wiki/Rolebased access control
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Table7. Workflow 2

Short Explanation Associated MEDINA Component

Setup, configure and deploy the MEDINA components. Only | Evidence Collectors, Integrated
related to thosecomponents under the responsibility of the CS

The evidence collectors (e.g., Clouditor and Wazuh), along with the Integrated Ul are deployed
and configured by the Product (Security) Engineer exclusively.

Table8. RBAC Model for Workflow 2

Roles Component Allowed Actions
IT Security Governance Testbed None
Security Analyst Testbed None
Domain Governance Testbed None
Product and Service Owner Testbed None

Setup, configure, deploy (Catalogue, S§

Product (Securityengineer Testbed DLT, Clouditor, Wazuh, Codyze, VAT)
Chief Information Security Office (CIS Testbed None
Customer Testbed None
Auditor Testbed None

3.3.3 WF3-EUCS deployment on ToC

After the ToC has beedeployed on the hyperscaler (WF1) and the corresponding MEDINA
components were configured/deployed by the CSP (WF2), then it is possible to use the later for
certifying the Cloud Service. That is the goal of this WF3.

Table9. Workflow 3

Short Explanation ‘ Associated MEDINA Component
Setup, configure and deploy the corresponding EUCS frame Catalogue, NL2CNL Translator, (
(for the chosen assurance level basic/substantial/high) on th| Editor, DSL Mapper

ToC.

The third workflow in MEDINA involves interaction between different components of the
architecture to orchestrate complex processes (e.g., NLP for recommending EUCS metrics). In

this case we identify roles without permission to modify certification information, ance

again the Product (Security) Engineer as the only role capable of changing information about the
framework. It must be noted that the Catalogue cannot be modified by any of the MEDINA roles,
anditispreFAf f SR 6& GKS d&a95L b ther@oNidedrsigdards] LINE A RS NE

Table10. RBAC Model for Workflow 3

Roles Component Allowed Actions
IT Security Governance Catalogue, NL2CNL Translator, CNL E Read!
DSL Mapper
. Catalogue, NL2CNTLranslator, CNL Editg
Security Analyst DSL Mapper Read
Domain Governance Catalogue, NL2CNL Translator, CNL E(Read

11 Descriptions can be updated for Entities on the Catalogue, in order to match specific organizational
needs.
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Roles Component Allowed Actions
DSL Mapper
Product and Service Owner Catalogue, NL2CNL Translator, CNL E Read
DSL Mapper
. . Catalogue, NL2CNTLranslator, CNL Editg o
Product (Security) Engineer DSL Mapper Read/Write
Chief Information Securit Catalogue, NL2CNL Translator, CNL E Read
Office (CISO) DSL Mapper
Catalogue, NL2CNL Translator, CNL E
Customer None
DSL Mapper
Auditor Catalogue, NL2CNTLranslator, CNL Editg Read
DSL Mapper
C2NJ 2Co FYR Ay (KS aLISOATAO OFrasS 2F GKS /b[ 9R
NREfS dt NPRdAzOG o6{ SOdzNAGeuv 9y3aAYySSNE Aa Fff26SR

Completeand Map.
3.3.4 WF4 - EUCS Preparednessz ToC SelfAssessment

This wokflow relates to the components in charge of performing the static risk management

(SATRA) and theelf assessmentQuestionnaire (Catalogue of controls and metrjcas

documented by DZ[10]and D2.J11]JNB a LISOG A @St e d ! f G K2dAK {! ¢w! AY
Fdzy OlA2ylftAleéeés gKAOK R2Sa y2G4 ySSR (42 0S GSOKy
is integrated into the whole MEDINA framework thanks to the unified UI.

Tablell. Workflow 4

Short Explanation Associated MEDINA Componeﬁ

Selfassess preparedness for EUCS certification based on the| SATRA, Catalogue
chosen assurance level. This includes abésled approach.

Both components in WF4 only allow tiRroduct and Service Owner to perform all available
actions. The rest of roles are assigned ready/reporting actions according to the least
privilege principle.

Tablel2. RBAC Model for Workflow 4

Roles Component  Allowed Actions ‘ Component Allowed Actions
IT Security Risk Computation Catalogue |Load questionnaire,
SATRA .
Governance (Reporting) Generate report
Security Analyst SATRA Risk Co_mputaﬂon Catalogue |Load questionnaire,
(Reporting) Generate report
DomainGovernance SATRA Risk Co_mputatlon Catalogue |Load questionnaire,
(Reporting) Generate report
Create SoC, SoC Infq Catalogue | Start/Edit
. Questionnaire, Asset guestionnaire,
Product and Service SATRA |Information, Risk Savequestionnaire,
Owner ;
Computation Generate report
(Reporting)
Product (Security) Risk Computation Catalogue |Load questionnaire,
. SATRA :
Engineer (Reporting) Generate report
Chief Information SATRA | Risk Computation Catalogue | Load questionnaire,

120nly for AMOE it is allowed to Delete uploaded PDF security policies.
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Roles Component  Allowed Actions ‘ Component Allowed Actions

Security Office (CISO (Reporting) Generate report

Customer SATRA | None Catalogue |None

Auditor SATRA Risk Co_mputaﬂon Catalogue |Load questionnaire,
(Reporting) Generate report

3.3.5 WF5- EUCS Compliance Assessment

This WF5 describediscrete compliance assessmentswhich should then be periodically
executed for the MEDINA framework to start the certification lifecycle (cf. WF6).

Tablel3. Workflow 5

Short Explanation Associated MEDINA Component

Performs goint-in-time (discrete) EUCS compliance assessm{ AMOE, Orchestrator,
for“the ToC. When such discrete assessment is periodically | Trustworthiness System, Evideng
SESOdziSRY (GKSy 6S I OKAS®@S (i fCollectors

WF5 contains the teractions for performing discrete assessments, where only the role
(internal) Auditor is allowed to change AMOE recommended assessments and submit them for
evaluation to the Orchestrator.

Tablel4. RBAC Model for Workflow 5

Roles Component Allowed Actions

IT Security Governance AMOE, Orchestrator, Trustworthiness Syst Read?®
Evidence Collectors

Security Analyst AMOE, Orchestrator, Trustworthiness Syst Read
Evidence Collectors

. AMOE, Orchestrator, Trustworthiness Syste

Domain Governance ; Read
Evidence Collectors

Product and Service Owner AMOE, Orchestrator, Trustworthiness Syst Read
Evidence Collectors

Product (Security) Engineer, AMOE, Orchestrator, Trustworthiness Syst Read
Evidence Collectors

Chief Information Securif AMOE, Orchestrator, Trustworthiness Syst Read

Office (CISO) Evidence Collectors
AMOE, Orchestrator, Trustworthiness Syst

Customer . None
Evidence Collectors

Auditor AMOE, Orchestrator, Trustworthiness Syst Read/Write
Evidence Collectors

3.3.6 WF6 - EUCE Maintenance of ToC certificate

This WF6 departs from the current definition of certificate maintenance in the EUCS core
document} YR F2NJ 6KS LlzN1)2asSa 2F ao95Lb!x Ad faz2 IR

Despite WF6 plays an important role in MEDINA (i.e., continuous execution and analysis of
discrete assessments), there is no user interaction envisioned within tegr&ted Ul.For this
reason, WF6 is not associated to any RBAC model.

BFijteringasses YSy i NBadzZ a Ay GKS hNOKSaidNI (2N Aa

O
N
<
QX
>+
¢
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-
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3.3.7 WF7 - EUC&Report on ToC Certificate

The goal of this WF7 is to report about the status of an EUCS certificate corresponding to the
ToC and at different levels of detadlepending on the targeted audience (CAB, CSP, etc.). The
final WP7 takes care of reporting the status of the certificate (and related evidence) to
authorized stakeholders.

Tablel5. Workflow 7

Short Explanation \ Associated MEDINA Cquonents

Report on EUCS certificate status for a ToC. The report can b Integrated Ul, RAOF (Dynamic),
obtained by the CAB or by the CSP, in which case the level of CCE, ACLM, SSI
provided details might vary.

In this case, the proposed RBAC modehsiders reagnly actions for all roles except the
Auditor. The latter must have read and write access in order to operate at the level of evidence
YR daSaaySyida Ay GKS O2NNBaLRYyRAy3d 02YLRYySyls

Tablel6. RBAC Model for Wditow 7

Roles Component Allowed Actions
IT Security Governance Integrated Ul, RAOF (Dynamic), CCE, ACLN Read
Security Analyst Integrated Ul, RAOF (Dynamic), CCE, ACLN Read
Domain Governance Integrated Ul, RAOF (Dynamic), CCE, ACLN Read

Product and Service Owner | Integrated Ul, RAOF (Dynamic), CCE, ACLN Read
Product (Security) Engineer | Integrated Ul, RAOF (Dynamic), CCE, ACLN Read
Chief Information Securit

Integrated Ul, RAOF (Dynamic), CCE, ACLN Read

Office (CISO)
Customer Integrated Ul, RAOF (Dynamic), CCE, ACLN Read*
Auditor Integrated Ul, RAOF (Dynamic), CCE, ACLN Read/Write

' For nonauthenticated users (i.e., Customer role), the usage of SSI technology provides selective
disclosure of attributes related to the EUCS certificate. This measure avoids leakingrt@ifid&ibutes
used during the certification process.
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4 MEDINA Framework components and integration

This section describes the status of the integratictivdties of the MEDINA components.

The figure below represents the evolution of the architecture presented in D5LB and
identifies eight building blocks, each one corresponding talifferent functionality. Further
information about the architecture can be found in deliverable [J3]2

For each block there is a dedicated section presenting the compomdrith are part of itThe
block#8represents the Integrated Ulvhich is a WP5 component. For this reasbis described
in the dedicated Sectiob.

For each componentye presenta brief description of its role in the MEDINA framework and
reference to the deliverable contaimgmore details about itThis is followed by information on
the integration of the component with the other MEDINA componeritee improvements
achieved during thisecond roundand the APIs exposed. Finallyavkilable a brief description
of the implementedGraphical User Interface (GUuH)included.

All component REST APIs are listedRPENDIX E: Published APIs
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4.1 Catalogue (block #1)

The Catalogue is the component that implements most of the KRpository of metrics and
measures)The main goal is to have an automated tool where a CSP compliance manager or an

auditor can obtain all the information and guidance related to a security seh@mMEDINA,

we are focusedin the EUCS scheme). Namely the controls, the security requirements, its
assurance levels, etc. That syerything thatOl'y 6S O2yaARSNBR aadal Gaodsé
appears in thestandard

As a result of the research performa@dMEDINA, the Catalogue has been extended with extra
information/functionalities such asreference TOMs, metrics, mapping to controls that are
similar in other schemes, and se$sessment questionnaires.

For more information about the Catalogue, see tiheiverable D2.211].

4.1.1 Catalogue of Controls and Metrics

TheCatalogueof Controls and Metricsomponent provides the following functionalities:

1 Endorsement of Security Control Frameworks and related attributesurity
requirements, categories, controls, reference TOMs, metrics, and assurance levels.
9 Provision of guidance for the (sgdssessment of the requirements.
1 Shows and filters the inforation based on some values for the attributes:
o0 Shows the controls by category, navigation througitegories, controls,
requirements, and metrics
0 Selection of requirements of a certain assurance level
0 Selection of metrics related to TOM.
0 Providesfilters in each screen based field names
1 Mapping of certification schemes, providing information about related controls from
different frameworks, with respect to controls in EUCS.
1 Provides a selissessmenguestionnaire (of about 500 questions) to check theg e
of compliance of the EUCS 2022 security framevib2k

More information about all the Catalogue can be found in [)212.

Implementation and Integration Status

The main updates of theecond release of th€atalogue of Controls and Metri@g27) with
respect tothe previous versioM12) are related to:

1 Updates to EUGSBaft versionAugust2022[12]

1 Development othe questionnaire functionality

1 Refurbishment of the GUI for easier navigation through the application data

1 Updatesto the mapping of controls, including the new version of ISO 27002 and the

Cisco Cloud Controls Framewtrk

Inclusion of the Reference TOMs

Confguration of the deployment of the component for Kubernetes into the

development and test environments

1 Updates on the data model used, specifically in the database, as required by the Use
Cases.

= =

15 Cisco CCHttps://www.cisco.com/c/en/us/about/trustcenter/compliance/ccf.html
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The second version of the Catalogn&127 implements all mandatory requirements as defined
in deliverable D5.22], at least partially. Concretely, out of 9 (7%0 of the requirements are
fully implemented and the rest is ery advancedA dockercompose file for deploymertas
beenprovidedthat can be deployed locally for development using vagrant and dexkepose.
The deployment in theDevelopment andTest environmens has beendone through the
Kubernetes cluster providkby WP5.

The Catalogue frontend is now integrated with the MEDINA Integratett Idlalso integrated

with the user management tool (Keycloak) and is able to control the logged user and its
properties.The Catalogue provides a GUI for end users, asas@IRESTful API to interact with

it. Both are described iBectior4.1.1.3

TheCatalogueprovides data tahe following MEDINA component®rchestrator(controlsand
metrics), NL2ZCNL Translatgmetrics), SATRARIisk Assessment and Optimization framework
(answergo the questionnairg, AMOEAssessment and Management of Organizational Evidence
(control and metrics)and CCEContinuous CertificatioBvaluation(relations between metrics,
requirements, controls, categories)

The Catalogue is now Open Source with license Apache 2.0 and the source code is available on
the public GitLab repositot$

Published APIs

The Catalogue has implemented all theernal functionality to access and modify the database
elements as a REST API, so the number of interfaces and endpoints is quite large. The list of the
available APIs is gathered Annex E,Component Catalogue of Controls All of them are
available for the components that want to interact with the Catalogue.

The complete APl is also available online at the repositasyan OpenAPI definition.

Graphical Interface

The Catalogue offers a GUI to access and manipulate the different entities that are stored in the
database. A CRUD screen (Create/Retrieve/Update/Delete) has been developed for each of the
main entities, althagh notallthese actions Avebeen allowed in all cases.

The GUI allows the user to navigate through the EUCS framework elements, using the visual
elements on the different screendike buttons, links, and filters For example, the user can
select infamation like the requirements of a certain assurance level, controls of a category,
metrics related to a requirementeferenceTOMs, etc.

In the following, some screenshots are presented as a sample of thénGidfticularto show

Controls(seeFigurel6)

RequirementgseeFigurel?)
Filters(seeFigurel8andFigurel9)

Metrics (seeFigure20) anddetails of a metric(seeFigure21)
QuestionnairegseeFigure22)

= =4 -4 -8 -9

The interested readercan find amore detailed user manuah D2.2[11].

16 hitps://git.code.tecnalia.com/medina/public/cataloguef-controls
17 https://git.code.tecnalia.com/medina/public/cataloguef-controls/-/blob/main/openapi.json
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Welcome 1o the Medina DEV environment.

MEDINA Catalogue

Security Controls (Category: Organisation of Information Security)

Homa s frame

Gaegory: Orgascas

Sy 5 ooy Gonrals

Code Hame Deseription Security Category Related Requirements
0i5-01 INFORMATION SECURITY MANAGEMENT  The CSP aparates an information security management system (ISMS). The scaps of the Organisation of Information Security + Requirsments 4 m
SYSTEM ISMS covers the CS Iocations. providing tha claud
osoz SEGREGATION OF DUTIES and e an RO risk Organisation of Information Security Requirsments & @vew SEM

reduce the risk of unauhorised or unintendsd changes or misuse of cloud customer dala
procassed, starad o ransmilted in the cloud service.

01S03 CONTACT WITH AUTHORITIES AND The CSP by Organisation of Information Security 4+ Requirements &
INTEREST GROUPS cooparation latd aspects with and special
interest grovgs. The i Bl nte £ RM-01) and
vuinerabittes, (cf OPS-17).
ois-04 INFORMATION SECURITY INPROJECT  lnformation securky is considered in project management, regardiess of the nature of the Organisation of Information Security #  Requirements & @vew SEal
MANAGEMENT project

Figurel6./ 2y G NRf & 2F GKS ahNBL viaegoiyh2y 2F LY TF2NNI(

g MEDINA Welcome to the Medina DEV environment.

MEDINA Catalogue

L]
*

Requirements (Control: OPS-05)

@

HOME 5. Securiy Feammmrks > Sacemity Caingaries » Corirol G

Ralatad Security
Watrics

Cods Description Assurancs Lovsl o Sacurity Control
e« 0Ps 51 The CSP shal depioy mahvare potection, # tachnical feasible. on al systerms fat Basic Crgarizational opsas Wotrics
- support Gaivery of the cloud service in the producion enviranmenl accceding 1 paliies
and procscuses
oPs052 Signaturs based and behavious-based makwars petection tooks shall be updated atlesst  Subslants Organizstional oPs.05 1 No Wstrs
daily
0Ps053 The €SP shat automstically manitor the systems coverad by the mahwese protectionand  High Organizational oS Wotrics &
machanisms 1o g 1 of OPS-05.1
0PS54 The €SP shat automstically montor the anfimahvars scans o fack datectod mavara e High Grgarizational opsast Motrics &
[

Figurel?7. Requirements of the "ORX5" control

Welcome to the Medina DEV environment.

Q Search requirements

MEDINA Catalogue

Search for requirements

Security Control Framework

Requirements & EUEs N
Oblig

Select an assurance Leve!

High v
Assurance Security
ID  Code Name Description Level Type Control
& OIS 018 TheCSP shal have an information security management system (ISMS), covering at least the operational units, locations, peopie and High Organizational 01801 )
011H  O1.1H  processes for providing the cloud service, with a valid ceriification of compliance with the requirements of EN ISO/EC 27001 or with

national schemes based on SO 27001, issued by an accredited CAB covering the cloud service

6 OIS OIS The CSP shall provide documented information of the 1SS applied to the cloud service, including at least <br=(1) ISO/IEC 27001 High Organizational ~ OI8-01 )
012H  012H  requirement 6.1.3 ilem c) shall be used for the cloud service using the contrals in this document for comparison, with the restriction that
all contrals shall apply.<br=(2) ISOIEC 27001 requirement 6.1.3 fem d) producing a Statement of Applicabilty referring o the contrals in
this document for the cloud servica

12 QIS oIs. The CSP shall perform a rick assessment as defined in RM-01 about the accumulation of responsibilities of tasks on roles o individuals, High Organezational  O18-02 @
021H 021H  regarding the provision of the cloud service, covering at least the following areas, insofar as these are applicable 1o the provision of the .
cloud service and are in the area of responsibility of the CSP<br=(1) Administration of rights profiles, approval and assignment of access
and access (c1. IAM-01),<br=(2) D testing of changes (cf. DEV-01, COM-01), and<br={(3)
Operation of the system components

13 0S. 0. The CSPshallimplement the miigating measures defined in the risk traatment plan, privileging separation of duties, unless impossible  High Organizational 01502
022H 022H for organisational of technical feasons, in which case the measures shall includa the monitoring of activiies in order to detect
unauthorised or unintended changes as well as misuse and the subsequent appropriate actions.

14 0S-  0IS-  The CSPintroduces and maintains an inventory of conflicting roles and enforces the segregation of dutes during the assignment or High Organzational 0502
023H 023H  modification of roles as part of the role management process

15 OIS oIs. The CSP shall automatically monitor the assignment of responsibilities and tasks to ensure hal measures related lo segregation of High Organzational  O18-02 @
024H  024H  duties are enforced

unds grant sgresment No 953671

18 ISP ISP- The CSP shall review the global information sacurity policy at least annually High Organizational  1SP-01 [ & | -

Figurel8. Filterto searchfot 9! / { 3 | A3KE NBIjdzZA NBYSy(a
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cote Namg Dascription Secunty Category
om0t INFORMATION SECURITY MANAGEMENT  The CSF operales an informabion securky managemen! sysiee (SMS]. Tha scope of he ISMS. ‘Organisation of Informaticn Seci
TEM ‘Covers he CSPS /DaSatonal UNE, IOCa0AE &0 DIOCES:8S 10r DIOWAING s Cloud 350Vie

om0 SEQREGATION OF DUTIES Conficing fasks and resp are segarsied based Tp— ce  Organisation of Information Sec
" Fisulhcises o UNIEaded ChANDSS o MiSuS8 O CHUT CUSIOMer dals EYOCSS580. Siored
or ransmite i e ceud sevice
ois03 CONTACT WITH AUTHORITIES AND Thecse gtrests and Grganisation ofInormatien Sec
INTEREST GROUPS CO9TIN3AGN O FBSLAM 19993 3E0ACTS W ISV AUMGFRSS a0 SRR MGTEE TR The
o he procerures g 1k ] RAOT) and {ct. OPE-17) s o Covemmant Agencies .
os0 INFORMATION SEC uECT 5 cons gRMANL, 1893183 018 NGNS OF MG DIGRCT . OrANISaoN of INMoMaNion SeCuITY T Reqursments <
WANAGEMENT
1P GLOBAL FORMATION SECURITY POLICY x 1 Provioer nas pocyang Intormation Sscunty Polcies - Requisements < @vew fem
ermpioyees a5

Figurel9. Filterto searchfor controls

Welcome 1o the Medina DEV environment.

MEDINA Catalogue

Security Metrics  (Requirement: OPS-05.4)

Home s ecuity Framewsats = Secaity

5 Contot OPS05 » Requeemest OPS.0S4 & Sesurdy Metish

Category Nams Soarce Dascription Oparator Rslotnd Requiramants
Operational Seculy  MalwaroProtactionEnabied Eucs This matic s used o assess if salilon s - oPs D53 [ v |
OPSBSAT
Operationsl Security NuniberOfThreatsFound EUCS This metric s used 1o assess if the antimalvare solilion eports 0 ineguisiities. = oPssAt m
Operationsl Security MalwareProtection Dutpet EUCS This metric sbled (&g b This relates 1o = OPS 534
EUCS' defintion of ‘cantinuous monioring OPSBSAT

v

Figure20. Metricsimplemented foli KS -ap ®f ¢ NXBIj dzA NBY Sy i

QMEDINA Welcome 10 the Medina DEV environment. 2

MEDINA Catalogue

Security Metric

ements & Matric i 1
Catogary Opsrational Securfy

Name MabrarsProsscscngnatied

Source EUCS

Description This matr is used o assess 4 e antimalu:

Soluion i Enabied on 18 rePECIVE rEsCNCE

Scale finus, faise]

Operator ==

Target Vaiue tus

Target Value Datatype Eociean

interval

Target Resource Type Virliabtaching

Related Rsquirements OS5 3
oFSIs4

Resaurce Typs

Security leature

Keywords

[ [
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Welcome to the Medina DEV environment.

QMENNA

) MEDINA Catalogue

Questionnaire

Categaries

B » L= L

B

@

Qi Has the CSP an Information security managemen

system (ISMS)?

Figure22. Questionnaire. Questions ftire O1S01 Security control

4.2 Certification Metrics a nd Language (block #2)

¢KS O2YLRySyida oStz2y3aiay3a G2 GKS a/ SNIAFAOI GA 2,y
related with KR8Certification Language), whose objective is to provide a language specification

which expresses the most relevant aspects of a security certification scheme in machine

readable format using a Domain Specific Language (DSL).

More information about all thecomponents described in this section can be found in the
deliverable D2.413].

4.2.1 NL2CNL Translator

The NL2CNL Translator is the MEDINA component used to map EUCS NL (Natural Language)
requirements into their MEDINA CRControlled Natural Language) translation. This translation

is performed in two steps: the first one selects a set of metrics that could be useful to evaluate

a certain security requirement, also called TOM (Technical and Organizational Measure). After
asciating a set of metrics with a requirement, the second step translates those metrics into
policies. Specifically, requirements and metrics are expressed in NL, while the translated policies
are expressed in CNL.

The NL2CNL Translator interacts with @atalogue of Controls and Metricaith the CNL Store
through the CNL Editor APIs, and with echestrator

4.2.1.1 Implementation and Integration Status

Compared with M15, the NL2CNL Translator prototype has undergone some changes, and its
development and integration statuere at an advanced stage. Specifically, the component now
consists of three modules, each with a specific functibre Translation mdule and the Metric
Recommender module were availabfeM15. The firstone implemented a set of RESTful APIs
and the translation of metrics into obligations, from NL to CNL. The second one implemented
the association of a TOM with a set of metrics. Thefionality of the Metric Recommender is
unchanged, whereas there is a new module, called APl Server, which is responsible of
coordinaing all the modules and of implementing the API interface towards the outside.

The whole prototype with all modules isrcectly deployed to the MEDINA Kubernetes cluster
and is connected to the other components of the Certification Language block.

Specifically, the NL2CNL Translator connects tcCimlogue of Controls and Metritwough
its API, to retrieve the TOMs amdetrics descriptions and metadata. Several tests have been
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carried out to verify proper operation, and currently no errors have been found in retrieving the
necessary information from the Catalogue.

After the translation, the result is stored in the CNidr&, a database managed by the CNL Editor,
accessible though the CNL Editor APIs. At M15 this connection was still in a testing phase, while
currently the two components are fully connected through the CNL Editor APIs. Also in this case,
the tests perforned did not generate errors in the creation of REOs, which are the objects
managed by the CNL Store. In addition, compared with M15, the CNL Editor ontology has been
updated and the NL2CNL Translator has been modified accordingly.

Lastly, the NL2CNL Trarislainteracts with the Orchestrator, which triggers the translation
through its User Interface. To this aim, the NL2CNL Translator has been modified with respect
to M15 to provide an endpoint that is invoked by the Orchestrator.

An additional feature curmgtly available that had not yet been developéd M15 is the
implementation of authentication via Keycloak server. This allows the NL2CNL Translator to
verify that the user invoking its APl is actually logged into the MEDINA framework.

The NL2CNL Translatis now Open Source with license Apache 2.0 and the source code is
available on the public GitLab reposit8ty

Published APIs

The NL2CNL Translator provides a REST API that can be used by the other components
interacting with it. The list of thavailable APIs is provided Annex EComponent NL2CNL
Translator and DSL Mapper

4.2.2 CNL Editor

CNL Editor is the component that allows a user of a C&arglice provider to manage, with a

Graphical Interface, the REO objects that dhe association, in CNL format, between

Requirements and policies as compiled from NL2CNL TransIiarEditor takes as input REO
created from NL2CNL Translator and produoesutput updated REO for DSL Mapper.

With the Editor Frontend, user can visualize REO, change Target Value specified for the Metrics
and delete Obligations not considered suitable for CBiRally, theuser can send the REO to
0KS 5{[ al LIL#adtianswhidhcoav¥rt ANE obligations into Rego Code.

Implementation and Integration Status

CNL Editor is composed by these different modules:

 CNL Editor Interface: the web Gdlaccess CNL Editor.

1 Vocabulary: a file in RDF format wéktension.owl wherethe Ontology structures and
terms needed fothe Editorthe control of user changes on Obligaticeae defined

1 CNL Editor REST API: APIs usethdyEditor and eventuallyoy other Certification
Languages tools like CNL Translator and DSL Méppleasic operations.

1 CNL Store: database with Req&Obl xml files.

1 Back Store Interface: REST APIs for accele ©NL Store used by CNL Editor.

CNL Editor was partially containerized on a VM standailori15. At the time of writingCNL
Editor is implemented in a mature version and has been fully deplogethe MEDINA
Kubernetes cluster. It provides both a GUI for end users and a set of RESTful APIs to interact with

18 hitps://git.code.tecnalia.com/medina/public/nl2crtanslator
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it. The wcabulary used by Editavasupdatedto the requirementsavailablethe Gataloguein
M26 (EUCS 20322]).

From M15onwardswe revisedthe xml structure of REO to reflettie needs of MEDINA based
on partners request, and the APlwas alsorenamed and adapted toditer fit the MEDINA
context.

CNL Editor can be invoked from the MEDINAbWE St SOl Ay 3 GKS 2LIA2Y aw!
hoft AalFdA2yaé yR 0O0Saa Aa tt26SR o6& YSaofz2l1d
R

CNL Editor interacts with the other tooN|.2CNL Translatand DSL Mappery RESAPIs.

4.2.2.2 Published APIs

CNL Editor makes available APIs that can be used from other toglscfeate by NL2CNL
Translator) to manage REO and that are listefiinex EComponerntCNL Editor

4.2.2.3 Graphical interface

CNL Editor has a Web Interface that allows a user visualizing and managing some changes to the
REOs. Operations allowed for a REO are: delete obligations or change the Target Values of
Obligatins.

When the user invokes CNL Editor a list of RESIsown (se&igure23).

Q MEDINA

© oo CNL Editor

Welcome to the Medina DEV environment.

USERNAME: NL2CNL TEST e Creato Varsio Status Creation Date

USER ROLE: POLICYEXPERT.

@ st e ] o

Figure23. CNL Editogr REOwisualization

Whenthe user selecta specific RE@e window shown inFigure24is displayed
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Welcome to the Medina DEV environment.

Figure24. CNL Editor Showing a specific REO

4.2.3 DSL Mapper

The DSL Mapper is a component of the MEDINA framework that has the aim of mapping the
obligations expressed in CNL into executable policies expressed in DSL. In particular, the
obligations resulting from the previous steps are embedded in an XML objdeq &EO, and

read from the CNL Store, while the output generated by the DSL Mapper is expected to be
compliant with the DSL chosen in MEDIN&, the Rego language. The Rego language allows
the creation of policies that can be used to automatically assevidence, collected by the
evidence collector components. The output of the DSL Mapper is sent @rtiiestrator which
performs the assessment of the policies.

4.2.3.1 Implementation and Integration Status

Compared with M15, several steps forward have beemdenregarding this component. The
most important change is in the implementation of a new stahohe prototype, whereas
previously the DSL Mapper had been implemented directly in the NL2CNL Translator due to the
immaturity of the prototype.

There are twomain subcomponents in the DSL Mapper: the first is called APl Server and is
responsible for the API interface to other MEDINA components. Moreover, it coordinates all the
DSL Mapper operations. The second is the Mapping component, which implements the
gereration of the Rego rules.

The prototype is currently deployad the MEDINA Kubernetes cluster and is connected to the
other needed components of the MEDINA framework. Specifically, the mapping functionality is
triggered by the CNL Editor, through its Then, the DSL Mapper uses the information stored

in the CNL Store as source of data. Currently, the connection between the DSL Mapper and the
CNL Editor is fully working.

After performing the mapping of obligations into Rego rules, the output is senthéo
Orchestrator in order to be further processed. The latter feature is not yet fully supported and

is in a beta stage, as errors sometimes occur that prevent the DSL Mapper from sending mapping
results to the Orchestrator.
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Similar to the other components of this block, the DSL Mapper also implements the
authentication via Keycloak server.

The DSL Mapper is now Open Source with license Apache 2.0 and the source code is available
on the public GitLab repositoty/

Published APIs

The DSL Mapper provides a REST API that can be used by the other components interacting with
it. The list of the available APIs is showrAimex EComponent NL2CNL Translator and DSL
Mapper.

4.3 Risk Assessment and Optimisation Framework (block #3)

4.3.1 Risk Assessment and Optimisation Framework (RAOF)

RAOF is a service for supporting the +amformity assessment process with a +issed
decisionmakingcapability. This component evaluates the current risk of the CSP, by estimation

2F GKS /{tQa ySSRa& YR LINRGSOGA2Y I3IFAyad LIRaa.
evaluate how far is the CSP from full compliance with tHecs$ed certification scheme (and

assurance level). Not only does this analysis help to identify which security requirements are

missing, but also how risky it is for this CSP if these requirements are not fulfilled. By
implementing these functionalities ADF contributes to two Key Results: KR2 (by providing the

risk-aware support to a compliance manager before applying for certification) and KR6
0adzLILRZ NI AY3I GKS aCehificition(l #Cytlediahaged With a Askb&sdds

evaluation of detead nonconformities).

Additional details about this component are available in Deliverables[@]and D4.414].

Implementation and Integration Status

The RAOF component is used in two parts of th®ME process. First, the component provides
the support during the bootstrapping, when a compliance manager evaluates if the cloud service
could be certified (i.e., fulfill the requirements for certification). In this case, the compliance
manager interactswith the RAOF directly through the GUI.

RAOFHs also used during the dynamic evaluation of compliance. CCE component notifies RAOF
about the requirements which have been evaluated by assessment tools and the result of these
assessments. If neconformities are detected, RAOF -cemputes the risk using initially
provided input and the assessmemsults andanalyses the nowonformity gap. The result of

this analysis (i.e., whether the naronformity is to be counted as major or minor) is provided

to the LifeCycle ManagefL.CM) for further evaluation of the status of the certificate.

In the current versiomllthe main features are implemented. The engine for the sconformity

gap analysis is set up to compute and compare risk values for differentaassulevels and

different cloud market types. The computation is based on the cloud resources expected values

of which should be initially provided by the CSP and the fulfilled requirements of the certification

scheme. Moreover, the recently added functadity helps the compliance manager to optimise

AGa Ay@dSaldySyid Ay O20SNAy3I OSNIATFTAOFGAZY aOKSY.
compliance. The dynamic part implements the communication betwe&gontinuous

Certification EvaluatiofCCE) and.ifeCycle Manage(LCM) components and is set up to

perform the riskbased norconformity gap assessment automatically.

19 https://git.code.tecnalia.com/medina/public/dsinapper

© MEDINA Consortium Contract No. GA 952633 Pageb0of 104
www.medinaproject.eu (@) e-sn ]



http://www.medina-project.eu/
https://git.code.tecnalia.com/medina/public/dsl-mapper

D5.4 ¢ MEDINA integrated solutiem2 Version 1.@; Final.Date: 31.012023

¢KS O02YLRYSyld A& AyGSaINIGSR AylG2 GKS a95Lb! Qa
functionalities for it. In particular, it uses th&eycloakmechanisns to authenticate users and

authorise access to the risk analysis functionalities only for associated Targets of Evaluations.

During the final period of the project, a more detailed use of this mechanism is envisaged, for

more accurate separatioof duty management.

Another functionality implemented by the RAOF is importing results of the questionnaire
provided by theCatalogueof Controls and MetricsThis option aims to ensure that a user can
report whichEUCSequirements the considered servisatisfies only once, but benefit from
both analysesprovided as by the Catalogue (compliance score) as well as RAGBagesk
analysis of nortonformities and optimised planning for implementation of additional
requirements).

Yet some work is expectewd improve the component and integrate it better with other
components of MEDINA. Integration with other components should undergo deeper testing
(e.g., various options should be considered). Especially, integration with the dashboard of the
compliance maager may require additional endpoints to be implemented to simplify the work

of the compliance manager. Some maodifications in the logic of the dynamic risk computation
could be implemented to enhance its computation of risks per resource. The valuesousetd t

up the components and its GUI could see changes after getting the feedback from the use case
providers.

TheRisk Assessment and Optimisation Framevisoriow Open Source with license Apache 2.0
and the source code is available on the public GitLabsiory?°.

Published APIs

RAOF provides a REST API aétberalendpoints. This API is to be used by the compliance
manager dashboard during the bootstrapping phase. All Targets of Evaluation (ToEs) managed
by the RAOF are created and could be modifie€lopditorusing this API. As well, as the CCE is
supposed to invoke RAOF using a dedicated endpoint of this API.

The list of the available APIs is provided Annex E,Component Risk Assessment and
OptimisationFramework

Graphical interface

RAOF provides a GUI for the direct interaction with a compliance manager, which can be used
to set up all settings for a Target of Evaluatisgeigure25), add the list of resources and their
sensitivity éeeFigure26), and report fulfilled requirementséeFigure27).

20 https://qit.code.tecnalia.com/medina/public/sttic-risk-assessmenrand-optimizationframework
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CERTIFICATES CONTACTS

MEDINA

Certificate Info

Please. provide the cloud service type of your Target of Certification. select a Certification Scheme and the corresponding
Assurance Level (if applicable)

CERTIFICATE INFO

CLOUD SERVICE LAYER

\SaaS e \
CERTIFICATION SCHEME

[EUCS v
ASSURANCE LEVEL

| Substantial v

START QUESTIONNAIRE

Figure25. RAOF Setup of Targets of Evaluation

CONTRACTS ADMIN PAGE APl TOKEN CONTACTS
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Figure26. RAOF List of resources
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g - CONTRACTS ADMIN PAGE APl TOKEN CONTACTS

MEDINA

Questionnaire

Page 1/20. Organisation Of Information Security
Information Security Management System

Figure27. RAOF Requirements to be fulfilled

Also, the GUI displays the results of the analysis and the computed risk values, as drigwrein
28.
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Risk Computation..-

RISK COMPUTATION

Overall Risic
96.23/100

Best
521100

Non Conformity Gap
352

Major
Figure28. RAOF Results of the analysis

4.4 Continuous Evaluation and Certification Life -Cycle (block #4)

4.4.1 Continuous Certification Evaluation

In the previous versioaf this report (D5.31]), the CCE component only implemented the basic
evaluation aggregation and supported a hambded sample standardisation schema. The
updates of the current version with regards to D5.3 include full integrations with the MEDINA
Catalogue of Controls and Mats the Orchestrator and RAOF. A number of other features were
also implemented, such as storing the history of past evaluation states and support for handling
multiple Targets of Evaluation with a single CCE instance and calculation of operational
effectiveness values. A fromnd web Ul component was added as well.

¢tKS O2YLRYSyila o0St2y3aiay3a G2 GKS a/ 2y iAydz2dz
KRS (Continuous Cloud Certificate Evaluator, CCE), whose objective is to collect assessment
resuts gathered by Security Assessment components and continuously build an evaluation tree
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representing aggregation of assessment results to determine compliance with the different
controls.

l RRAGA2Yy Lt RSGFEAfA | 062dzi GKS ¢§yusedld @waidbieQra | NOKA
Deliverable D4.215].

Implementation and Integration Status

Allthe elicited functional requirements are now implemented in the CCE. They are implemented
using three microservice€CE core (bagnd), CE Ul (fronend) and MongoDB database.

TheContinuous Certification Evaluatioomponent (CCE) receives assessment results gathered
by Security Assessment components through echestratorand continuously builds an
evaluation tree representing the agggation of assessment results to determine compliance
with the different certification elements.

Beside the assessment results, CCE also receives data about the Cloud Services and related
Targets of Evaluation from th@rchestrator Another required inpuis the structure of the
evaluation scheme used (relations between metrics, requirements, contraisgorie$ that is

obtained from the MEDIN&atalogue of Controls and Metrics

Outputs of the CCE are consumed by ftisk Assessment and Optimisation Freimdk (RAOF)

and theLife-Cycle ManagefLCM). CCE periodically sends the changed values of the evaluation

tree to RAOF for the ridbased evaluation of the severity of incompliances. The LCM queries the

/1 aQa 'tL G2 2060l Ay 2 LISwhichiHelp yetdrminég thad SverdllA oSy Sa a
certification state.

The evaluation aggregation is implemented for multiple Targets of Evaluation -fendincy
support), history of evaluation tree states is being stored in a database and is exposed through
an APl the operational effectiveness values are being calculated and integration with all
components needed for the complete functionality is complete. A web user interface of the
component is also implemented with minor updates still pending.

The authenticatiorand authorization of users (using Keycloak) are not yet implemented.

The source code of both the CCE éb(backend) and the UF (front-end) is available on the

public GitLab repository. Dockerfiles are available for simple deployment and integrated wit

iKS LINP2SOGQa RS@OSt2LIYSYld yR (GSadAy3d SYy@BANRYYS
Published APIs

CCE exposes two APIs:

T HTTP RESiKe AP]mainly used for communication with the web freand (Ul)
1 gRPC APfor communication with theDrchestratorand theLife-Cycle Manger

Details of both these APIs are describedAinnex E.Component Continuous Certification
Evaluation

21 https://git.code.tecnalia.com/medina/public/continuousertification-evaluation
22 https://qit.code.tecnalia.com/medina/public/ccérontend
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Graphical interface

TheCCE frontend provides a tree visualization of the assessment results (as stoguré29).
Additional web Ul updates are still pending.

Value: 0.611

Control A7 |Threshold: 0.6
Groups Weight: 1
Value: 0.667
Controls OPS 05 |Thr’esh0ld 1 OPS-06
Weight: 1
/\ (Not selected)
Value: 1 Value: 0.333
Requirements OPS-05.1 |Threshold: 0.5 \ OPS 05.2 |Threshold: 1
Weight: 1 Weight: 1
. . N
Value: 1 Value: 1 Value: 0.333

Threshold: 0.5 M111 Threshold: 0.5 M173  |Threshold: 0.5
Weight: 0.5 Weight: 0.5 Weight: 0.5

Assessment '
Value: 1 Value: 1 Value: 1 \Value: 0
Results Res- 1 eight: 0.5 Res: 1 \eight: 0.5 Res: 1 \eight: 0.5 Res: 2 lyeight: 1

Metrics M123

(Resource - Metric)

Figure29. Sample assessment results tree

4.4.2 Automated Certificate Life Cycle Manage r

TheAutomated Certificate Life Cycle Mana@e€M) integrates different sources of information

to decide on the certificate status. As such, it presents the final step of the MEDINA framework,
consolidating all assessments/evaluations into one result. It addrégRegRiskBased Auditor
Tool).

Impl ementation and Integration Status

The LCM is integrated with the components meng&d abovethe integration with the CCE is
implemented via geriodicalHTTP request that retrieves the operational effectiveness data.
Risk-based evaluations are reported the LCM by the RAOF after evemaluation e.g.,every

five minutes. This connection is also implemented via an HTTP API. A further HTTP request is
sent to theSSIFrameworkcomponent Currently, this request is only sent if the certificate is
suspendedr withdrawn, since only in this case should the CAB review the available evaluation
results and possibly issue a new certificate with a changed status. The connection to the
Orchestrator is implemented using gRPC and serves the purpose of storing atertifata
including their state history in a permanent storage.

As inputs, it obtains information from th@ontinuous Certification Evaluatioamponent which
calculates data on operational effectivenegs,, compliance data over a certain time frame.
Addtionally, it obtains information from theRisk Assessment and Optimisation Framework
which provides a riskased evaluation of deviations present in the cloud service.
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As outputs, the LCM provides the certificate status to@rehestratorto be savedn a database

and presented in the Orchestrator Ul. Furthermore, it reports to #& Frameworlsince it is
possible that a new certificate credential needs to be issued. For more details, see deliverable
D4.2 [15].

The Automated Certificateife Cycle Managemeig now Open Source with license Apache 2.0
and the source code is available on the public GitLab repoSitory

4.4.2.2 Published APIs

The Automated Certificate Life Cycle Management APIs are list#&anex EComponent Life
Cycle Manager

4.4.2.3 Graphical interface

The status of existing certificates and their histories are presented in the Orchestrakguike
30shows & exampleof this.

Clouditor Cloud Services Discovery Assessment Metrics Catalogs Certificates

Certificates

"EUCS_test"

ID: 1236

Name: EUCS_test

Service ID: undefined

Issue Date: 2021-11-06T17:06:55Z

Expiration Date: 2024-11-06T17:06:552

Schema: EUCS

Assurance Level: high

CAB: CAB123

Description: An EUCS certificate for testing purposes

State History

State Deviation Timestamp Tree ID

new 2024-11-06T17:06:652 1234

Figure30. Screenshot of the certificates overview presented in the Orchestrator Ul

4.4.3 Automated Self-Sovereign Identity -based certificates management
(SSI)

The SeltSovereign Identity (SSI) Framewprkvides the CSPs with the capability hanage
GKSANI 26y aSOdNAGe OSNIATFTAOFGSaA Fa LINI 2F GK
GKSANI 26y ARSyidGAGee¢ dz GAYIGSEe YSIya GKFG (K
without intervention of a thirdparty.

w (s}

A
a

The SSI Fraework is not only composed of the CSP component to store and control the
credentials. It is also composed of the issuer component which provides the CAB a way to issue
verifiable credentials about the security certificates related to the CSP; and thd glien
component which provides a way to ask and verify proofs of different security certificate

23 https://qit.code.tecnalia.com/medina/public/lifeyclemanager
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features. In this sense, privacy is an important requirement within MEDINA, as several security
certificate features are considered sensitive and must be treatefully. TheSSI Framework

is capable of sharing sensitive information in a confidential way by keeping user’s identity out
of third parties,whichact as identity silos, reducing the risk of identity theft; but also, by using
ZeroKnowledge Proofs (ZKPZKPs preserve user’s privacy using cryptography to proof that a
CSP has some attributes without disclosing these attributes.

TheSSI Framewotik part ofKR5Cloud Certificate EvaluatpDetails about this component are
available irdeliverable D4.215].

Implementation and Integration Status

A first prototype of theSeltSovereign Identity (SSI) Framewbds been implemented since
M15 completely covering its functionality. It is composed by onen&@lork, three SShgents
(issuer, holder and verifier, for the complete SSI flow) and twavBBapps (one for the holder
and another one for the issuer anerifier).

The SShetwork, two of the SSAdgents (issuer and verifier), one of the-8@8baps (the one for
the issuer and verifier) and the S&P| are provideds a servicey TECNALIA emulating the CAB
and a potential CSP customer. All these componaregsorrectly deployed and integratedth
each other Additionally, the SS\PI is also correctly integratedth the LCM for receiving the
certificate state after the MEDINA framework execution.

Additionally, one Slgent (holder) and one S&Ebapp (he one for the holder) are correctly
deployed on the MEDINA environment and are correctly integrated Wicloak. These
components are also integrated with the rest of the SSI components. No integration with
additional components is needed in this cashe associated functional requirements are fully
covered

Published APIs

The SSAPI component of the SSI Framework exposes an API described in dSsitiam
6.3.2.3 in D4.215]. The list of these APIs is also avaidn Annex E,ComponentAutomated
SelfSovereign Identitpased certificates management (SSI)

Graphical interface

The SeltSovereign Identity (SShakRreworkis controlled by means of a wedpp application.
Figure31 shows an example of the graphical interface.
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4 MEDINA Wallet ACCOUNT

Manage your account

Access to credentials and manage your account easily
INVITATIONS DID DATA MODELS ~ OWNED SCHEMAS ~ CREDENTIALS ~ PRESENTATIONS

CREATE CREDENTIAL c

Referent: 9fealdbd2-fba8-4e23-b588-c332a3646489
Schema id: J3t3dq1f3PT3yjBEFeqxHT: 2:user_profile:2.0
Cred def id: J3t3dq1f3PT3yjBEFeqxHT:3:CL:469:userProf
Type:

Revision:

[_]]

D

Attributes: name: Alberto, age: 21, surname: Claimstein

Referent: f17a473d-c332-4629-ab85-dc442aeda772

Schema id: J3t3dq1f3PT3yjBEFeqxHT: 2:identification:3.0

Cred def id: J3t3dq1f3PT3yjBEFeqxHT:3:CL:280:default

Type: J3t3dqlf3PT3yjBEFeqxHT:4:J3t3dqlf3PT3yjBEFeqxHT:3:CL:280 :default:CL_ACCUM:
d9a4-43d6-8346-a4aa8d5hed2b

Reavicinn- 1

D

Figure31. MEDINA Seloveeign Identity (SSI) Framework graphical interface
4.5 Organizational Evidence Gathering and Processing (block #5)

4.5.1 Organizational Evidence Gathering and Processing

TheAssessment and Management of Organizational EvidgRREDE) component extracts and
collects evidence from policy documents. The component is addressing the NLP and
organizational measure aspects of Kbntinuous Evidence Management ToolK) can
compute preassessments (hints) that can be used to spegdthe audit process. After
uploadnga document, the component extracts the evidence for a set of organizational metrics
with the help of the builin Natural Language Processing (NLP) pipeline.

The processed data can be analyzed in the Ul and assesssaltsican be set/confirmed. Once
complete, the assessment results can be forwarded toQ@hehestratoron demand.

Additional details about this component are availablel@tiverablesD32 [16] and D3.5[17].

4.5.1.1 Implementation and Integration Status

The main implementation of AMOE started in M15. Current status of the implementation
consists of one component made up by the webservice for the user interface (Ul) and REST API
(e.g.,for the CCD).

For the evidence gathering functionality the following subprocesses have been implemented.
Preprocessing for PDF to transform unstructured policy documents into -stodtured
content usable for faster and more accurate extraction. Thidence extraction pipeline itself,
which consists of one main method (keywdrdsed approach) that is used by default. For
research purposes three other similar evidence extraction pipelines have been built, however,
tests have shown they would need addiial work. All evidence extraction approaches make
use of standard NLP techniques and utilize thetpaéned question answering system roberta
basesquadZ“.

24 https://huggingface.co/deepset/robertdasesquad?
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Theintegration of thecomponent into the MEDINA framework uses the API ofGh&alogue of
ContolsandMetricsand has a hardcoded fall back to a static metric file if the connection would
fail. Furthermore, the connection tthe Orchestratorfor metric implementation details and
sending assessment results and evidence has been implemented.

To store the metadata, logging and extracted evidence internally, a connector to internal data
base (MongoDB) has been added. The user action informatioedit/upload/delete/submit)
is logged into the data base.

User authentication is done via the MEDINA Keycloak service and respective component client.
Role based access (Keycloak roles) as well as filtering of information based on cloud service
information in the authentication token has been implemented. A dockerfile and kubernetes
configuration for deployment of webservice, db and redis cache have been created.

A quality check pipeline for manual checks on the status and aid of research tasks foceviden
extraction has been implemented. It enables comparison of annotated information in the tool
Inceptior® to the evidence extraction approaches.

The AMOE component is now Open Source with license Apache 2.0 and the source code is
available on the publici@ab repository®.

Published APIs

The AMOE APIs are listdd Annex E,Component Assessment and Management of
Organizational EvidenceAMOE

Graphical interface

AMOE provides a GUI for users to inter@eteFigure32). The following access types are defined
in M27, configurable through the Keycloak authentioattoken roles

no access
read only access

upload/delete files or stop running processes
edit/submit assessment results

admin (full read/write access)

= =4 -4 -8 -9

25 hitps://inception-project.github.io/
26https://git.code.tecnalia.com/medina/public/amoe
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g MEDINA Welcome to the Medina TEST environment.
0 Avout AMOE - Assessment and management of organisational evidence
Catalogue of
®  Metrics and . ; . :
Controls Process organisational evidence based on metrics
§ Orchestrator
Uploaded files
& Requirements &
N Obligations
Continuous
& Certificate Uploaded files Upload new file .1,
Evaluation
A\ Risk Assessment
Show 50 v|entries Search:
Organisational
IB Evidence Cloud service File name Date + Progress (®) Delete
Assessment
Bosch Cloud Service MEDINA_dummy_policies_Fabasoft_M18v4.pdf 2023-01-19 14:47:45 16.4] oW
CCD Faba TEST MEDINA_dummy_policies_Fabasoft_M18v4.pdf 2023-01-10 10:41:43 w
Bosch Cloud Service Bosch_|oT_Cloud_Security_Concept.pdf 2023-01-04 06:51:12 w
Bosch Cloud Service Bosch_loT_Cloud_Security_Concept.pdf 2022-12-09 09:49:31 32 84% 26.87% 40.3% W

Showing 1 fo 4 of 4 entries Previous 1 Next

Figure32. AMOE landing page

4.6 Orchestrator and Databases (block #6)

4.6.1 Orchestrator and Databases

The Orchestratoris the central interface iMEDINA andnanages evidence and assessment
results. It provides access to databases, forwards data between components, and provides the
main user interface. As such, it is an essegtahponent in the integrated MEDINA framework.

It addresses KR4 (Continuous Evidence Management Tools).

For more details, please refer tteliverabledD3.2[16] and D3.917].

4.6.1.1 Implementation and Integration Status

The Orchestratorprovides a graphical user interface which, among others, allows to view
assessment results, register cloud services, and manage the evaluation of cloud services. It is
integrated with the evidence cattion tools (including AMOE), the security assessment tools,
the Continuous Certification Evaluatiothe Catalogueof Controls and Metrigshe Keycloak
component, and thdSL mappeit alsoprovides a persistent (and-imemory) database.

TheOrchestrabr component is now Open Source with license Apache 2.0 and the source code
is available on the public GitLab repositéfy

4.6.1.2 Published APIs

The Orchestrator implements numerous APIs, since it is integrated with many components.
Please sednnex EComponentOrchestratofor an overview?.

4.6.2 Trustworthiness System

The MEDINA Evidence Trustworthiness Management Sygt@vides a secure storage for
evidence and assessment results hashes. It is implemented through Smart Contracts backboned

27 hitps://git.code.tecnalia.com/medina/public/orchestrator
28 An upto-date API specification can also be found on GitHub:
https://qgithub.com/clouditor/clouditor/blob/main/openapi/orchestrator/openapi.yaml
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by a common Blockchain network for all the MEDINA framework instances, providing the
following functionalities:

1 Includes the logic foall Orchestrator instances in MEDINA to provide the required
information to be audited (about evidence and assessment results). For this purpose, an
APl is exposed by the Blockchain client.

1 Provides secure lonterm information recording, thanks to thaherent advantages of
. f2010KIFAY O6AyGESaANRGEesT RSOSYGNIftATIGAZYZ

1 lyOfdzRSa GKS t23A0 T2N SEGSNYIt dzaASNA (2
evidence and assessment results) in a graphical andftisadly way through a kibara
baseddashboard.

The MEDINA Evidence Trustworthiness Management Systgpart of the KR4(Continuous
Evidence Management togldDetails about this component are available in D3&].

Implementation and Integration Status

TheMEDINA Evidence Trustworthiness Management Syistaimost completely implemented

and integratedin M27. It is composed by three main components: Blockchain ledger and
deployed Smart Contractdlockchain monitor provided as a service from TECNALIA, and
Blockchain client needed by th@rchestratorto interact with the BlockchainThe integration
between the Blockchain client and the Orchestrator component by means of an API has been
improved since M15 fixing some bugs and including error management.

Keycbak is not needed by thRlEDINA Evidence Trustworthiness Management Sylsésause
it includes its own user management functionality as it is provided esnamon service to
different usecases and users. For this reason, users and roles are not limitedgde defined
in MEDINAeycloak.

The associated functional requirements are almost covered except fotrtistworthiness
guaranteeing capabilities by extracting checksums from DLT and comparing with current
checksums to detect modifications. Manual wédyas/e been defined but automatic ways are
under consideration. Usability and security have been highly improved since M15.

Published APIs

The Blockchain client exposes an API described in detail in AppentiR32[16]. The list is
alsoavailablein Appendix EComponet: Trustworthiness System

Graphical interface

The MEDINA Evidence Trustworthiness Management System exposes aliGbadaraphical
interface available athttps://medina.bdab.dev/ [authentication required]. For more details,
refer to Section 4.2.2.5 D3.2[16].

Figure33 shows an example of dashboard of the graphical interface
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MEDINA Trustworthiness System

g MEDINA

Number of evidences Number of assessment results

Number of assessment results

11,608

Look for specific:

Evidence Id Evidence Hash Resource id Toolid CSPid

Apply changes

Registered evidences

Date per day

L timestamp

Evidence id

Resource id Tool id CsPid Hash
2022-06-08 1654671937700244148 656de3e8-e6f9-11ec-b2af-7ad8dc460... dummyAgentl evidence-collector:v0.0.16 NfA %D1UE%T7F%17%99%D6%17x%B4%BS.
2022-06-08 165467 1886637785398 a0a7e16a-8908-4b22-bdBa-69576dcs... /subscriptions/a77071d2-0679-45be-a... Clouditor Evidences Collection N/A HEE%OD%CE%FS0z%D7 %C6%AFz%88..
2022-06-08 165467 1886589060307 D615235f-c26a-4365-99a4-df8e9a019... /subscriptions/a77071d2-0679-45be-a... Clouditor Evidences Collection N/A H22%ET7%BEREG%5EB%EA%B5%09%B...
2022-06-08 165467 1885568955866 ed64ce74-a09b-4dda-809c-9a9828al... /subscriptions/a77071d2-0679-45be-a... Clouditor Evidences Collection N/A %BCHE2%83~%5CHhEF%BBHAT RABX...
2022-06-08 1654671882491620736 6e80cBba-e01d-4c83-b38¢c-434a2646...  /subscriptions/a77071d2-0679-45be-a... Clouditor Evidences Collection N/A %2AJZ%A0%BCE%AERDO%03%DF %DE.
Filter Assessment Results. Look for a specific:
Assessment Result id Metric Id Assessment Result Hash Compliance Hash
~ ~ ~ ~

Figure33. MEDINA Evidence Trustworthiness Management System graphical interface
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4.7 Evidence Collection and Security Assessment (block #7)
4.7.1 Evidence Collection

Evidence Collection (Clouditor Discovery)

The evidence collectors form the first automated step in the MEDINA evidence pipeline. They
scan a certain resooe and compile information about it to be assessed by Sexurity
AssessmentThe Cloud Evidence Collectigmmovided by Clouditor discovers existing cloud
resourcesge.g.,from Microsoft Azure systems, and retrieves information about them. It then
creates a MEDINA evidence and sends it to the Security Assesshisitomponenaddresses

KR} (Continuous Evidence Management Tools).

For more details, please refer tieliverables D3.216] and D3.417].
4.7.1.1.1 Implementation and Integration Status

TheClouditor Evidence Collectiomplements all requirements defined in D§2. Still, we will
extend its functionality regarding the cloud resourgges it can discover. It is furthermore
integrated with the Security Assessmetd which it sends the evidence, as well as with the
Orchestratowhich receives the raw evidence to be stored in a database.

The Evidence Collectimomponents arenow Open Sorce with license Apache 2.0 and the
source code is available on the public GitLab repository

4.7.1.1.2 Published APIs

The Evidence Collection offers two APIs: One for starting the discovery, and one for retrieving
the evidence collected in the lageration. See alsé\nnex EComponent Evidence Collection
(Cloud Discovery)

Evidence Collection (Wazuh)

Wazuh[18] is ahostbased intrusion detection system that features several modules for threat
detection, integrity monitoring, incident response, and basic compliance monitoring. It is
RSLX 28SR 2y AYRAQGARdAzZ t YIOKAySa Ay GckiBy- / {t Q&
related events on these machines. An additional component, \Wezuh & VAT Evidence
Collectoris used to connect Wazuh with the rest of the MEDINA framework by querying Wazuh

and producing evidence based on its state and reported evéfitsle Wazuhs a standalone
component,Wazuh &VAT Evidence Collechanctions as a microservice within the MEDINA
framework.

Wazuh addressabie KR4 (Continuous Evidence Management Tools).
Additional details about this component are availablel@tiverablesD3.2[16] and D3.517].
4.7.1.2.1 Implementation and Integration Status

All requirements define3] for eviderce collection with Wazuh are implemented. The evidence
is currently produced for a limited number of metrics, which is planned to be extended. It is
integrated (through th&Vazuh & VAT Evidence Collegtorthe Security Assessmetimponent

to which it sends the produced evidence.

29 https://qgit.code.tecnalia.com/medina/public/clougvidencecollector
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TheEvidence Collectiawomponent is now Open Source with license Apache 2.0 and the source
code is available on the public GitLab repository

4.7.1.2.2 Published APIs

There are no APIs exposed externally (to other MEDINA components). Internally, Wazuh
publishes an API for querying its state which is used byMaeuh & VAT Evidence Collector

Evidence Collection (Vulnerability Assessment Tools)

Vulnerability Assessment Tools (VAT) act as a vulnerability scanning and detection framework.

The componenincorporates multiple web application scanning tools that can be configured to
LISNA2RAOLFEE@ a0Fly GKS [/ {t Q& roareNdan®rEpdrt abglt G SA G A Y |
detected vulnerabilities. It also provides capabilities to run ymewvided vulnerability detection

scripts which can be used with VAT to produce MERIdiApliant evidence.

VAT address thER! (Continuous Evidence Management 1800
Additional details about this component are availablel@tiverablesD3.2[16] and D3.517].
4.7.1.3.1 Implementation and Integration Status

Similar to Wazuh, VAT is also connected to MEDINA by medhs Wfazuh & VAT Evidence
Collector component. Currently, evidence can be produced for custom -pssvided
vulnerability detection scripts with a configurable metric identifier.

TheEvidence Collectiartomponent is now Open Source with license Apacha@dthe source
code is available on the public GitLab repositbry

4.7.1.3.2 Published APIs

No APIs are externally exposed by VAT. Internally, VAT exposes an API to provide information
about the configuration and results of all scheduled and completed tasks. This API is used by the
Wazuh & VAT Evidence Colled¢toproduce evidence based on thiate of VAT. The evidence

is forwarded to the Security Assessment componéhibdito).

Security Assessment (Clouditor)

Oncethe evidencehasbeen collectedit must beassessed regarding the requirements specified
in the respective certification catalog. The Security Assessmeffitst obtains predefined
metrics data and policies from th@rchestrator It then uses this data to assess incoming
evidence regarding their compliance with the metric datasessment Resuldsethe output of

this component ad include the compliance state, resource ID, and other information that
enable auditors to trace a necompliance to its exact source. It addresses KBBhiinuous
Evidence Management Tools) and KR5 (Cloud Certificate Evaluator).

For more details, pleasefer todeliverables D3.216] and D3.917].

30 https://git.code.tecnalia.com/medina/public/wazuliat-evidencecollector
https://qgit.code.tecnalia.com/medina/public/wazuleploy

31 https://git.code.tecnalia.com/medina/pulit/wazuhvat-evidencecollector
https://qit.code.tecnalia.com/medina/public/vatieploy
https://git.code.tecnala.com/medina/public/vaigenscan

© MEDINA Consortium Contract No. GA 952633 Page65 of 104
www.medinaproject.eu (@) e-sn ]



http://www.medina-project.eu/
https://git.code.tecnalia.com/medina/public/wazuh-vat-evidence-collector
https://git.code.tecnalia.com/medina/public/wazuh-deploy
https://git.code.tecnalia.com/medina/public/wazuh-vat-evidence-collector
https://git.code.tecnalia.com/medina/public/vat-deploy
https://git.code.tecnalia.com/medina/public/vat-genscan

D5.4 ¢ MEDINA integrated solution2 Version 1.@; Final.Date: 31.012023

Implementation and Integration Status

The Security Assessmembmponent currently implements all mandatory requirements as
defined indeliverable D5.22]. It is integrated with theevidence Collectiand theOrchestrator
and therefore implements all necessary integrations. These also incledetdgration with the
Keycloak component.

TheSecurity Assessmettmponent is now Open Source with license Apache 2.0 and the source
code is available on the public GitLab repositéry

Published APIs

TheSecurity Assessmeatfers two APIsonefor providing evidence to be assessed, and one for
querying assessment results. See #lsmex EComponentSecurity Assessment (Clouditor)

82 https://qit.code.tecnalia.com/medina/public/securitgssessment
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5 MEDINAIntegrated User Interface (block #8)
This sectiorprovides an irdepth descriptiorof the MEDINAntegratedUser InterfacglUl)

5.1 Implementation

5.1.1 Functional description

The goal of theool is to provide anainaccesgoint for the MEDINA Framework: it integrates
with existing authentication and guides users based on their authorization levibletaiser
interfaces ofspecific components.

5.1.1.1 Fitting into overall MEDINA Architecture

The MEINA Framework is developed with a microservices architecture. Thus, each component
implements its ownGraphicalUser Interface (GUL For this reason, théMEDINAFramework
GUIsare separated,and the fnal users need a leading thread that makesasier to navigate
through content.The MEDINA Integrated Ul integrates all these GUIs into a single and organized
entry point.

5.1.2 Technical description

In order to facilitate independent team frontend development of functionalities, the

I NOKAGSOGdzZNE OK2aSy 7T2MINEKNEYE kiid SMarshffdcturéd A 2y A a
allows to embed in a main frontend component (Integrated Ul) any other Ul in the framework
regardlesof the underlying technology.

5.1.2.1 Prototype architecture

The following diagram describes a simplified architecture ftbmintegrated Ul perspective.
The client lands on thintegrated Uland then the user can navigateo the GUI provided by
other componens. These components need to ptement aKeycloak adapter in order to
enforce authentication.

1

GLIENT

N NGINX
pe# REVERSE W
T PROXY

M EDlNA MEDlNA
COMPONENTS COMPONENTS
l(aycloal( GUIs lcowloau APIs
aa-pm

“- &E“Z‘-‘_ﬂ_ﬁ‘fﬂgﬁﬂ.”_—r] “

P  AUTH
, »4  SERVICE MEDINA

COMPONENTS

INTERNAL
APIs

Figure34. MEDINA Ul Architecture
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Description of components
5.1.2.2.1 Authentication and authorization

Authentication is managed by Keycld&kvhich is a standalone component based orogen

sourcesolution. It provides a Ul and,jtlr due initial configurationadvanced authentication and

authorization capabilities, including SSO, Identity Brokerage and role mapping. Every
componentimplementt GYSeOf 211 | RIFILWGSNE gKAOK OdGa a Iy
resources requests whether:

1 The client requesting user authentication is a registered client

1 The user is authenticated, if not it redirects to login page

1 The user is authorized fdine requested resource based on its role on Keycloak config-
uration, if not it redirects to an appropriate error page

Once a user is authenticated, a JWT is provided which contains user information and roles. It
allows us to implement in a safe way featureg ldonditional formatting and routing based on
dzZaSNRa NRfSod® C2NJSEIFYLIX ST | /{t ¢2dZ RyQi &aSS 4K

User information - DEBUG PURPOSE ONLY

Username admin
First name admin
E-mail admin@localhost

eyJhbGeiDiJSUzITNilsInR5cClgOiAiSldUliwia2IkliABICI4WWZISUF SMFdjeGe 1 cFBwbmFwdFhGalgwelESb1o4YnETOW

Token . - T
mUXfmG36U0HIXLonVEls15r6guiM SIRMpey6IvkSAHMMCKdt-yIHto8xPri eQtGodyfBCoj KT 2OtiTKWw_z_w2YBnefch
Decoded Tok:
ode _o l.?n 813d82df-2d31-4ee1-9cab-f38137bd1f14,27ec470e-952b-40e7-9167-a7c3e58bd53d,f712bBbe-5bd0-4df7-3e34-9e1fb!
cloudserviceid
Decoded Tok:
© _e © l?n ., CloudServiceProviderTest1ID,Fabasoft Bosch
cloudserviceproviderid
Client Roles showCatalogue, showCML,showSATRA, showOrchestrator,showl ser,admin,showAMOE,user,showCCE
Realm Roles Read,Delete Create, Update, engine,uma_protection test-fake-role, manage-account manage-account-links view-profile, At

E-mail verified ‘fes

Figure35. Bearer Token Fields

As shown irFigure35, the token provides user related information available to the components
that are being accessed. In particular during g@sond roundve took advantage df in order

to provide the cloud services and cloud service providers references that are linked to the
current user.

33 https://www.keycloak.org/
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e.g. Auditor,

External
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Compliance Manager

Bosch Active Directory \
Federation Services Role inheritance Authentication&
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configuration
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Individual
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Functionalities

E _ ,_/’/ MEDINA Microservices

Figure36. Keycloak server
In MEDINAthe Keycloak identity management server acts as:

1 A source of truth for athentication and authorization of users and microservices
communication

1 Anidentity broker for existing enterprise identity providers

1 Based on OpenID Connect standard

Microservices take advantage k#ycloak adapterso communicate withkeycloakserver.Each
microservice has its corresponding configurationkeycloak server.

As aresult, we have successfully integratethe Enterprise Identity Provider authentication
provided by the UC({BoschActive Directory)in M27.

5.1.2.2.2 Integration of components

Tablel7 showsthe list of components integratd in M27 in the MEDINAntegratedUl and the
chosenintegration strategy. Respect to M15, waring this period we integratedour new
components These new integrated components are highlighted in light gredrabiel?.

Tablel7. Integration strategy for the different MEDINA components

Component name \ Integration strategy \
Catalogue of Metrics and Controls Iframe
Orchestrator* Iframe
*This integration has been set up, but will be finalized in the n
phase
CNL Editor Iframe
Continuous Certificate Evaluation Iframe
Risk Assessment and Optimisation Framework Iframe
Keycloak Rest API
Organizational Evidence Gathering and Processing Iframe

5.1.2.3 Technical specifications

The prototype is developed using Angular[2Q], a modern typescript framework that allows
us to build higkperformance, scalable, componehased single page web applications The
framework is enriched with Angular Material 2 librd30], a set of high quality animated
responsive components that follow Material Design Ul specificatibime application runs on a
Nginx web serve21].
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Integration of micrefrontends is obtained througtirames and REST AR particular, since the
micro-frontends are deployedin the Kubernetes clustewe are able to integratehem by
providing the URL of the component and update automatictilly referred services in the
application, with great benefite productivity.

Web application source code is packaged as ES flattened module and added to a Nginx:alpine
image, in order to containerize it.

5.1.2.4 User Interface structure

In this section we presenhe authenticationprovided by the MEDINA Integrated. Ul
5.1.2.4.1 Login, authentication andlframe embedding

Unauthenticated users that try to accei® integratedUl| are redirected takS & Of 2 { Qa f 2 3 A
page (see Figure 37). We collaborated with UC1 in order to integrate the possibility to
authenticate withthe external identity provideprovided byBoschin the MEDINA Login page

Thanks to this approadnusenregistered into the Bosch Active Directaan bealsorecognized

in the MEDINA Framework.

MEDINA

Figure37. Keycloak Login Page

After inserting correct credentials, users are redirect to the page that the request was originated
from (seeFigure38).

The Ul is composed of a fixed top navigation bar and a dynamic lateral navigation bar, so that
the latter can be hidden or shown depending on screen size. Main content is rendered inside
the container by Angular Routing Component, depending on the reqdestelpoint. For
example, path /frame renders dframe component which embeds a different application.

In the following examplethe IntegratedUl embed<Cataloguedashboard. Asxplained before
the authentication is received correctly by the embedded poment, without the need to log
in again.
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g MEDINA Welcome to the Medina DEV environment. 2

@ :boun Security Frameworks

oty e

£ Refresh list

€ Controls and
Metrics

8 orchestrator Home » Security Frameworks

Regquirements &
\ BuiFameT Name Description Version Related Categories

N Obligations
EUCS EU Cloud Services certification scheme August 2022 Categories ¥ @ View # Edit

Organisational
I8 Evidence

Assessment

This project has received funding

from the Europaan Unior's Harizon

Figure38. FullScreen IFrame Embeddir@atalogue and Integrated Ul
5.1.3 Delivery and usage

5.1.3.1 Package information

The package has the following structure:

Tablel8. Paclage Structure

Path | Description

/conf Contains specifications that are used by docker when generatir|
image to configure Nginx web server

/dist Contains the result of the build
/keycloakdew-docker The docker compose for loaddvelopment described in the readm
compose file
/kubernetes Contains kubernetes configuration files for deployment
/Kubernetestest Contains kubernetes test configuration files for deployment
/node_modules Contains installed npm modules
/realm-config This file contaiea backup of the keycloak realm configurations
I/src/Dockerfile This file contains specifications that are used in order to bui

docker image
[src/assets/config/config.json| Contains application configuration which can Ipeodified at

runtime
/src/lenvironments/ Contains static configurations based on environment (detest)
/srclapp/services Contains services that are generated via OpenAPI specs in or(
integrate with other applications iIMEDINAFramework
/srclapp/ Containghe main component®f the application

5.1.3.2 Download

The Integrated User Interface is clossalirce and published on the private TECNALIA GitLab at:
https://git.code.tecnalia.com/medina/wp5/task 5.3/integratedi [internal use only -
authentication required].
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6 Conclusions

This documentreports on how the objectives for M27 relted to task 5.3have been fulfilled

First of all, the environment is kept in maintenara@mpared to thefirst versionof M15, and

the automation of the solution has been improved by redefining the methodology described

with the use of CI/CD pipeline$he adoption of theCl/CDstrategy enables the automatic

release of the components in the two virtual environmeatshe Kubernetes clusted RS @3¢ | Yy R
aiSatéod ¢KS O2YLRySyida GKIFIG YIRS dzZJd GKS SA3IKI
architecturehavereached aighlevel of maturityand some components such 8Skndblock

five componentdave beeradded for the firstime.

In addition the document shows the seven scenarios identified in the previous version in a new
way by introducing roles andheir level of visibilitythat define the allowedactions.At the same

time, integration activitieshave been ledwith the support of technicalwebinars and
demonstratiors on different topicsregarding the DevOps approach integrated with the
Kubernetes environmenthe Keycloak integratiowith the componentand hov to managethe
authorization and filtering iMEDINA

The rext activitiesplanned for the third and last versionofthisa 9 5L b! Ay GdS3INI G§SR &
foreseeimproving the solution with feedback coming from the Use Casaml improving the

security pipelindyaddingthe MEDINAD 2 Y LJ2 V' S v (. A datistata¥yistaté of completion

will be reached for each component and the Integrated User Interface will be finalised with the

fulfilment of all requirements, in particular regarding the look & fédlis final version will be

releasedn M33.
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8 APPENDIXA: Operating Environment

The MEDINA framework functionalities are made up by the collaboration of all the-micro
services, which communicate each other through REST API, are packBgetén images and

run in Docker containers. Kubernetes orchestrates all these containers in a virtual environment
running on higkavailable cluste

8.1 Kubernetes Installation and Configuration

This section illustrates the container orchestration solutioattis executed over the setup
infrastructure describedh Sectior2.1.1

Different resources are needed to proceed with the installation esrfiguration of the cluster.
We used RKR2] for the installation of Kubernetelgl] in the three nodes, Rook/CefB3] for
the configuration of storage and Metall[B4] for the network configuration.

The Kubernetes cluster is configured and managed by Rancher Kubernetes Engif@2{R¢E)
opensourcedistribution that simplifies the installation and operations of Kubernetes. The RKE
client is installed on a console host at the cicd.medina.esilab.org VM and communicates with
the nodes of the cluster through SSH (Secure Shell prof@&j. Through RKE, we have
configured each cluster node to be both Master and Worgegranteeingault-tolerance and

high availability. To do so, RKE creates on each of them the control plane, kubelet and kube
proxy resources in Docker contaiser

) ||
- | e -
—+ i s i .

il | locker H
o | | " e

! '
4 Worke X Control Plane ,)

Master & Worker (k800 VM

|

RKE & Kubect! (cicd VIVI})

-
o
=
)
]

i
R Control Plane /'

Master & Worker (k8s01 VM) Master & Worker (k8s02 VM

K8s cluster

Figure39. Kubernetes cluster installation with RKE

All the micreservices can store their data in an easy and secure way thanks to the configuration
of a distributed filesystem. Indeed, each node of the cluster provides @G®0of storage,
managed by Rook/Cepnd exposed as a single, unified cluster filesystem

Ceph is ampensourcedistributed storage solution for deliver block storage, object storage and
shared filesystem in a single, unified system. It ensures clusteg gstahitoring and handles
data replication, recovery and rebalancing.

Ceph is deployed to the Kubernetes cluster by Rookithamopen-sourcecloudnative storage
orchestrator enabling Ceph to easily run on Kubernetes cluster. The Rook operator is a
Kubenetes resource that automates the Ceph management and installation and turns Ceph into
a selfscaling, selmanaging and seliealing storage service.
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Thanks to this configuration, the data are replicated across the three node<;BQff storage
andfault-tolerance and high availability are assured.

The micreservices running on the Kubernetes cluster are packaged in Docker images and stored
on a private Docker Registry running on Artifactory by JBlog

In order to have Kloernetes access the Docker Registrgpacific integration has been done:
secrethas beercreated with the registry credentials. This allows Kubernetgauibthe micro
service image anthenrun it on the cluster

The images are pushed to the Dockegistry according to the following structure thaias
agreedin the project:
<medina_registry_urlwork packae>/<task >/<image>:<tag>

H optima-medina-docker-dev-local
= wps
= 152
& springswagger-template
I _uploads
@ lates

Figured0.9 EOSNLII 2F a95Lb! Q& 5201 SNJ NB3IAadNe

The REST API exposed by each nrservice is reachable from the Internet using the

GF PlLyadYSRAY Il ®SEAAT | 0 P2 NHE P w[ I 170.26NMB20Ud2 Y RA Y 3 i
particular, on the Kubernetes cluster an ngjas] servie is configured as a proxy to redirect all

the requests to the correct micrservice component. The binding between the nginx service

and the public IP is setup with MetalLb. Meta|2B] is a network loaebalancer implementation

that associates the public IP to the nginx service and uses standard routing protocols to make

available (part of) the network behind the Kubernetes cluster. It is essential for the MEDINA

cluster because, unlike a public cloud provider cluster, this cm® o load balancer and

Kubernetes does not provide it by itself.

The user can address the environment s/he wants using this URL naming convention:
<component_names<environment [test or dev]>.k8s.medina.esilab.org

For example, if the user needs B FSNJ (12 GKS !t A 6SBTBAER O LB KSy
running on the Kubernetes test environment, s/he will address it as:
apiswaggettest.k8s.medina.esilab.org
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<component_name>-dev DEV

k8s.medina.esilab.org

<compeonent_namex>-test

.k8s.medina.esilab.org TEST

9 Kubernetes Cluster |

Figure41.URL naming convention for dev/test environments

8.2 Kubern etes Dashboard

Kubernetes Dashboard is a wbhsed User Interface for the Kubernetes cluster. It is helpful to
deploy containerized applications to a Kubernetes cluster, troubleshoot them, and manage the
cluster resources. We installed K8s Dashboard ubkimd¢ielm package managgo].

To have access to the Dashboard it is needed to generate a Service Account token by creating a
ASNAOS | O02dzyi® 2SS KIS G662 aSNBAOS | ©O02dzyi ¢
FRYAY ¢ GKFIG KEFEa 00Saa G2 |t ber-d2f SINES STNI NBE KR IZNINSN
access that has restricted permissions only to dev and test namespaces. We must copy the token

to signinto the Dashboard.

Kubernetes Dashboard

(® Token

Every Service Account has a Secret with valid Bearer Token that can be used to log in to Dashboard. To find out more about how to configure and use Bearer Tokens, please refer to the Authentication section

O Kubeconfig

Please select the kubeconfig file that you have created to configure access to the cluster. To find out more about how to configure and use kubeconfig file, please refer to the Configure Access 1o Multiple Clusters
section

Figure42. Service Account type used for the Kubernetes Dashboard

The Dashboard is exposed over HTTPS (see  Figure 43 at
https://dashboard.k8s.medina.esilab.org/#/logjimternal use only authentication required]
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Cluster Roles
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Figure43. Kubernetes Dashboard

We have a secure Dashboard since certificaies usedto expose it over HTTPS. These
certificates are installed using cartanager[27]. CertManager automates the provisioning of
certificates and provides a set of custom resources to issue certificates and attach them to
services.

One of the most common use cases is securing web apps and APIs with SSL certificates from

[ S &mergpt. Basically, weaveinstalled CedManager using the manifest file, created an issuer

GKF{G dzaSa GKS [SGQa 9yONRLIG !'tL F2NJ 6KS &ALISOAT
exposed the Dashboard over HTTPS.
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9 APPENDIXB: Docker and Kubernetes Webinar with Sample
Component Integration example

¢CKS O2YLRYySy(daQ e fiaskrouBdwhsioyiaintadusllly byalRpgartndrs/ then
it would be automated in the next MEDINA framework versiohs.support all partners with
thisfirst integration, a webinawas organizedh which an example projeetaspresented.

The webinar included a part dedicated to the explanation of the main aspects and operations of
Docker and Kuberneteand another part for the demonstration of all needed stepsiéploy a
sample project in the MEDINA environment.

¢KS &l YLX S LINR2SOGz GKIG Aa | ALINAY3I agl I33aISNI |
GitLab located at TECNALIA. It exposes a REST API and stores data on PostgreSQL database while

the Dockerfile the Kubernetes manifests files and the README instructions are available on the
repository.

Name Last commit Last update
& kubernetes Added kubernetes yaml configuration files 1 menth ago
& sre Initial commit 8 months ago
4 .gitignore Initial commit 8 months ago
& Dockerfile Initial commit 8 months ago
B2 LICENSE Initial commit 8 months ago

README.md Updated readme 1 menth age

pom.xml Initial commit & menths age

Figured44. Spring Swagger Template on GitLab

The demo of the sample project illustrates step by step all the actions to do for the correct
configuration and deployment of it, starting from the build and upitorelease in the k8s
cluster.

Figure45. Sample project deployemt steps

First of all, the project is packaged with MaJ@B] and an executable jar is created.
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This jar is included in the Dockerfile for the docker image creation. Then, after the login on the
private Docker Registry Artifagtg the docker image is pushed following the path convention
at:

optima-medinadockerdev.artifact.tecnalia.com/wp5/t52/springswaggeemplate:latest

The final step is the deployment of the docker image in the k8s cluster through the Kubernetes
Dashboard.

Once applied the Kubernetes manifests, the application is reachable from the inserr@iding
to this URL convention:

<component_namesx<namespace {dev, test}>.k8s.medina.esilab.org
For example, the access to the application in the dev enviegnins at:

http://api -swaggerdev.k8s.medina.esilab.org/swaggeaifindex.html#/

E—

My Project Template REST API®

e

template-service-implementation tempiate Service Implementation ~

Figure46. Demo project in the test environment
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10 APPENDIXC. First integration workshop

The aim of the workshop fahe first round wasto releasethe first version of the MEDINA
Framework in the development environment of tloduster The integration and release of
componentswasdone manually by the partnesshich, howeverwould be automated through
the CYCDpipelinesin the next rounds.

To carry out the integration of the components, partners were provided with access credentials
to GitLab, Docker Registry Artifactory and the KubernBeasshboard.

During the workshop the first five actions foreseen by the defined methodology were
successfullcompletedby all partnersfirst of all,each project hd been uploaded tdGitLab,

then the Docker imagebadbeenpusheal on the Artifactory registrand finally the Kubernetes
manifest fileshad been created and applied to the development environment via the
Kubernetes Dashboard.

At the end of the workshop, all components planned for this rowsde successfullyeleased
in the development environmer(seeFigure4?).

kubernetes ev Q  searcn

= Workloads

Workloads @ Workload Status
Cron Jobs
Daemon Sets Succeeded 1y
Deployments
Jobs
Pods
Replica Sets

Replication Controllers

Stateful Sets Runring: 19 Running: 2 Running
Service N Deployments Pods Replica Sets
Ingresses
Services
Deployments
Config and Storage
Name Images Labels Fods
ConfigMaps #
v v y ia.com/wp3/t32/
Persistent Volume Claims 1 ®  wazuhvat-evidence collector optime-medina-docker-dey artifact tecnalfa.com/Wp3/32/WZ  pp: wazuirvat-evidence-callector 11
Secrets 3 y y S —
@  biockehaindepioy optima-medina-docker devartifacttecnalia commp3/SIBIO 40, s iockohain T

Storage Classes
Cluster

Cluster Role Bindings

®  rsofengine

®  integrated-ui

optima-medina-docker-dev.artifact.tecnalia.com/wp2/t24/risk-
assessement-engine:latest
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tim ‘: ('* ker-dev.artifact tecnalia.com/wp5/153/inte
gratec-uilates

app: engine-risk-assessement

app: integrated-ui

Cluster Roles ; o

Events i @ colediorfrontend e ooker-devartifacttecnalia app: crkeditor-frontend 11
N T

Namespaces ®  coleditorap pr artifact tecnalia T s

Network Policies 1
Nodes

Persistent Volumes
Role Bindings

Roles i

®  nizenktranslator

®  cloud-evidencecollector

@  security-assessment

oftwmarr“‘ dock
nkiranslator|atest

dev.artifact tecnalia. com/wp2/t23/ni2c

optima-medina-docker-dev.artifact tecnalia.com/wp3/t32/clou
d-evidence-collectoriatest

optima-medina-docker-dev.artifact tecnalia.com/wp3/t32/sec
urity-assessmentlatest

app: api-nizenktranslator

app: cloud-evidence-collector

app: security-assessment

optima-medina-docker-dev.artifact tecnalia.com/wp3/t31/orc

Service Accounts N @  orchestrator B

app: orchestrator 11

Custom Resource Definitions

Figure47. K8s Dashboard: Components deployed inettwironment

Figure48listsall the components of the MEDINA Framework: the green everge released on
the development environment, the yellow ongould be deployedin the next roundand the
blue onesvouldnot bereleaseal in the Kubernetes clustem particular, he Codyze component
would be integrated in the MEDINA Security pipeline and Wazuh and \6Aldwn on a
dedicated standalone VM provided by TECNALIA.
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INTEGRATION COMPONENTS STATUS

Integration Steps

Component Owner (Partner) |Work Package| Task TECNALIA GltLab Containerization|K8s file| OpenAPI specs Push to Docker Registry Deploy Dev Deploy Test
CNL Editor HPE WP2 T2.4 yes yes yes yes yes yes no
Metrics and measures catalogue TECNALIA WP2 T2.2 yes yes yes yes yes yes no
NL2CNL Translator CNR/Fabasoft WP2 T2.3 yes yes yes yes yes yes no
DSL Mapper CNR/Fabasoft WP2 T2.5 yes yes yes yes yes yes no
Cloud Evidence Collector (Clouditor) FhG WP3 T3.2 yes yes yes yes yes yes no
Security Assessment (Clouditor) FhG WP3 T3.2 yes yes yes yes yes yes no
Orchestrator (Clouditor) FhG WP3 T3.1 yes yes yes yes yes yes no
Codyze FhG WP3 T3.3 yes (partly) yes \ no yes no (integrated Jenkins) no
Blockchain Monitoring Tool TECNALIA WP3 T3.5 no (proprietary component) yes yes yes (partially) yes yes no
Static Risk Assessment and Optimisation Framework CNR WP2 T2.4 yes yes yes yes yes yes no
Dynamic Risk Assessment and Optimisation Framework CNR WP4 T4.4 no \ \ \ \ Ay N\
Wazuh + VAT evidence collector (interface to sec.ass.) XLAB WP3 T3.2 yes yes no no yes no no
Wazuh & VAT proprietary XLAB WP3 T3.2 no (proprietary component) no \ no no no (standalone VM) no
Continuous Certification Evaluation XLAB WP4 T4.1 yes yes yes no yes yes no
Life Cycle Manager FhG WP4 T4.3 yes yes yes no yes no no
Organisational evidence management tool Fabasoft WP3 T3.4 no no no no no no no
Integration Ul HPE WP5 T5.3 yes yes yes no yes yes no
Figure48. Status of the first integration of MEDINA components
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Furthermore, partners performed point to poit¢ststo verify the communication in pairs of
the releasedcomponents Table19 showsin green the working ones.

Tablel9. Point to point communication tests

Component Name Component Name Status
Orchestrator Countinuous Certification Evaluatior CONNECTED
Orchestrator Blockchain Monitoring Tool CONNECTED
Orchestrator Security Assessment CONNECTED
Orchestrator Metrics and Measures Catalogue NEXT ROUND

Cloud Evidence Collector SecurityAssessment CONNECTED
Security Assessment WAZUH + VAT Evidence Collectol CONNECTED

DSL Mapper Orchestrator NEXT ROUND

DSL Mapper Metrics and Measures Catalogue NEXT ROUND

NL2CNL Translator Metrics and Measures Catalogue NEXT ROUND

CNL Editor DSLMapper NEXT ROUND

CNL Editor NL2CNL Translator NEXT ROUND

CNL Editor Metrics and Measures Catalogue NEXT ROUND
Organisational E\(/)lccjilence Manageme Metrics and Measures Catalogue NEXT ROUND
Stat.'c .R'S!( Assessment and Metrics and Measures Catalogue NEXT ROUND

OptimisationalFramework
Countinuous Certification Evaluatior Metrics and Measures Catalogue NEXT ROUND
Countinuous Certification Evaluatior| Dynamlg R'?k Assessment and NEXT ROUND
Optimisation Framework
Dynamic Riskssessment and Life Cycle Manager NEXT ROUND
Optimisation Framework
Integration Ul Metrics and Measures Catalogue CONNECTED
Keycloack

Integration Ul Metrics and Measures Catalogue CONNECTED
Integration Ul NL2CNL Translator CONNECTED

Integration Ul Orchestrator NEXT ROUND
Organisational E\(/)lglence Manageme Orchestrator NEXT ROUND
Integration Ul Organisational I_T_\cl)lglence Manageme NEXT ROUND
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11 APPENDIX D: Generic Architectural Workflows

This Appendix revisisnd updateghe details related to the generic architectural workflows as
presented in D5.31]. As required, the workflows have been updated for the purposes of the
present deliverable.

11.1 WF1 - Preparation o f Target of Certification (ToC)

This initial workflow, despite not invoking any of the MEDINA components, is an evident pre
requisite for the CSP to fulfil before the certification process starts. Its main goal is for the CSP
to prepare the Target of Cefitation (ToC), both from a technical (e.g., deploying the actual
cloud service in the hyperscaler) and organizational (e.g., gather the operational manuals in
electronic format) perspectives.

11.1.1 Related Architectural Components

As mentioned above, this wotkfv does not involve any of the MEDINA components. However,
it setups the ToC elemenis building blocks 5 and 7 froRigurel5, namely:

1 ¢ 2 /ofganizational evidence (electronic format)
1 Cloud services comprising the ToC (e.g., laaS/PaaS/SaaS), which can be deployed in one
or more hyperscaler

11.1.2 Workflow

Table20 describes the steps associated to this workflow.

Table20. WF1 description

{iS5SAONALIIA2ZY w2t
1 Documentation  related tg CSP* | The documentation can be made available

organizational measure portable formats like PDF.

implemented by the Clouc

Service is gathered and mac

available in electronic format.

2 All Resources that comprise tff CSP | The impact level will be further used

Cloud Service/ToC (VMs, S( subsequent workflows for the purposes of ri
Web Apps, SaaS, etc) a management. For characterizing the Resourc
assigned to an impact leve the current data model in D3.[2] considers
technically configured and three impacts levels corresponding to each
deployed in the hyperscaler. confidentiality, integrity and availability.

11.2 WF2 - Preparation of MEDINA Components

The second generic workflow of the architecture (WF2) refers to the actual configuration and
deployment of those MEDINA compents which are needed for certifying the Cloud Service.
This WF2 does not perform any actual assessment, but it is a required set of deploying actions
before the certification process is triggered by WF3.

11.2.1 Related Architectural Components

This workflow irolves the componentis building blocks 1, 2, 7 and 8 frdfigurel5, namely:

1 Catalogue of Controls arMetrics

341n this generic context, CSP means the entity responsible of the ToC (EUCS requestor).
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= =4 -8 -4 A -8 _a -9

Organizational Evidence Gathering and Processing
Secuity Assessment (CS Level and QSJpuditor Assessment

Evidence Collection / Security Assessment CS level and CSP Native (Azure Policies)

Evidence Collection / Security Assessment Application Level (Codyze)

Evidence Collection Wazuh
EvidenceCollection VAT

Trustworthiness Evidence Management system (DLT)
Company Compliance Dashboard / Integrated Ul

11.2.2 Workflow

Table21 describes the steps associated to this workflow.

Table21. WF2 description

[ { 1§5Sa0ONRLIIAZY w2t S/ 2YYSyia

1 Configuring the following settings in th CSP The Integrated Ul provides the enti
Company Compliance Dashboard point to the MEDINA framework, an
Integrated UL: as such it needs to become integr
a. SSO integration LI NI 2F GKS /{t¢
b. Setup users and roles actions like SSO integrationrea

needed. A rolebased authorization
model allows MEDINA users to or
perform specific actions.

2 Setting up the Catalogue of Controls at MEDINA® | The Catalogue of Controls ar
Metrics: Metrics is prefiled with EUC!
a. Configure the EUCS catalogue w information, so it comes oubf-the-

all assurance levels, and includil box for the CSP (see WF3).
corresponding
controls/requirements/metrics.

3 | Configure the Security Assessment-({ CSP The MEDINA framework guarante:
Level and OS)Clouditor Assessment: that corresponding agents can &
a. / t 2 dzR A ageMNI3 deployéd ir deployed atscale on the

VMs Resources from the ToC corresponding Resources.
b. / t 2 dzR A-le@INSzénfiguréd ir
PaaS Resources from the ToC

4 | Confguration of (Technical) Evidenc CSP In analogy to the collector describe
Collection / Security Assessment CS le in Step 3, thisCSHNative one is usec
and CSP Native (Azure Policies): to gather evidence from technice
a. CSFNative is configured tc measures.

automatically collect complianc
data from Azure

5 | Configuration of (Technical) Eviden CSP Used to gather evidence fror
Collection / Security Assessme technical measures (codevel).
Application Level (Codyze):

a. Codyze is configured

6 | Configuration of (Technical) Eviden CSP Used to gather evidence fror
Collection Wazuh: technical measures.

a. Wazuh is configured

7 | Configuration of (Technical) Eviden CSP Used to gather evidence fror
Collection VAT: technical measures.

a. VAT is configured
35 This role means the actual MEDINA framework ¢(haman role).
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S5SAONRLIIAZY
8 | Configuration / activation of the CSP This component is linked to th
Trustworthiness Evidence Manageme Orchestrator
system (DLT) for the evidenc
management and security assessme
results management

11.3 WF3 - EUCS]eployment on ToC

After the ToC has been deployed on the hyperscaler (WF1) and the corresponding MEDINA
components were configured/deployed by the CSP (WF2), then it is possible to use the later for
certifying the Cloud Service. That is the goal of thiSWF
11.3.1 Related Architectural Components
This workflow involves the componeritsbuilding blocks 1, 2, 5 and 7 frdfigurel5, namely:

9 Catalogue of Controls andetrics

1 CN Editor

1 Organizational Evidence Gathering and Processing

1 Orchestrator / Clouditor Orchestrator
11.3.2 Workflow

Table22 describes the steps associated to this workflow.

Table22. WF3 description

{iS5SA0NALIIAZY w2f $/2YYSyia

1 The Company Compliance Dashboar ~CSP | Required information from the
Integrated Ul isused to perform the Resource include the impact lev
following actions: mentioned in  WF1. Additions
a. Each Resource comprising t attributes of the Resource are

Cloud Service is registered populated as needed and based on t|
MEDINA as part of the ToC. MEDINA data model.

2 | The Catalogue of Controls aiMetrics| CSP | ¢ KS RSTl dzf & @I f dzS
(Ul) is used to: the one requiring  continuous
a. Select EUCS Assurance level for monii 2NAyYy 3 Ay 9!/ {

ToC to certify FYR a{dzoadlydalrtsé

3 The Ul from the CNL Editorisusedt¢ CSP | Once the corresponding Obligatior

a. Select suitabléuilt-in Metricsas have been selected and configured wi
provided by the Metrics a Target Value (including th
Recommender (or accept the one comresponding Metric), then they ari
pre-selected by default) ready to be stored along with the Ta

b. Customize Target Valu€son the AYF2NNYIEGAZ2Y AYy a9
selectedbuilt-in Metrics.

4 The Organizational Evidence Gather CSP | These documents aistored directly on
and Processing is used to upload t the database of the component, an
collected documentation (see WF1) y2i 2y GKS hNOKSa

5 The Orchestrator stores the configure MEDINA | n/a
ToC information (see steps3) in its
corresponding database.

%6 1n the form of Obligations
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11.4 WF4 - EUCS Preparednessz ToC SeltAssessment

This workflav relates to the components in charge of performing the static risk management

(SATRA) and the EUCS-asfessment (Catalogue of controls and metrics) as documented by
D27[10]and D2.411]respedi A @St &€ d ! f G K2dAK {! ¢w! AYLI SYSyida |
which does not need to be technically deployed in the Cloud Service (cf. WF3), it is integrated

into the whole MEDINA framework thanks to the unified UI.

11.4.1 Related Architectural Components
Thisworkflow involves the componenis building blocks 1 and 3 froRigurel5, namely:

1 Risk Assessment and Optimization Framework
i Catalogue ofontrols andMetrics

11.4.2 Workflow
The related activities in WP4 are described able23.

Table23. WF4 description

SSaONJ\LJu)\ZY  w2f &/ 2YYSyia

Catalogue of controls and metrics: CSP | The tool isbased on a questionnair
a. Create a new questionnaire after interface containing requirement:
selecting the EUCS framewakd from EUCS, just as described in D
the assurance level. [11].
b. Load aguestionnairethat has been
previously stored in the Catalogue. A closed set of possible answe
c. Provide answers to the questions fo guarantees the computation of
each requirement, based on any of degree of compliance, whic
the followingpotential answers: NBLINSaSyia iKS
a. Fully supported preparedness for obtaining an EUl
b. Partially supported certificate.

c. Not supported at all
d. Not applicable
d. Provide some evidence to support
the answers to the questionnaire
e. ldentify some norconformities
f.  Save the questionnaire
g. Generate the report
2 | Catalogue of controls and metrics: MEDINA | The structure of theaudit report is
a. The compliance result for each presented in D2.211].
requirement is calculated based on
the answers provided for all its
related questions
b. The compliance results are sent to
the SATRA erngbint.
c. An audit report is generated
including the norconformities
defined for each requirement

3 | Risk Assessment and Optimization CSP | The ToC information required for th
Framework: static risk assessment is manua

a. ToCinformation and Impact level entered into the tool (contrary to the
(per-Resource type) are entered intc automated discovery of Resources

the tool WF3), mostly because less granu

b. If applicable, the underlying details are needed for the
Hyperscaler is configured as an preparedness  ssessment. Fo
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[ {(S58Sa0NALIGARY - w2t &/ 2YYSyida

additional Resource (along with its example, details about the actui
associated Impact level) wSaz2dz2NOSaQ 02y ¥
c. Targeted EUCS assurance level is needed for this static assessment.

selected, as required fahe
preparedness assessment

4 Risk Assessment and Optimization MEDINA | The preparedness report includes tt
Framework: identification of major and minol
a. Implemented (CSP non-conformities, and comparisol
ResponsibilityNot Implemented between the ideal conformity cas
(CSP Responsibilitypt and the provided CSP answers. Mc

Applicable Unknown details are presented in D2.6.

(Hyperscaler Responsibility)
Degree of compliance for each
requirement is retrieved from
the Catalogue and reported to
the CSP

11.5 WF5 - EUCS Compliance Assessment

a95Lb! LINRPLRaSa (KS y@HASINY QINHOBNVOAYHRGAT | @M O
9!/ { RSTFAYAGAZ2Y 2F aO02y Ay dz2 geiiodicdllydaisasyingth8 R0 Y 2 y A
ToC This WF5 describeliscrete compliance assessmentahich should then be periodically

executed for the MEDINA framework to start the certification e (cf. WF6).

Further information about the underlying evidence collection mechanisms can be fold&2n
[16].

11.5.1 Related Architectural Components

This workflow involves the components showtuilding blocks 5 and 7 froffigurel5, namely:

Organizational Evidence Gathering and Processing

Security Assessment (CS Level and;@&)uditor Assessment

Evidence Collection / Security Assessnm@8tlevel and CSP Native (Azure Policies)
Orchestrator / Clouditor Orchestrator

Evidence trustworthiness management (DLT)

Evidence Collection / Security Assessment Application Level (Codyze)

Evidence Collection / Clouditor Discovery

EvidenceCollection Wazuh

Evidence Collection

=4 =4 -8 8 8 _a _a_9 9

11.5.2 Workflow
The different interactions corresponding to this WF5 are showrainle24.

Table24. WF5 description

{(GS5Sa0ONRLIIAZY w2tS/2YYSyia |

1 Organizational Evidence Gatherii MEDINA | MEDINA supports EUCS auditors in tf
and Processing: currently manual/timeconsuming
a. Automatically assesses the activity of assessing organization
uploaded organizationa evidence of the CSP (e.g., operati
documentation from the ToC manuals). The aomated assessmen

based on the selected Metrics. of such organizational evidence
expected to release auditors from mo
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{iS5SE0NALIIA2Y
of this timeconsuming activity,
although a minimum level of huma
interaction is still expectede(g, to
confirm the assessment results of tk
tool, or to providetraining data which is

CShPspecific).

2 Evidence Collection / Securii MEDINA | D3.2[16] already includes aanalysis of
Assessment  Application Lev the high assurance level requiremen
(Codyze): covered by the MEDINA tools. Tk
a. Assesses codevel Resource: includes not only the current coverag

from the ToC based on selecte but also the expected coverage once tl
Metrics extensions of the tools / nev

functionalities are included.

3 Evidence Collection / Cloudit| MEDINA | Please refer toD3.2 [16] for further

Discovery: RSGFAfA 2y YSGUNRO

a. Assesses cloud serviteyel
Resources from the ToC bas
on selected Metrics

4 Evidence Collection Wazuh: MEDINA | Please refer toD3.2 [16] for further

a. Assesses cloud servikvel RSGFAfTA 2y YSUNRO
Resources from the ToC bas
on selected Metrics

5 Evidence Collection VAT: MEDINA | Please refer toD3.2 [16] for further

a. Assesses cloud servitvel RSGFAfA 2y YSGUNRO
Resources from # ToC basec
on selected Metrics

6 Evidence Collection / Securii MEDINA | Please refer toD3.2 [16] for further

Assessment CS level and CSP N RSGFAfTA 2y YSUNRO

(Azure Policies):

a. Assesses cloud servicelevel
Resources from the ToC bas
on selected Metrics

7 Orchestrator / Clouditor  MEDINA | Organizational and technical eviden:
Orchestrator: are managed by MEDINA in the sai
a. Assessment Results  frol manner, so they can be postprocess
organizational assessments ari homogeneously by the rest ¢

stored components (cf. WFand WF7).

b. Evidence from organizational
assessments is stored

8 Evidence trustworthines¢ MEDINA | Please refer to comment above.

management (DLT):

a. Digest/hash of relevan
information related to
organizational assessments
results and evidence are storec

9 Orchestrator / Clouditor  MEDINA | n/a

Orchestrator:

a. Assessment Results frol
technical assessments ari
stored

b. Evidence from technical
assessmentss stored

c. Assessment Results are sent

Continuous Certificatior
Evaluation
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{GS5SA0ONRLIIA2Y w2f S/ 2YYSyia
10 Evidence trustworthines¢{ MEDINA | n/a

management (DLT):

a. Digest/hash of relevan
information related totechnical
assessment results and eviden
are stored

11.6 WF6 - EUCS Maintenance of ToC certificate

This WF6 departs from the current definition of certificate maintenance in the EUCS core
document (ge Figure49) and, for the purposes of MEDINA, adalso an initial stage of
GOSNIATFTAOFGS AaadZd yoOSéd ¢KS YIFIAYy 202S0GA0QS
assessments from WF5 in order to trigger the different statuses of the corresponding EUCS
certificate.

............................................................................................

: Maintenance The certificate validity is extended.
The certificate validity may be

updated to reflect some changes.
’ Renewed

B The certificate is continued

: without changes.

: ”’ Continued

E The certificate is updated
. to reflect some changes.
. Its validity is not modified.
] . « Updated

'° : The certificate is withdrawn.

. . L A new certificate is issued.,
Issuance : Potential CAB reviewing o
¢ change activity New Certificate
»  affecting
s certificate "

The certificate is withdrawn.

44 vithdrawn

The certificate is suspended.
Suspended

Figure49. Certificate maintenances¢urce: EUC$29])

11.6.1 Related Architectural Components

This workflow involves the componergkown in building blocks 3 and 4 frdfigurel5, namely:

Continuous Certification Evaluation

Risk Assessment and Optimization Framework
Automated Certificate Lifecycle Management
SSframework

= =4 -4 A

11.6.2 Workflow
The different interactions correspoim to this WF6 are shown irable25.
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Table25. WF6 description

Step  Description Role \ Comments
1 Continuous Certificatiofvaluation: MEDINA | This component automatizes th
a. Assessment Results (poiimktime currently manual audit process fq
assessment) are received from C analysinga set of evidence (in particula
chestrator / Clouditor Orchestra when operational efficiency is in scop
tor (pushmode) like in the case of EUCS High).
b. Treebased evaluation is pel
formed with received Assessme
Results (which are received pg
Resource)
c. Treebased evaluation residtare
stored in Certification Evaluatio
Storage
d. If a noncompliance is found,
then the Risk Assessment and C
timization Framework is invoke
(RAOF, see Step 2 below)
2 Risk Assessment and Optimizati MEDINA [ & YSY(GA2y SR Ay 73
Framework (RAOF): nonO2 YLX Al yOSé A
a. In analogy to WF4, the degree comparing the real(e.g., based on
non-compliance is compute( monitored/declared status 0
based on the (poinin-time) as- requirements) risk level and ideal or
sessmerd obtained from the Con (i.e., with all requirements satisfied).
tinuous Certification Evaluation threshold is to be set which determine
b. The degree of noiwompliance is if the difference is higher (major ner
communicated to the Certificats conformity) or lower (minor non
Lifecycle Manager (see Step 4 | conformity). See .6 for more details.
low)
3 Automated Certificate Lifecycll MEDINA | The core EUCS document defines
Manager: basis for MEDINA to implement th
a. Based on theOperational Effec automation of the certificate lifecycls
tiveness Criteriaefined by EUCS management.
the certificate maintenance lifecy
cle is triggered.
b. The status of the certificate can 4
updated to any of New Certificatg
Renewal, Continuation, Update
Withdraw, or Suspension.
5 Automated Certificate Lifecycl| MEDINA | Thisis a required step in EUCS to proy
Manager: transparency to the certificatior
a. Certificate status ipublished/up- process.
RIFGSR 2y GKS a9
istry
6 Automated Certificate Lifecycll MEDINA | The CAB leverages SSI techniques
Manager: issuindupdating the certificate.
a. Certificate status is notified to th
CAB (emulated by aBSiased $-
suer component).
7 SSbhased issuer: CAB The CAB leverages SSI techniques

issuindupdating the certificate.

87 Complances are not reported to the Risk Assessment and Optimization Framework
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a. A credential is issued to the Cj
(i.e., SSI based holder) with th
new certificate state.

b. Previously issued credentials wi
different certificate status are re
voked.

c. Certificate status is optionally +€
published on the MEDINA Pub

Registry.
8 SShbased holder: MEDINA | The CSP staff can check the histor
a. The credential with the update certificates status.

certificate status isreceived and
locally stored.

11.7 WF7 - EUC&Report on ToC Certificate

The goal of this WF7 is to report about the status of an Eté@icate corresponding to the

ToC and at different levels of detail, depending on the targeted audience (CAB, CSP, etc.). This
WEF7 consider for example, the case where a CAB needs to verify the technical/organizational
evidence which resulted on the quension of a certificate.

11.7.1 Related Architectural Components

This workflow involves the componerglown in building block 4 frofdigurel5, namely:

1 Automated Certificae Lifecycle Management
1 Evidence trustworthiness management (DLT)
1 Continuous Certification Evaluation

1 SSI Framework

11.7.2 Workflow
The different interactions corresponding to this WF7 are showrainle26.

Table26. WF7 description

Step Description  Role Comments |
1 Automated Certificate Lifecycle Managemej CAB | Details to display includs

a. A lookup on the Public Registigs) is| CSP |OSNIAFAOI 1SQa K
performed to search for a specifarite- | NCCA | non-compliance, etc.
rion (e.g., Certificate_ID, ToC, CSP, pe
of time, etc.).

b. If found on the Public Registry, the corr
sponding certificate is shown.

2 Continuous Certification Evaluation: CSP | The CSP is provided with tt
a. For the selected certificate (see step details related to the selectel
above), the details related to (ngncom- certificate, in particular
pliant controls/requirements/metrics/re- corresponding to the assesse
sources are displayed. controls/requirements/metrics/re

b. The associated reference implementatic sources.

TOM is retrieved from the Catalogué
Controls and Security Schemes and
ported to the CSP.

c. The associated degree of non compliar]
is retrieved from the Risk Assessment &
Optimization Framework and reported t
the CSP.
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(Optional) Evidence trustworthineg CAB | A role like the CAB will have th
management (DLT): CSP | option to check if the gatherec
a. For a selected EUCS certificate, the gg¢ NCCA|S@PARSY OS o6dza SR
ered evidencas validated and the statug life cycle management) have n(
is then reported. been tampered with. For thi
purpose, the DLT component i
invoked.
(Optional) SSI based holder: CSP | By leveraging S8hsed
a. The currenfand prevous)certificate sta- techniques, the CSP verifies ti
tus can be verified according to the cr| historicallyissued certificate.
dentials issued by the CAB.
(Optional) SShased verifier: CSP | The credential
a. A potential CSP customer (@xternal au-| custom | validity/trustworthiness can be
ditor) can ask for secure proofs abouttf  er verified.
CSP certificates status.
(Optional) SSI based holder: CSP | If requested, the CSP can send
a. Proofs of the current certificate statu its customers the informatior
canbea Sy G G2 GKS 1/ {t required to verify the certificate.
(Optional) SShased verifier: CsP
a. A potential CSP customer (or external § custom
ditor) receives the certificate status an  er

can verify itsvalidity/trustworthiness.
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12 APPENDIX E: Published APIs

Component: Catalogue of Controls and Metrics

The following screenshot series show the list of available APIs that can be used by the
components interacting with the Catalogoé Controls and Metrics

cloud-service-provider-reSouUrce cioud senice Provider Resource ~
l fapi/cloud-service providers getAiCloudServiceProviders vl
[ POST fapi/cloud-service-providers ecreateCloudServiceFrovider VI
l“ /fapi/cloud-service-providers/count countCloudServiceProviders VI
[“ fapi/cloud-service providers/{id} setCloudServiceProvider vl
|“ fapi/cloud-service-providers/{id} updateCloudServiceProvider v|
l /fapi/cloud-service-providers/{id} delet=CloudServiceProvider Vl
| fapi/cloud-service providers/{id} partalUpsateCioudServiceProvider v|

cloud-service-resource cioud service Resaurce ~
l“ fapi/cloud-services getAliCioudServices VI
[ POST fapi/cloud-services createCloudService vl

[“ fapi/cloud-services/count countCloudServicas vl
l“ fapi/cloud-services/{id} g=tC i \/I
|“ fapi/cloud-services/{id} updateCloudService V|
l fapi/cloud-services/{id} deleteCloudSarvica vl

| fapifcloud-services/{id} partialUpdateCloudSenvice v|
question-anSwer-reSouUrce Queston Answer Resource ~

l“ /api/question-answers get4/QuestionAnswers VI
[“ fapifquestion s/fcount countQuest Vl
[“ fapi/question s/{id} getQuestions \/l

question-assurance-level-reSource oueston Assurance Level Resource ~
[“ fapifquestion-assurance-levels getAlQuestionfAssurancelavels vl
l“ J/apifquestion-assurance-levels/count countQuestionAssurancelevels VI
[“ fapifquestion-assurance-levels/{id} getQuestionAssurancelevel VI
question-resource cuestion Resource ~

(IR /ori/avestions oemiouesion %)
[“ fapifquestions/count couniQuestions Vl
l“ /api/questions/count-extended countQuestionsExtended VI
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questionnaire-non-conformity-resource ocuess Mon Gonformity R ~
[“ fapi/questionnaire-non-conformities gettlQuestionnaireManConformities V]
l fapi/questionnaire-non-conformities/count countQuestionnaireNonCaonformities Vl
[ fapi/questionnaire-non-conformities/create createQuestionnaireNonConformity Vl
l fapi/questionnaire-non-conformities/save saveQuestionnairaMonCenformity Vl
[“ fapi/questionnaire-non-conformities/{questionnaireName} getQuesti onformitiesBy i v]

questionnaire-purpose-reSouUrce Questonnaire Purposs Resource ~
l fapi/questionnaire-purposes getAlQuestionnairePurposes Vl
[ fapi/questionnaire-purposes/count countQuestionnairePurposes vl
[ fapi/questionnaire-purposes/{id} getuestonnairePurpose Vl

questionnaire-resource auestionnaire Resource ~

[“ fapi/questionnaires getAllQuastionnaires V]
[“ fapi/questionnaires/count countQuestionnaires Vl
[ fapi/questionnaires/create cresteQuestionnaire vl
[ fapi/questionnaires/save saveQuestionnaire Vl
l fapi/questionnaires/{id} getQuestionnaire vl

reference-tOm-resource Reisrence Tom Resource ~

l fapi/reference-toms getdlReferenceToms v]
[ fapi/reference-toms/count countReferenceToms Vl
l fapi/reference-toms/{id} getReferenceTom Vl
| [api/reference-toms/{id} upisieRetzrensaTom v|

| PATCH fapi/reference-toms/{id} partizlUpdsteReferenceTom [ |

resource-resource Rescurce Resource ~

l fapi/resources getAlResources Vl
[ rost - v|
l fapifresources/count couniResources Vl
[ fapi/resources/{id} geResource vl
| fapifresources/{id} updsteResource v|
l fapi/resources/{id} deleteResource Vl
| fapifresources/{id} psrislUpdsteRescurcs v|
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resource-type-resource Resoue Typs Resource ~

[ /apifresource-types getdliResourcaTypes vl
(I /o rresource-types cmsamessuceryee v|
[ fapi/resource-types/count countResourceTypes v]
l fapifresource-types/{id} getResourceType Vl
| fapi/resource-types/{id} updateResourceType v|
l Japi/resource-types/{id} deleteResourceType Vl

| /api/resource-types/{id} partialUpdateResourceType v|
security-control-category-reSource securiy Conirol Gategory Resource ~
[ fapi/security-control-categories getAlSecurtyControlCategonies vl
[ /api/security-control-categories/count countSecurityControlCategories v]
l fapi/security-control-categories/{id} getSecurityControlCategary vl
| /api/security-control-categories/{id} updateSecurityControlCatagery v|
| /api/security-control-categories/{id} partialUpdateSecurityControlCategory v|
security-control-framework-reSource secuiy Contral Framework Resource ~
[ fapi/security-control-frameworks getAllSzcurityControlFrameworks vl
l Japi/security-control-frameworks-full g ity vl
[ /api/security-control-frameworks/checkHasRequirements/{name} checkHasRequirements \/l
[ fapi/security-control-frameworks/count couniSecurityControlFrameworks \/l
[ Japifsecurity-control-frameworks/{id} getSecurityControlFramework vl
‘ /api/security-control-frameworks/{id} updateSecurityControlFramework v|
‘ /api/security-control-frameworks/{id} partialUpdataSecurityControlFramawari v|
security-control-reSource security Control Resource ~
[ fapi/security-controls getAllSecurityControls \/l
[ fapi/security-controls/count countSecurityContrals vl
[ fapi/security-controls/{id} getSecurityControl vl
‘ fapi/security-controls/{id} updateSecurityControl v|
‘ Japi/security-controls/{id} parislUsdstzSecurityControl v|
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security-metric-reSource securiy Metic Resource ~

[ fapi/security-metrics getAllSecurityMetrics Vl
[ fapi/security-metrics createSecurityMetric vl
[ fapi/security-metrics/count countSecurityMetrics Vl
[ fapi/security-metrics/{id} geiSecurityMetric Vl
| fapifsecurity-metrics/{id} updsteSecurityMetic V|

l fapifsecurity-metrics/{id} deleteSecurtyMetric Vl
| fapifsecurity-metrics/{id} partislUpdateSecurityMetric V|
similar-control-reSource simiar Control Resource ~

[ fapi/similar-controls getAlSimilarControls Vl
[ fapi/similar-controls/count countSimilarCantrals Vl
[ fapifsimilar-controls/{id} getSimiarConirol vl
| fapifsimilar-controls/{id} updsteSimilarControl V|

| fapifsimilar-controls/{id} partislUpdateSimisrControl V|
target-value-resource Target Value Resource ~

l Jfapi/target-values geiAlTargetvalues vl
IS /epi/target-velues cmseTagetvave v|
l“ Japi/target-values/count countTargetvalues vl
l fapiftarget-values/{id} getTargetvalue vl
| fapi/ftarget-values/{id} updateTargetvalue v|
l Jfapi/target-values/{id} deleteTargatvalue Vl
|m Japi/target-values/{id} partialupdst=Targefvalue v|

toM-resource Tom Resource A~

= e 7]
[“ Japi/toms/count countToms Vl

[ /fapi/toms/framework-assurance/{frameworkName} gefTomsByFrameworkName vl
[ /api/toms/framework-assurance/{frameworkName}/{assuranceLevel} get ¥ avel vl

[“ /api/toms/{id} gefTem Vl
| Japi/toms/{id} updateTom v|
|m fapiftoms/{id} partalUndaicTam v|

User-resource UserResource ~

(IR /v wiminusers esivses v
l /api/admin/users/{login} gstUser Vl
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Component: NL2CNL Translator and DSL Mapper

The following screenshots show available APIs that can be used by the other components to
interact with the NL2CNLranslator and the DSL Mapper, respectively.

GET /livez Liveness Check

GET /readyz Readiness Check

/create_reo_for_requirement/{username} GetReo For Tom

/livez Liveness Check

/readyz Readiness Check

/map_obligations_to_rego/{reoid} Map Obl2Rego

Component: CNL Editor

The following screenshot shows the list of available APIs that can be used by the components
interacting with the CNL Editor.

reo-operations-controller rec operations Controller ~

[ P r— |
[ﬂ /reo/delete/{reoid} DelereREQ ]
’ﬂ /reo/get/{reoid} Rewivethe REO flle ]

’ﬂ Jreo/map/{recid} SendREOtoMapper
’m /reo/update/{reoid} Update the REO file

Component: Risk Assessment and Optimisation Framework

The following screenshots show the list of available APIs that can be used by the components
interacting with RAOF.

registration Register a new practice for that user

‘ /registration/access_resp/{username}/{password} Getthe access token from keycloack

l [/ JN-0 8 /registration/delete_contract/{UUID} Delete a contract

‘ /registration/new_contract/{UUID} Create a new contract

‘ /registration/practice Creale a new praclice

‘ /registration/update_contract/{UUID} Update contract
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practi Ce Interact with the survey, update question/answers and get risk.

l POST /practice/analysis/{UUVID} Send information on a testresult

l POST /practice/answer/{UVID}/{question_id}/{answer_id} Send (eventually, update) an answer for a specific question

l /practice/answer/{UUID}/{type_id} Getallthe possible answers by type_id

l /practice/answers/{UUID} Getthe question and the answers chosen by the user for the contract

l POST /practice/asset_answers/{UUID} Send (eventually, update) an asset answers

l /practice/assets/{UUID} Getall assets type

l /practice/assets_answers/{UUID} Get all assets answer

l B3B8 /practice/assets_answers/{UUID}/{asset_id} Delete a specific asset throughout the name

l /practice/assets_dynamic_answers/{UUID} Get all dynamic assets answer

l /practice/assurance/{UUID} Get all possible assurance levels

l /practice/certification/{UUID} Get all possible cerification schemes

l /practice/csp_market/{UUID} Get all possible C5P's markets

POST /practice/dynamic_evaluated_risk/{UUID} Dynamic evaluated risk computation

POST /practice/map/{UUID} Map an external questionary

GET /practice/non_conformity_gap/{UUID} Getall possible non conformity gap

fpractice/question/{UUID} Get all the questions

/practice/question/{UVID}/{question_id} Get one question and its possible answers

/practice/risk/{UUID} Getthe updated rrisk

GET /practice/threats/{UUID} Getthe updated threat

Component: Continuous Certification Evaluation

The following screenshots shows the list of available APIs that can be yisee bomponents
interacting with CCE.
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Cce-api-controller Continuous Certification Evaluation REST API A~

|m /toes/{target0fEvaluationId} Retums the curent tree state for the chosen ToE. v‘

: : . Returns the statistics (operational effectiveness values) for the specified ToE and the time period between start and end
| m /toes/{targetﬂfEvaluatmnId}/statlstlcs times. End time parameter is optional, if not specified it defaults to the current time. ~

| m /toes/{targetOfEvaluationId}/listHistory Returns alist(tree state ID and timestamp) of all saved tree states for the specified ToE. v ‘

| m /toeList Retumns a listof available Targets of Evaluation (ToE) with their ID, name, and Cloud Service ID. v ‘

| m /history/{treeStateId} Retums the specified tree state by ID. v ‘
gRPC functions

e cce.Evaluation.AddAssessmentResult(AssessmentResult) returns (google.protobuf.Empty)
* cce.Statistics.GetTreeStatistics(StatisticsQuery) returns (TreeStatistics)

* cce.Notification.TargetOfEvaluationCreated(TargetOfEvaluation) returns (google.protobuf.Empty)

See src/main/proto/ for message entities definitions.

The complete technical specification (request and response parameters and types) of the gRPC
APl is available in the CCE repositbitips://git.code.tecnalia.com/medina/public/continuous
certification-evaluationt/tree/main/src/main/proto

Component: Life Cycle Manager

The following screenshot shows the list of available APIs that candekhysthe components
interacting with LCM.

POST /certificate Create anew certificate N

certificate Update a certificate v
p

pINJ I /certificate Delete a certificate N

POST /evaluation Provide a risk evaluation N

GET /statechange/{certificate_id} Getinformation about the state history of a certificate o

Component: Automated Self-Sovereign Identity -based certificates
management (SSI)

The following screenshot shathe list of available APIs that can be used by the components
interacting with SSI.
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