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AMOE Assessment and management of organizational evidence
API Application Programming Interface

CAB Conformity Assessment Body

CCE Continuous Certification Evaluation

CCD Company Compliance Dashboard

CCE Continuous Certification Evaluation

Cl/cb Continuous Integration / Continuous Deployment
CIsO Chief Information Security Officer

CNL Controlled Natural Language

CSA or EU CSA | Coordination and Support Action

CSP Cloud Service Provider

CSS Cascading Style Sheets

DLT Distributed Ledger Technologies

DoA Description of Action

DSL Domain Specific Language

EC European Commission

EUCS European Cybersecurity Certification Scheme for Cloud Services
GA Grant Agreement to the project

gRPC Google Remote Procedure Call

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure

laaS Infrastructure As A Service

IT Information Technologies

JSON JavaScript Object Notation

JWT JSON Web Token

IP Internet Protocol

Ul Integrated User Interface

KPI Key Performance Indicator

KR Key Result

LCM Life Cycle Manager

NCCA National Cybersecurity Certification Authority
NL Natural Language

NL2CNL Natural Language To Controlled Natural Language
NLP Natural Language Processing

OPA Open Policy Agent

OWASP Open Web Application Security Project

PaaS Platform As A Service

RAM Random Access Memory

RAOF Risk Assessment and Optimisation Framework
RBAC Role Based Access Control

RDF Resource Description Framework

REO Requirements and Obligations

REST Representational State Transfer

RKE Rancher Kubernetes Engine

Saa$s Software-as-a-Service

SARIF Static Analysis Results Interchange Format
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SATRA Self-Assessment Tool for Risk Analysis
SCA Software Composition Analysis
SPDX Software Package Data Exchange
sQL Structured Query Language
SSH Secure Shell
SSI Self-Sovereign ldentity
SSL Secure Sockets Layer
SSO Single Sign-On
SW Software
ToE Target of Evaluation
ToC Target of Certification
TOM Technical and Organizational Measure
TRL Technology Readiness Level
uc Use Case
Ul User Interface
URL Uniform Resource Locator
VAT Vulnerability Assessment Tools
WF Workflow
VM Virtual Machine
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Executive Summary

This document is the third version of the D5.3 [1], that points out the result of the task 5.3 in
M33 (July 2023). The goal of this third version is to have a final stable environment and
automated solution for the MEDINA solution including corrections and feedback from the
implementation of the use cases.

In this deliverable we present the third version of the MEDINA integrated solution with increased
functionalities compared to the initial prototype in M15 and the second prototype in M27, and
also taking into consideration the feedback coming from the evaluation in the two MEDINA use
cases. The document shows how some of the main objectives of the work package 5 are
achieved in relation to the maintenance of the SecDevOps infrastructure for MEDINA and the
support of the continuous integration with dedicated meetings, workshops and webinars.

The document reports the same structure of its previous versions, D5.3 [1] and D5.4 [2],
highlighting updates or changes in each section, and placing the unchanged parts in the
Appendices. First, it recapitulates the current state of the Test Bed environment with hardware
and operating details, and the methodology adopted throughout the integration phase of the
components in the MEDINA integrated solution exploiting webinars and demos. An overview of
the entire integrated environment including the Kubernetes cluster and the CI/CD infrastructure
is provided. The document then goes deep into the description of MEDINA CI/CD implemented
solution, how it supports the automation of the processes with the pipelines and their stages
with a focus on security aspects. Compared to the previous version, two new workflows (WF8
and WF9) have been added to the seven workflows that were presented in D5.4; these
workflows provided a new view based on the user roles in MEDINA that has been agreed by the
consortium for every component involved in each workflow. For each of the eight building blocks
that compose the MEDINA architecture their current status and their published APIs are also
reported. The last part of the document is dedicated to the MEDINA Integrated User Interface,
with updates on its technical implementation and usage.
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1 Introduction

This section includes an overview of the context of the deliverable, how it is structured and the
updates respect to the previous deliverable D5.4 [2].

1.1 About this deliverable

As stated in the “Introduction” section of D5.2 [3], WP5 “MEDINA framework Integration” has
as outcome five deliverables that can be divided in two parallel series:

e Those that define the MEDINA integrated solution in detail (D5.1 [4] and D5.2 [3])
e Those that describe the developed solution (D5.3 [1], D5.4 [2] and D5.5).

This deliverable is the final version of the three deliverables of WP5 dedicated to the developed
“MEDINA integrated solution” (aka MEDINA framework). It reports about the current status and
the advancements achieved on the integration of the MEDINA components and is the result of
task T5.3 “System Continuous Integration and Optimization”.

Since this is a self-contained document, the description of the integration strategy and
implementation adopted during the whole task can be found here, although the improvements
introduced in the last six months, from M27 to M33, have been highlighted. Further details
about the updates with respect to D5.4 can be found in section 1.3.

The document starts by describing the details of the hardware infrastructure provided to set up
the Test Bed environment and how this environment is implemented and used. The Test Bed
environment hosts the MEDINA components, further details about its installation and
configuration can be found in the APPENDIX A: Operating Environment. Once the Test Bed
environment has been set up, partners can release their components and the following sections
describe the methodology adopted to achieve this integration. Finally, the current status of the
MEDINA framework release and the integration of its component is detailed.

Secondly, the document describes the overall design of the CI/CD solution that has been put in
place to support the development and integration activities of the MEDINA framework. This
solution foresees three pipelines of build, deploy and security to perform the automation of the
integration component.

Thirdly, the document presents the workflows used by the Use Cases to test the correct
behaviour of the MEDINA framework. The workflows, including the new WF8 and WF9, are
described in detail in the APPENDIX E: Generic Architectural Workflows. In this period, partners
have focused on the introduction of the user role point of view, implementing the authorization
and filtering strategies in the components.

Fourthly, the document presents an overview of the implementation status of each component,
explaining the interaction with the other components and providing brief details on the
component user interface (if any). In addition, the user manuals of those MEDINA framework
components that have a GUI are included in APPENDIX G: User Manuals?.

Finally, the document includes the description of the two MEDINA User Interfaces. On the one
hand the MEDINA Integrated User Interface (IUl), which is the entry point to access to the
MEDINA framework in Use Case 1, led by Bosch. And on the other hand, the Company
Compliance Dashboard (CCD), that has been implemented to support Use Case 2, led by
Fabasoft, with the purpose of demonstrating how MEDINA achieves a high level of modularity

! The user manual of each tool is also available in the MEDINA IUI by clicking on the “Help” menu option.
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through its components and several core APls, such that potential customers are able to
integrate MEDINA seamlessly into their own ecosystem.

1.2 Document structure

The rest of the document is structured as follows:

Section 2 presents the Test Bed Environment, describing its configuration and the hardware
infrastructure provided, the description of the methodology adopted for the component
integration through the “Keycloak”, “Authorization and Filtering” and “CI/CD” webinars, and the
current status of the integration of components. It then describes the implementation and
strategy adopted for the Cl/CD solution.

Section 3 describes the generic workflows based on nine example scenarios with related
architectural components. These workflows are described from the point of view of
authorization and filtering and are presented from perspective of the user’s role and
permissions.

Section 4 presents the MEDINA framework components. There is a sub section for each block
describing all components that belong to it. Each component is presented with an overview of
its scope in MEDINA, its implementation status, and its integration with the other MEDINA
components, and its TRL. If available, its graphical user interface is also described.

Section 5 is dedicated to the MEDINA Integrated User Interface component, which is the
component implemented in Work Package 5.

Finally, Section 6 reports the conclusions.

The Appendices sections are dedicated to topics that have not changed much from D5.4 [2] or
are too extensive to be included in the main sections of the document. They are structured as
follows:

e APPENDIX A: Operating Environment, describes the installation and configuration of the
Kubernetes cluster into the Test Bed environment and the final results achieved.

e APPENDIX B: Webinars, describes the webinar organized for the explanation of the main
aspects and operations of Docker and Kubernetes and the demonstration through a
demo example on how manually release the components into the Test Bed
environment. Webinars were also held on the operation of Keycloak and the Jenkins
pipeline. Finally, the last webinar is about the use of Codyze and its integration into the
CI/CD pipeline.

e APPENDIX C: Component Integration Rounds, describes the workshops held to complete
the first and the second releases of the MEDINA framework in the “dev” and “test”
environments and the status of component integration achieved.

e APPENDIX E: Generic Architectural Workflows, describes the workflows in detail, going
step-by-step through the interactions between architectural components and the
generic role(s) being involved.

e APPENDIX F: Published APIs, describes the REST APl exposed by the MEDINA
components, including a section dedicated to each of them.

e APPENDIX G: User Manuals contains the user manuals of all the MEDINA component
that have a GUI.

1.3 Updates from D5.4

This deliverable evolves from D5.4 [2], so much of its content is common to that included in the
previous document, with the ultimate goal of providing a self-contained deliverable that
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facilitates the reader’s understanding. To simplify the tracking of progress and updates with
respect to the previous version of the deliverable (D5.4), Table 1 shows a brief summary of the
changes and additions made in each of the sections.

Section
2

Table 1. Overview of deliverable updates with respect to D5.4

Change ‘

The integration methodology was completed, and the continuous
deployment and validation strategy has been adopted during this third round.
The point-to-point connections have been finalized and a new webinar for the
MEDINA Codyze adoption has been released.

Finally, the security CI/CD pipeline has been extended to include the MEDINA
Codyze analysis, and a new Dashboard for tracking the status of the
component released is now available.

This section has been updated by introducing two new workflows (WF8 and
WF9).

This section contains an update of the technical description of the MEDINA
components. An overview of the CCD component has been introduced.

The functional description chapter of the MEDINA |UI has been extended to
report the component card and the status of the IUI requirements.

The technical description now contains an overview of the microservices
architecture pattern, and the new authorization strategy implemented.

Moreover, the Integration of components section now describes the style
rules agreed with all component owners to achieve a harmonized look and
feel of the MEDINA framework.

The Technical specifications section now also contains a description of the
look and feel of the MEDINA IUI.

Appendix A

The hardware infrastructure used for the Test Bed environment is described
here and remains unchanged from the previous release.

Appendix B

This appendix has been reorganized to host the webinars. Now, it includes the

”n

“Keycloak”, “Authorization and Filtering”, “Cl/CD” and “Codyze” webinars.

Appendix C

This appendix has been reorganized to accommodate the first and second
component integration rounds. The first round was described in the previous
release. The second round has been moved to this appendix and its
description is unchanged from the previous release.

Appendix D

This appendix contains the description of the pipeline schema put in place to
support the implementation of the CI/CD solution in MEDINA.

Appendix E

This appendix revisits and updates the details related to the generic
architectural workflows and introduces two new workflows (WF8 and WF9).

Appendix F

This appendix describes the REST API exposed by each component.

Appendix G

This appendix contains the User Manual for each component.
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2 MEDINA Test Bed and Secure DevOps Infrastructure

This section presents the current status of the Test Bed environment and the hardware
infrastructure used for its installation, which are not changed from the previous deliverable D5.4

[2].

It also describes the methodology followed to achieve the third release of the MEDINA
framework, giving details on the new webinars held to help partners during this process and the
situation of the status of component integration and point-to-point connections in month 33.
This third round, in particular, focused on finalizing component functionalities based on
feedback from the WP6 validation, and on improving the graphical user interfaces of all
components.

2.1 Test Bed environment

The Test Bed environment is the environment in which the MEDINA framework is delivered to
test and verify all functionalities. It is unchanged from the previous description in D5.4 [2], but
for completeness of understanding we report here its configuration.

As described in APPENDIX A: Operating Environment, the Test Bed environment was installed
and configured from scratch and consists of a three nodes Kubernetes [5] cluster with two
different, independent and isolated virtual environments:

e Development: is used by developers for testing their modules without fear of bugs or
errors. This environment does not affect the end users and is used to improve the code
of the MEDINA micro-services before deploying them to the Test environment.

e Test: the main purpose here is to ensure that all the updates made on the different
modules work as expected. This environment, which is more stable than the develop-
ment environment, is used by developers for integration testing and by Use Case owners
for the validation and quality assessment of the MEDINA components.

All the micro-services in the Test Bed environment are containerized and communicate with
each other via a RESTful API over a secure HTTPS protocol.

The hardware equipment to setup the Kubernetes environments is described in the APPENDIX
A: Operating Environment - Hardware Infrastructure.

Since the two MEDINA Use Cases, Bosch and Fabasoft, are validating the components released
in the “Test” environment, they are also hosting a “Validation” environment. During the
validation activities, feedback has been regularly reported in WP5 meetings and updates and
improvements have been regularly introduced accordingly.

2.1.1 Component Integration Methodology

Once the Test Bed environment has been properly configured and all the necessary installations
have been performed, the next step is to deploy all the component in the cluster and make the
framework stable and reachable by external people.

This section recalls the methodology adopted throughout the project to perform the integration
of components and focuses on the progress achieved during the third round. In particular, the
third version of the MEDINA integrated solution has been released and continuous updates have
been made to meet the feedback from the Use Cases.

In order to better organize the integration work, we adopted the following methodology which
presents the actions to be taken until the complete release of the MEDINA framework:
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1. Each component must be available on the internal private GitLab repository

2. Each component must be containerized into a docker image, the docker image must be
available on the internal private docker registry Artifactory

3. Deployment of each component into the Development environment in the MEDINA
Kubernetes cluster named “dev”

4. Standalone tests to check each component has been correctly deployed in the
Development environment

5. Point to point tests for the communication in pairs of the components in the
Development environment

6. Point to point tests in the Development environment verifying that the workflows
described in section 3 have been correctly implemented

7. Deployment of the stable version of each component in the Test environment in the
MEDINA Kubernetes cluster named “test”

8. Standalone tests to check each component has been correctly deployed in the Test
environment

9. Point to point tests for the communication in pairs of the components in the Test
environment

10. Point to point tests in the Test environment verifying that the workflows described in
section 3 have been correctly implemented.

This methodology has been implemented through two instruments: workshops and webinars.
The overall integration consists of three rounds at M15, M27 and M33. The webinars were
recorded and shared with all partners in the Fabasoft cloud, in a folder named “TECHNICAL
WEBINARS” (see Figure 1). This has allowed partners to re-watch them whenever needed.

g MEDINA

‘i% e Home - Organization Folder - Work Packages - WP5 -
Tree View Favorites TECHNICAL WEBINARS
»
I 20220118 Webinar Kubernetes
O = Folder
.
B
= 20220210 Webinar CI-CD
O Folder
O] 20220331 Webinar keyclock
O Folder
8]
20220728 Demo Authorization and filtering by user related properties
D Folder
20230724 Webinar Codyze
O Folder

Figure 1. Technical Webinars

During the first integration round (M15), which is described in Appendix C, First Round - First
integration workshop, HPE coordinated the integration of components, which was carried out
manually by each partner. To support this, a webinar and a workshop were organised. During
the webinar the main concepts and functionalities of Docker and Kubernetes were illustrated
(see Docker and Kubernetes Webinar with Sample Component Integration example in APPENDIX
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B: Webinars. During the workshop the partners were supported by T5.3 in the implementation
of the first five actions of the methodology described above: integration in GitLab, build and
push of the docker images into Artifactory, and deployment and tests in the Development
environment of the MEDINA Kubernetes cluster.

During the second round (M27), which is described in Appendix C, Second Round — Continuous
Integration, the Continuous Integration and Continuous Delivery (Cl/CD) approach was finalized
and completely adopted thanks to the implementation of the pipelines. The first stable version
of the MEDINA framework was released and most of the point-to-point connections were
implemented. Two webinars were delivered to illustrate to the partners the authorization and
authentication concepts (see Authorization and Filtering Webinar in the Appendix B) and how
to configure them using Keycloak (see Keycloak Webinar in the Appendix B), and a third webinar
was dedicated to the implementation of the CI/CD pipelines (see Cl/CD Webinar in Appendix B).
The release of the first version of the MEDINA framework allowed the Use Cases to perform
their validation of the workflows described in section 3. During this round, the last four actions
foreseen by the defined methodology were successfully completed by all partners.

This final round (M33) focused on the continuous integration and changes of the components
based on the feedbacks and requirements of the Use Cases. T5.3 collaborated with Work
Package 6 and monitored all the component activities to help partners to achieve the final status
of the applications. The continuous integration of component updates will continue until the
end of the MEDINA project to further improve the framework. The other focus during this round
was the improvement of the MEDINA framework graphical user interface, so that the user has
a pleasant experience and enjoys the new look and feel of the platform.

2.1.1.1 Third Round - Integration of the validation feedback

During the second integration round all the components involved in the MEDINA framework
were successfully implemented and released into both “dev” and “test” Kubernetes
environments. The partners configured their pipelines, and the continuous integration and
deployment strategy was full adopted.

During the third integration round all the point-to-point connections were established and
tested. The final result is reported in Table 2 as follows:

e Light green: the connection was implemented during the first or second rounds
e Dark green: the connection has been successfully implemented during the third round
e Grey: the connection is no longer needed

Comparing the contents of Table 2 with the previous status shown in Table 38 (see Second Round
— Continuous Integration in Appendix C), it can be seen that: one more connection has been
introduced between the MEDINA Integrated User Interface and the MEDINA Evidence
Trustworthiness System component, and all connections that were in progress have been
completed.

Table 2. Status of point-to-point connections during the third round

Component Name A ‘ Component Name B Status
Orchestrator Continuous Certification Evaluation CONNECTED
Orchestrator Trustworthiness System CONNECTED
Orchestrator Security Assessment CONNECTED
Orchestrator Catalogue of Controls & Metrics CONNECTED
Orchestrator NL2CNL Translator CONNECTED
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Component Name A Component Name B Status
Codyze Orchestrator CONNECTED
Cloud Evidence Collector Security Assessment CONNECTED
Security Assessment Evidence Collection from VAT CONNECTED
Security Assessment Evidence Collection from Wazuh CONNECTED
DSL Mapper Orchestrator CONNECTED
DSL Mapper Catalogue of Controls and Metrics DISCARDED
NL2CNL Translator Catalogue of Controls and Metrics CONNECTED
NL2CNL Translator CNL Editor CONNECTED
CNL Editor DSL Mapper CONNECTED
CNL Editor Catalogue of Controls and Metrics DISCARDED
AMOE Catalogue of Controls and Metrics CONNECTED
AMOE Orchestrator CONNECTED

Catalogue of Controls and Metrics

Continuous Certification

Static Risk Assessment and Optimisation
Framework

CONNECTED

Integrated Ul

Integrated Ul

SSI Framework
MEDINA Evidence Trustworthiness

. Catalogue of Controls and Metrics CONNECTED
Evaluation
Continuous Ce.rtlflcatlon Dynarr.uc.Rlslf Assessment and CONNECTED
Evaluation Optimisation Framework
Continuous Certification Life Cycle Manager CONNECTED
Evaluation
Dynarr.nc.RlsI.( Assessment and Life Cycle Manager CONNECTED
Optimisation Framework
AMOE Orchestrator CONNECTED
SSI Framework Life Cycle Manager CONNECTED
Integrated Ul Catalogue of Controls and Metrics CONNECTED
Integrated Ul Orchestrator CONNECTED
Integrated Ul CNL Editor CONNECTED
T U Static Risk Assessment and Optimization CONNECTED
Framework
Integrated Ul Continuous Certification Evaluation CONNECTED
Integrated Ul AMOE CONNECTED
Integrated Ul NL2CNL Translator DISCARDED

CONNECTED

CONNECTED

System

Once all the point-to-point connections were established and the whole framework was
available in both “dev” and “test” environments, the next steps were to finalize the components
functionalities and validate the whole functions.

These steps were monitored during the bi-weekly WP5 meetings using a dedicated spreadsheet:
all the component activities were reviewed there, and their advancements were discussed with
the partners involved. When a new functionality was implemented, the Use Cases validated it
and produce feedbacks, stating if it was okay or if more improvements were needed.

The result of this final integration round is the successful integration of all the components and
the MEDINA framework working as expected.

The continuous integration and the stabilization of the “dev” and “test” environments will
continue until the end of the project.
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2.2 Implementation of the CI/CD solution

This section provides updates on the status of the implementation of the CI/CD strategy
supported by CI/CD tools in month 33. First, it provides an overview of the operating
environment that involves all CI/CD components and the Kubernetes cluster and how they work
together in our automated solution designed for MEDINA for software release, which has been
achieved through the use of pipelines. Secondly, more details are provided on the four
standardized pipelines and their stages, and how they are setup through the Jenkins Seed Job.

2.2.1 Operating Environment

This section describes the overview of the MEDINA Operating Environment proposed to support
the CI/CD implementation.

The MEDINA framework is made up by the collaboration of multiple components developed by
the partners and published over the Internet. Each component corresponds to one or more
microservices and the code is stored in the TECNALIA GitLab version control system, which
provides repositories both for private? and open-source® projects.

All open-source projects are published in TECNALIA’s public GitLab, organized with a folder per
component where every microservice reports its license, as shown in Figure 2.

S Security Assessment & Qv |[ssur|[o][ ¥ Fork|o0
Project ID: 7025 [y

-3 Commits ¥ 1Branch (7 0Tags [ 174 KB Project Storage

Security Assessment (by FhG)

1 -
main security-assessment + v Find file Web IDE &y v
™% Add SPDX c61738b5 | [
=’ Schneider, Angelika
[ README 3% Apache License 2.0 ® Add CHANGELOG [ Add CONTRIBUTING [ Add Kubernetes cluster ® Set up CI/CD
@Ccs‘ﬁgu's Integrations
Name Last commit Last update
Eff“il_ assessment
B3 policies first integrated implementation of the MEC
& Dockerfile first integrated implementation of the MEC 4 months ag
&3 LICENSE first integrated implementation of the MEI 4 months ag
ws README.md first integrated implementation of the MED
go.mod
go.sum
¥ version.go
Figure 2. Public GitLab — license
2 https://git.code.tecnalia.com/medina - [authentication required]
3 https://git.code.tecnalia.com/medina/public
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In addition, the license is also provided using the SPDX [6] standard. Thus, in each source code
file of the open-source projects there is a header indicating the licence details, which is for all
components the Apache 2.0 license.

On the other hand, the TECNALIA’s private GitLab repository is organized in folders that support
work packages and tasks, so that each partner can use a dedicated path for its components. For
example, the CNL Editor component belongs to the work package 2, Task 2.4 and that is the
folder where it is stored, as shown in Figure 3.

During the regular WP5 meetings, it was coordinated and checked that all the components
followed the conventions explained above.

Tee W ':\“IT[S‘ N@j :l';::a'::jci:nrel;\n'.eg'atic-r (HPE) e3 Qo B2 E
- ;—;ﬂ(éf{g-’:o%:iquc_ls ntegration and Optimization (HPE) o Qs B
> g T Eazl:{eszorll?]ﬂi? strategy definition (Leader: HPE) 50 @ roEe
g T gae;kdis':mgts. architecture and Infrastructure Specifications (Leader: Tecnalia) g0 Qo BB
Vg W .‘:‘El::ss[%en: Methods and Life-Cycle of Continuous Cloud Security Certification (FhG) g4 @ o fos3
g T ‘Fri?:{f-_giscl?l—“-zze;;'neni and Security Controls Reconfiguration (Leader: CNR) 8 0 ﬂ] o B
> 8 T Iaftt_\:jt al?o‘ the Cloud Security Certification Life-Cycle (Leader: FhG)) g0 Q1 o1
go T E:’:ﬂﬁi -ﬂl?nt of a digital audit trail for Cloud Security Certification (Leader: TECNALIA) g0 Qo B
>ee T 1T-:j|\(_-?11 C[g]n:muous Evaluation of Cloud Security Certification (Leader: FhG) o0 02 &1
v 3w ﬂzﬁs :?gathe’ evidences for high-assurance cybersecurity certification (TEC) g5 @ 0 B
> g T :?:I:;iaglglle trustworthiness of evidence with blockchain and DLT (Leader: TECNALIA) 0 Q1 B2
>80 | T Tiitéisi.el?]t (Collecting evidences) of organizational measures using Natural Language Processing (Leader: H... c® 0 @ 1 B2
» g T Ialssk\;aﬂss :J[?]nfC'matic-r and data flows in Cloud applications (Leader: FhiG) eo0 02 &
> 8 T Iacs:(t_ua?cf? Assessment” of security performance configuration of Cloud workloads (; Leader: XLAB) 0 Q6 B
>3 T E?:(e_:s:-ilgl%rb3t‘.'-f'-:>rt'1}' evidence to support Cloud Service Certification (Leader: TECNALIA) o0 Q01 881
v 3 W -\:Aztl:ﬁc%-_.m Metrics and Specification Languages (CNR) 6 Do B4
> g T g?if:rfie?techmc\les for Certification Assurance Levels (Leader: CNR) 1 Q1 B8
>3 T Eacil:{jfsgc‘i: Language Mapper (Leader: CNR) &0 @ Lo
> 8 T “Cra(::(t_rzc.l?ﬁc%.atusl Language Editor (Leader: HPE) - Qo B
> 8 T [:it_ize%ae:-'ica:im for Cloud Security Certification (Leader: CNR) o0 Q1 B
>3 | T gaeili_lzlz? r-,-E?e]trics for Continuous Cloud Certification (Leader: TECNALIA) B0 Oz &1
g T Eﬁih?azlll[%f Secunty Controls (Leader: TECNALIA) 50 @ o B

Figure 3. Private GitLab repository
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A microservice has to be containerized into a Docker image in order to be deployed. For this
reason, a private Docker registry hosted at TECNALIA, the Jfrog Artifactory® [7], was provided to
store the Docker images.

Finally, the Docker images are deployed to the Kubernetes cluster and exposed over the
Internet. The Jenkins automation server handles the delivery of each microservices: it fetches
the code from GitLab, builds and stores the Docker image and finally releases it into the
Kubernetes cluster (see Figure 4).

Version Control

(TECNALIA GitLab)

Project containerized
in Docker image

Docker Registry i Automation Server
(TECNALIA Artifactory) (HPE Jenkins)

J Docker image

P

deployed on cluster

Kubernetes Cluster

(HPE cluster)

Figure 4. CI/CD tools
More details about the Jenkins pipelines are explained in the following section.

2.2.2 Pipelines

The implementation of the CI/CD solution that is put in place for supporting the MEDINA
framework is based on the pipeline schema (see APPENDIX D: Pipelines). As a result, all the
components that build the MEDINA framework have been deployed using these Jenkins
pipelines and have been released in the two Kubernetes environment “dev” and “test”.

During the third integration round, a Deployment Dashboard has been introduced inside Jenkins
(see Figure 5) to optimize the use of the CI/CD implemented solution.

4 https://artifact.tecnalia.com/ui - [authentication required]
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Dashboard * Deployment Dashboard

& New ltem N
#' Add description
& reople BN Deployment Dashboard IR
> Build History Job Environment Release Result Completed
M it View nl2cnl-translator-deplay dev latest @ 1 mo 3 days
@ Delete View test latest @ 28 days
Project Relationship cnl-editor-deploy dev latest @ 26 days
&2 Check File Fingerprint
9 cnl-editor-frontend-deploy test latest @ 1 mo 0 days
- Manage Jenkins
dev latest @ % days 18 hr
& My views
enl-editor-test-deploy test latest @ & days 19 hr
.-a Lockable Resources
enl-vocabulary-deploy dev latest @ 1 mo 25 days
BB New view
enl-vocabulary-test-deploy test latest @ 1 mo 25 days
Build Queue ~
dsl-mapper-deploy test latest @ 1 mo 16 days
Mg builds in the queue.
dev latest @ 13 days
Build Executor Status ~
raof-app-deploy dev latest @ 14 days
1 Idie
3 e raof-engine-deploy dev latest @ & days 14 hr
archestrator-deploy test latest @ 26 days

Figure 5. Jenkins Deployment Dashboard

This Dashboard is an instrument to keep trace of the releases of the MEDINA components in
both “dev” and “test” environments. Its main advantage is that it can be used to check if an error
occurs, based on the result of the deploy pipeline, and easily verify which components are
involved. This useful tool has been designed to meet the project needs and the use of the Jenkins
pipelines made by the partners.

As a final step in the Security pipeline, the MEDINA component Codyze [8] has been added.
Codyze is a static code analysis tool developed by FhG partner (see Section 4.7.1.5). In particular,
Figure 6 illustrates the new Codyze step in the security pipeline.

Stage View

Codyze - Scan

~ Scan Static 8 Scan Container Scan OWASP _ B
Copy Build Static Source . Prepare for Publish to Declarative:
J Source Code Security with Dependency N - .
Artifacts . Code for DefectDojo DefectDojo Post Actions
for Security B Grype Check
Security
Average stage times: 1s 42s 10s Tds 28s 400ms. 48s 218ms

Average full

run time: ~2min 28s)

Jul 18 o]

Figure 6. Codyze security pipeline step

Each MEDINA component is evaluated against the rulesets of Codyze. Reports are generated as
SARIF and automatically processed by DefectDojo’. Results can be reviewed in DefectDojo
WebUI, and the overall report is attached as artefact to the security pipeline in Jenkins. Figure 7
shows an example of Codyze application. This example checks that the TLS Cipher version is set
to 1.2; instead in the code is used the version 1.0. This creates a compliance violation reported
by DefectDojo as “Critical”.

5> https://www.defectdojo.org/
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cd dEFECTOOJO Search... n y W 2570 R4 F g
&® springswagger-template
= @ Qverview 22 Components Ll Metrics 2 Engagements [EfY ~ ¥k Findings [EZY - & Endpoints ~ ZE Benchmarks ~ o Settings ~
[~ Engagements / AdHoc Import - Thu, 11 May 2023 09:07:39 / codyze Scan (SARIF) / Test
13

codyze Scan (SAR|F) Updated 2 months, 1 week ago, Created 2 months, 1 week ago EI
H
& Engagement Environment Dates Updated Progress Version Reimports @
8 AdHoc Import - Thu, 11 May 2023 09:07:39 Default May 11, 2023 - May 11, 2023 May 11, 2023 [ 100% | 1
Labak

Import History (1) @ v
&
& Groups (0) v
& Findings (2) Critical: 2, High: 0, Medium: 0, Low: 0, Info: 0, Total: 2 Findings
5 .

Showing entries 1 t0 2 of 2
Column visibility Copy Excel csv PDF Print Search: l:l
i
0 Severity Name CWE CVE Date Age SLA Reporter Status Group
(m] H TisCipherSuitesMessage0 «m ) B May 11, 2023 5 [ 2 ] Admin User Inactive, Mitigated D N
0O H TisVersionMessage1 > ™ (1 [EEE May 11, 2023 5 [ 2 | Admin User Inactive, Mitigated D N
Showing entries 1 to 2 of 2
Figure 7. DefectDojo sample Codyze results
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3 Generic Architectural Workflows

This section provides the final version of the generic MEDINA workflows (WFs), which were first
introduced in D5.3 [1] and further detailed in D6.3 [9] and D5.4 [2]. Furthermore, we present
the final “Authorization Concept” comprising the definition of roles and access-levels assigned
to the different Ul components of the developed framework. The presented concept has been
implemented in the validation use cases as documented in D6.4 [10].

For interested readers, the full description of the MEDINA workflows can be found in APPENDIX
E: Generic Architectural Workflows.

3.1 Generic MEDINA Workflows

This section provides as background the generic workflows which comprise the MEDINA
framework, consisting of the different scenarios/interactions shown in Table 3. Please notice
that at the time of writing the generic workflows have been updated with those related to the
Auditor (CAB, NCCA) namely “Verifiable Credentials for Certificates” (WF8), and “Integrity
Verification” (WF9).

Table 3. Generic MEDINA workflows

Workflow

WF1 - Preparation
of Target of
Certification (ToC)

‘ Comment

Setup, configure and deploy the cloud service
to certify (ToC) on top of the chosen
hyperscaler(s).  This  process includes
configuring the underlying PaaS/laaS.

Other/Dependency

Mandatory workflow
CSP Responsibility
Dependencies: None

WF2 - Preparation

Setup, configure and deploy the MEDINA

Mandatory workflow

deployment on ToC

corresponding EUCS framework (for the
chosen assurance level basic/substantial/high)
on the ToC.

of MEDINA components. Only related to those | CSP Responsibility

components components under the responsibility of the | Dependencies: WF1
CSP.

WF3 - EUCS Setup, configure and deploy the | Mandatory workflow

CSP Responsibility

Dependencies: WF1, WF2

WF4 - EUCS
Preparedness — ToC
Self-Assessment

Self-assess preparedness for EUCS certification
based on the chosen assurance level. This is a
risk-based approach.

Optional workflow
CSP Responsibility

Dependencies: WF1, WF2,

maintenance of
ToC certificate

ToC. Based on current EUCS, the maintenance
process comprises the following stages:
(issuance®), renewal, continuation, update, re-
issuance (new certificate), withdrawal, and
suspension.

WF3
WF5 - EUCS - Performs a point-in-time (discrete) EUCS | Mandatory workflow
compliance compliance assessment for the ToC. When | CSP/ CAB Responsibility
assessment such discrete assessment is periodically | Dependencies: WF1, WF2,
executed, then we achieve the MEDINA notion | WF3
of “continuous”.
WF6 — EUCS - Start certificate maintenance life-cycle for the | Mandatory workflow

Dependencies: WF1, WF2,

WEF3, WF5

WF7 - EUCS -
report on ToC
certificate

Reports on EUCS certificate status for a ToC.
The report can be obtained by the CSP, in
which case the level of provided details might

Optional workflow
CSP Responsibility

Dependencies: WF1, WF2,

6 Despite the initial issuance of certificate is not mentioned in the maintenance process defined by the
core EUCS document, for MEDINA purposes this discussion is part of the Life-cycle Manager (WP4).
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Workflow Comment Other/Dependency
vary. WF3, WF5

WF8 — Auditor- The SSI component is used to issue verifiable | Optional workflow

Verifiable credentials to the CSPs and generate verifiable | CAB / CSP Responsibility

Credentials for
Certificates (NEW)
WF9 - Auditor
Integrity
Verification (NEW)

Dependencies: WF1, WF2,
WEF3, WF5

Optional workflow

CAB Responsibility
Dependencies: WF1, WF2,
WF3, WF5

proofs to the cloud customers.

Using the MEDINA Evidence Trustworthiness
System, the CAB verifies the integrity of the
collected evidence.

Based on these generic workflows, the rest of this section focuses on presenting the roles and
the authorization concept that has been defined for the MEDINA framework.

3.2 Roles

To present the authorization concept (see section 3.3), first the basic roles in MEDINA (cf. D6.3
[9]) are introduced. Table 4. presents each one of the generic roles associated with the MEDINA
framework, along with the access level they have to the Cloud Service Provider’s data. The level
of access ranges from “Cloud Service Provider” (all cloud services offered) to an individual “Cloud
Service” (a specific set of cloud resources). Please note that the EUCS [11] defines its target of

certification at Cloud Service level.

Table 4. MEDINA Roles and Levels of Visibility

Explanation (cf. D6.3 [9])

Level of Access

IT Security
Governance

Its main objective is the protection of Bosch business

models, products, services, and data.

Cloud Service
Provider’

Security Analyst

Responsible for ensuring that the Bosch Group’s digital
assets and sensitive information are protected as well as
evaluating and reporting on the efficiency of the security
policies in place.

Cloud Service
Provider

Domain
Governance

Acts as the core competence holder and responsible topic
owner for product security.

One or more Cloud
Services

Product and Service
Owner

The Product & Service Owner is the central point of
contact for all questions concerning a specific Bosch IT
product or service.

Cloud Service®

Product (Security)
Engineer

Oversees the build, deploy, and run of a product and its
system components.

Cloud Service

Chief Information

The Chief Information Security Officer (CISO) is who the

Cloud Service

demonstrating that specified requirements are fulfilled.

Security Office Compliance Manager has to report to. Provider
(CISO)
The customer® is either a company consuming cloud
Customer products or services (B2B, business-to-business context), Cloud Service
or an individual (B2C, business-to-customer context).
The Conformity Assessment Body (CAB) is a body that One or more Cloud
Auditor?? performs conformity assessment services with the goal of

Services

7 Including all underlying certifiable Cloud Services.

8 For the purposes of MEDINA, we consider access to at most one Cloud Service.
° For the purposes of MEDINA, the Customer is the only non-authenticated role in the framework.
10 This role refers to internal Auditors and NCCAs (National Cybersecurity Certification Authority).
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For example, in Table 4. one can observe that the CISO role has visibility to all cloud services
from its organization (i.e., cloud service provider), whereas the more technical role “Product
(Security) Engineer” can only access information related to a specific cloud service under its
responsibility.

Each defined role is mapped to a local user in the MEDINA Integrated Ul for the purposes of
framework validation (WP6). Furthermore, Cloud Services are created and related to those users
also to validate the designed filtering concept. Table 5 shows this mapping.

Table 5. Mapping local MEDINA users and Cloud Services

Local Username ‘ Cloud Service ID Token ‘
UC1_SecGov 937210b1-a9f2-4929-bbbc-5a7ecc0f089f
UC1_SecAnalyst dcleffOd-4afd-4e2f-8b62-13458c56a540
UC1_CISO f7cle5c¢3-511e-45d1-bf7¢c-867cdc6a8db9
UC1_DomGov 937210b1-a9f2-4929-bbbc-5a7ecc0f089f
UC1_Auditor dcleffOd-4afd-4e2f-8b62-13458c56a540

UC1_ProdOwn

937210b1-a9f2-4929-bbbc-5a7ecc0f089f
UC1_ProdSec

Non-Authenticated User N/A

As a rule of thumb each defined user in MEDINA can only access the data related to its own
CloudServicelD*! token.

Next, for each defined role the set of allowed actions (authorization concept) is presented based
on both the relevant WFs presented in the previous section, and the involved MEDINA
framework components.

3.3 Authorization Model

MEDINA leverages the Role Based Access Control model (RBAC'?) to enforce specific permissions
on the Integrated Ul for certain components. This section presents the final version of MEDINA’s
RBAC concept based on the generic workflows, whereas details associated to its technical
implementation are presented later on this document in APPENDIX E: Generic Architectural
Workflows.

3.3.1 WF1 - Preparation of Target of Certification (ToC)

This initial workflow, despite not invoking any of the MEDINA components, is an evident pre-
requisite for the CSP to fulfil before the certification process starts (see Table 6).

Its main goal is for the CSP to prepare the Target of Certification (ToC), both from a technical
(e.g., deploying the actual cloud service in the hyperscaler) and organizational (e.g., gather the
operational manuals in electronic format) perspectives.

11 This token represents a unique Cloud Service ID on the validation testbed. It can map to any of the laas,
Paa$S or SaaS cloud services created for this purpose.
12 please refer to https://en.wikipedia.org/wiki/Role-based access control
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Table 6. Workflow 1

Short Explanation ‘ Associated MEDINA Components

Setup, configure and deploy the cloud service to certify (ToC) on | CSP testbed
top of the chosen hyperscaler(s). This process includes configuring
the underlying PaaS/laaS.

For this initial workflow, the only role allowed to operate on the platform is the so-called Product
(Security) Engineer, as shown in Table 7.

Table 7. RBAC Model for Workflow 1

Roles Component ‘ Ul Actions ‘
IT Security Governance Testbed None

Security Analyst Testbed None

Domain Governance Testbed None

Product and Service Owner Testbed None

Product (Security) Engineer Testbed Setup, configure, deploy

Chief Information Security Office (CISO) Testbed None

Customer Testbed None

Auditor Testbed None

3.3.2 WF2 - Preparation of MEDINA Components

The second generic workflow of the architecture (WF2) refers to the actual configuration and
deployment of those MEDINA components which are needed for certifying the Cloud Service
(see Table 8). This WF2 does not perform any actual assessment but executes a required set of
deployment actions before WF3 triggers the certification process.

Table 8. Workflow 2

Short Explanation Associated MEDINA Components

Setup, configure and deploy the MEDINA components. Only Evidence Collectors, Integrated Ul,
related to those components under the responsibility of the CSP. | Catalogue of Controls and Metrics

The evidence collectors (e.g., Clouditor and Wazuh), along with the Integrated Ul are deployed
and configured by the Product (Security) Engineer exclusively, as shown in Table 9.

Table 9. RBAC Model for Workflow 2

Roles ‘ Component Ul Actions

IT Security Governance Testbed None

Security Analyst Testbed None

Domain Governance Testbed None

Product and Service Owner Testbed None

. . Setup, configure, deploy (Catalogue, SSO,

Product (Security) Engineer Testbed Clouditor, Wazuh, Codyze, VAT)

Chief Information Security Office (CISO) Testbed None

Customer Testbed None

Auditor Testbed None
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It must be noted that standards and their associated data as contained in the Catalogue cannot
be modified by any of the MEDINA roles (with exception of its Description which can be changed
by the IT Security Governance), as shown in Table 10.

Information from the Catalogue is pre-filled by the “MEDINA framework provider” with the
EUCS standard. Also, the Customer role (non-authenticated user) is denied any access to the
actual Integrated Ul for the interactions taking place in WF2.

Table 10. RBAC Model for Catalogue Ul in Workflow 2

Role Component Ul Actions ‘
IT Security Governance Catalogue Ul E::;Zﬁliii?trif:lonls

Security Analyst Catalogue Ul Read all Entities

Domain Governance Catalogue Ul Read all Entities

Product and Service Owner Catalogue Ul Read all Entities

Product (Security) Engineer Catalogue Ul Read all Entities

Chief Information Security Office (CISO) Catalogue Ul Read all Entities

Customer Catalogue Ul None

Auditor Catalogue Ul Read all Entities

3.3.3 WF3 - EUCS deployment on ToC

After the ToC has been deployed on the hyperscaler (WF1) and the corresponding MEDINA
components have been configured/deployed by the CSP (WF2), then it is possible to use the
later for certifying the Cloud Service. That is the goal of this WF3 shown in Table 11.

Table 11. Workflow 3

Short Explanation Associated MEDINA Components

Setup, configure and deploy the corresponding EUCS framework Orchestrator, CNL Editor, AMOE
(for the chosen assurance level basic/substantial/high) on the ToC.

With the exception of AMOE, in this WF3 read-only roles without permission to modify
information related to the components have been identified, and once again the Product
(Security) Engineer becomes the only role with write permissions. Furthermore, with exception
of the latter role, all the others cannot access AMOE at all (see Table 14).

Table 12. RBAC Model for Orchestrator Ul in Workflow 3

Role Component Ul Actions ‘
IT Security Governance Orchestrator Ul | Read (Requirements, Cloud Service)
Security Analyst Orchestrator Ul | Read (Requirements, Cloud Service)
Domain Governance Orchestrator Ul | Read (Requirements, Cloud Service)
Product and Service Owner Orchestrator Ul | Read (Requirements, Cloud Service)
Add/Remove Requirements, and
Product (Security) Engineer Orchestrator Ul | Add/Remove Cloud Service to
Orchestrator Ul
Chief Information Security Office (CISO) Orchestrator Ul | Read (Requirements, Cloud Service)

13 Descriptions for all entities can be updated for all Entities within the Catalogue e.g., to match specific
CSP requirements / internal regulations.
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Role Component Ul Actions ‘
Customer Orchestrator Ul | None
Auditor Orchestrator Ul | Read (Requirements, Cloud Service)

Table 13. RBAC Model for CNL Editor Ul in Workflow 3

Role Component ‘ Ul Actions

IT Security Governance CNL Editor Ul | Read
Security Analyst CNL Editor Ul | Read
Domain Governance CNL Editor Ul | Read
Product and Service Owner CNL Editor Ul | Read
Product (Security) Engineer CNL Editor Ul | Show/Edit/Complete/Map to CNL Editor Ul
Chief Information Security Office (CISO) | CNL Editor Ul | Read
Customer CNL Editor Ul | None
Auditor CNL Editor Ul | Read

Table 14. RBAC Model for AMOE Ul in Workflow 3

Role Component ‘ Ul Actions ‘
IT Security Governance AMOE Ul None!*

Security Analyst AMOE UI None

Domain Governance AMOE Ul None

Product and Service Owner AMOE Ul None

Product (Security) Engineer AMOE UI Upload New File/Delete File to AMOE Ul
Chief Information Security Office (CISO) AMOE Ul None

Customer AMOE UI None

Auditor AMOE UI None

3.3.4 WF4 - EUCS Preparedness - ToC Self-Assessment

This workflow relates to the components in charge of performing the static risk management
(SATRA) and the self-assessment questionnaires (Catalogue of Controls and Metrics) as
documented by D2.8 [12] and D2.2 [13] respectively (see Table 15.

Although SATRA implements a “stand alone functionality”, which does not need to be technically
deployed in the Cloud Service (cf. WF3), it is integrated into the whole MEDINA framework
thanks to the Integrated Ul.

Table 15. Workflow 4

Short Explanation ‘ Associated MEDINA Components

Self-assess preparedness for EUCS certification based on the SATRA, Catalogue Questionnaire
chosen assurance level following aa risk-based approach.

14 Not even access AMOE at all i.e., AMOE does not appear as menu option for these roles on the
Integrated Ul.
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As shown in Table 16, only the Product and Service Owner can perform all actions available on
the SATRA Ul. All other roles (except the Customer) are assigned read-only/reporting actions
according to the least privilege principle.

Table 16. RBAC Model for SATRA in Workflow 4

Role Component Ul Actions

IT Security Governance SATRA Ul Risk Computation (Reporting)

Security Analyst SATRA Ul Risk Computation (Reporting)

Domain Governance SATRA Ul Risk Computation (Reporting)
ToE Info, Questionnaire, Asset

Product and Service Owner SATRA Ul Information, Risk Computation
(Reporting)

Product (Security) Engineer SATRA Ul Risk Computation (Reporting)

Chief Information Security Office (CISO) SATRA Ul Risk Computation (Reporting)

Customer SATRA Ul None

Auditor SATRA Ul Risk Computation (Reporting)

As shown in Table 17, only the Product and Service Owner can perform all actions available on
the Catalogue Questionnaire Ul. All other roles (except the Customer) can load existing
questionnaires and can generate reports. Finally, the Auditor can only edit the “non-
conformities” field.

Table 17. RBAC Model for Catalogue Questionnaire in Workflow 4

Role Component Ul Actions ‘
Load Questionnaire

IT Security Governance Catalogue Questionnaire Ul
y gue Q Generate Report
Load Questionnaire
Security Analyst Catalogue Questionnaire Ul
¥ ¥ gue Q Generate Report
. . . Load Questionnaire
Domain Governance Catalogue Questionnaire Ul Q
Generate Report
Start a New Questionnaire®®
. . . Load Questionnaire
Product and Service Owner Catalogue Questionnaire Ul Q
Generate Report
Remove Questionnaire
. . . . Load Questionnaire
Product (Security) Engineer Catalogue Questionnaire Ul

Generate Report

Chief Information Security Office Catalogue Questionnaire Ul Load Questionnaire

(CISO) Generate Report
Customer Catalogue Questionnaire Ul None

Load Questionnaire
Auditor Catalogue Questionnaire Ul | Edit non-conformities

Generate Report

3.3.5 WF5 - EUCS Compliance Assessment

This WF5 describes discrete compliance assessments (see Table 18), which should then be
periodically executed for the MEDINA framework to start the certification lifecycle (cf. WF6).

15 The Product and Service Owner can edit all questionnaire fields except non-conformities
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Table 18. Workflow 5

Short Explanation Associated MEDINA Components

Performs a point-in-time (discrete) EUCS compliance assessment | AMOE®, Orchestrator'’
for the ToC. When such discrete assessment is periodically
executed, then we achieve the MEDINA notion of “continuous”.

WF5 contains the interactions for performing discrete assessments, where only the role
(internal/external) Auditor is allowed to change AMOE recommended assessments and submit
them for evaluation to the Orchestrator (see Table 20). All additional roles, with exception of
the non-authenticated Customer, can only perform “read” actions from the components’ Uls.
The Customer role has no access to any of the Uls in this WF5.

Table 19. RBAC Model for Orchestrator in Workflow 5

Role ‘ Component ‘ Ul Actions ‘
IT Security Governance Orchestrator Ul Read'®

Security Analyst Orchestrator Ul Read

Domain Governance Orchestrator Ul Read

Product and Service Owner Orchestrator Ul Read

Product (Security) Engineer Orchestrator Ul Read

Chief Information Security Office (CISO) Orchestrator Ul Read

Customer Orchestrator Ul None

Auditor Orchestrator Ul Read

Table 20. RBAC Model for AMOE Ul in Workflow 5

Role ‘ Component ‘ Ul Actions ‘
IT Security Governance AMOE Ul Read

Security Analyst AMOE Ul Read

Domain Governance AMOE Ul Read

Product and Service Owner AMOE Ul Read

Product (Security) Engineer AMOE Ul Read

Chief Information Security Office (CISO) AMOE Ul Read

Customer AMOE Ul None

Auditor AMOE Ul All*®

3.3.6 WF6 - EUCS - Maintenance of ToC certificate

This WF6 departs from the current definition of certificate maintenance in the EUCS core
document [11], and for the purposes of MEDINA, it also adds an initial stage of “certificate
issuance”.

16 AMOE Ul for visualizing events and compliance statuses

17 Orchestrator Ul menu option for visualizing the results of Security Assessments
18 Filtering assessment results in the Orchestrator is considered a “Read” action.
1% The Auditor role can change CAB assessments and sent those to Clouditor.
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Despite WF6 plays an important role in MEDINA (i.e., continuous execution and analysis of
discrete assessments), there is no user interaction envisioned within the Integrated Ul. For this
reason, WF6 is not associated to any RBAC model.

3.3.7 WF7 - EUCS -Report on ToC Certificate

The goal of this WF7 is to report about the status of an EUCS certificate corresponding to the
ToC and at different levels of detail, depending on the targeted audience (CAB, CSP, etc.). As
shown in Table 21, WP7 takes care of reporting the status of the certificate (and related
evidence) to authorized stakeholders.

Table 21. Workflow 7

Short Explanation Associated MEDINA Components
Report on EUCS certificate status for a ToC. The report can be CCE, Orchestrator

obtained by the CAB or by the CSP, in which case the level of

provided details might vary.

In this case, the proposed RBAC model considers read-only actions for all roles associated to the
components used to visualize the certificates and corresponding assessment results, as shown
in Table 22 and Table 23.

Table 22. RBAC Model for CCE Ul in Workflow 7

Role ‘ Component ‘ Ul Actions
IT Security Governance CCE Ul Read
Security Analyst CCE UI Read
Domain Governance CCE UI Read
Product and Service Owner CCE UI Read
Product (Security) Engineer CCE UI Read
Chief Information Security Office (CISO) CCE UI Read
Customer CCE UI None
Auditor CCE UI Read

Table 23. RBAC Model for Orchestrator Ul in Workflow 7

Role ‘ Component ‘ Ul Actions
IT Security Governance Orchestrator Ul Read
Security Analyst Orchestrator Ul Read
Domain Governance Orchestrator Ul Read
Product and Service Owner Orchestrator Ul Read
Product (Security) Engineer Orchestrator Ul Read
Chief Information Security Office (CISO) Orchestrator Ul Read
Customer Orchestrator Ul Read®
Auditor Orchestrator Ul Read

20 For non-authenticated users (i.e., Customer role), the ACLM Ul publishes the status of EUCS certificates
on a publicly available repository.

© MEDINA Consortium Contract No. GA 952633 Page 33 of 147
www.medina-project.eu o) IR



http://www.medina-project.eu/

D5.5 — MEDINA integrated solution-v3 Version 1.0 — Final. Date: 03.08.2023

3.3.8 WF8 - Auditor - Verifiable credentials for certificates (NEW)

The goal of this WF8 is to issue verifiable credentials to the CSPs and generate verifiable proofs
to CSP customers (see Table 24). For this purpose, a Self-Sovereign Identity (SSI) Framework is
considered. The SSI Framework provides CSPs with the capability to manage their own security
certificates as part of their identity through verifiable credentials. “To manage their own
identity” ultimately means that they store their identity on their own “user space” without
intervention of a third-party.

Table 24. Workflow 8

Short Explanation ‘ Associated MEDINA Components
Issue and verify credentials related to certificates. Self-Sovereign Identity (SSI)

As shown in Table 25, the related authorization model only allows Auditors (internal, CAB/NCCA)
to leverage the SSI Ul for the issuance and verification of credentials.

Table 25. RBAC Model for SSI Ul in Workflow 8

Role ‘ Component ‘ Ul Actions ‘
IT Security Governance SSI Ul None

Security Analyst SSIUI None

Domain Governance SSI Ul None

Product and Service Owner SSI Ul None

Product (Security) Engineer SSI Ul None

Chief Information Security Office (CISO) SSI Ul None

Customer SSIul None

Auditor SSI Ul Issuancg and verification of

credentials

3.3.9 WF9 - Auditor - Integrity verification (NEW)

The goal of this WF9 is to validate the integrity of both evidence and assessment results (see
Table 26). For this purpose, it is necessary to compare the information currently available on the
Orchestrator with the information recorded on the MEDINA Evidence Trustworthiness
Management System. As a result, integrity is verified.

Table 26. Workflow 9

Short Explanation ‘ Associated MEDINA Components

Verify the integrity of evidence and assessment results. Evidence Trustworthiness
Management System (DLT)

As shown in Table 27, the proposed RBAC model considers the Auditor (internal or CAB/NCCA)
is the only role able to perform verification operations.

Table 27. RBAC Model for DLT Ul in Workflow 9

Role Component Ul Actions ‘
IT Security Governance DLT Ul None

Security Analyst DLT Ul None

Domain Governance DLT Ul None

Product and Service Owner DLT Ul None

Product (Security) Engineer DLT Ul None
© MEDINA Consortium Contract No. GA 952633 Page 34 of 147

www.medina-project.eu (@) ev-=n |



http://www.medina-project.eu/

D5.5 — MEDINA integrated solution-v3 Version 1.0 — Final. Date: 03.08.2023

Role Component Ul Actions ‘

Chief Information Security Office (CISO) DLT Ul None

Customer DLT Ul None

Auditor DLT UI Verification of evidence and
assessment results

3.4 Authorization Model for the MEDINA Integrated Ul

The MEDINA Integrated Ul itself also applies an authorization model for the defined roles in the
framework as shown in Table 28. The Integrated Ul detects the role of the logged user and
adapts the user interface accordingly.

One of the adaptations refer to the tools the user has access to. For example, a non-
authenticated Customer only sees the Orchestrator tool in the left menu (see Figure 8). While a
Product and Service Owner can see several other tools: Catalogue of Controls and Metrics,
Orchestrator, Customization of Requirements, Risk Assessment, Organizational Evidence
Assessment and Continuous Certificate Evaluation (see Figure 9).

Another adaptation concerns the diagram displayed on the home page (see section 3.4.1). Here,
the MEDINA IUl includes a different diagram for each user role, representing the MEDINA tool
set (on the left) and the possible actions that the role can perform with them (in the centre). For
example, Figure 9 shows the actions that the Product and Service Owner can carry out:

e Report assessments and certificates (Orchestrator)

e Report policy assessment (Organizational Evidence Assessment)
e Report non-compliances (Continuous Certificate Evaluation)

e Perform CS-Basic self-assessment (Catalogue)

e Perform static risk-assessment (Risk Assessment)
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Table 28. RBAC Model for Integrated Ul (applies to all WFs)

Catalogue of Orchestrator Customization of Continuous Risk Organisational Credentials & Integrity
Controls & Requirements Certificate Assessment Evidence Proofs of Validation of
Metrics Evaluation Assessment Certificates Evidence
IT Security Governance X X X X X X
Security Analyst X X X X X X
Domain Governance X X X X X X
Product and Service Owner X X X X X X
Product (Security) Engineer X X X X X X
Chief Information Security
Office (CISO) X X X X X X
Customer X2
Auditor X X X X X X X X

21 For non-authenticated users (i.e., Customer role), the Life-cycle Manager Ul publishes the status of EUCS certificates on a publicly available repository.
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3.4.1 Role diagrams

The MEDINA Ul includes a different diagram for each user role (see Figure 10 to Figure 15). The
purpose of these diagrams is to help the user to navigate in the MEDINA framework.

The figures represent the MEDINA Tool set (on the left), and the actions the user role is allowed
to perform with them (in the centre). Each role is represented by a different colour in the box.
Each tool is also represented by a different colour, which is propagated to the related actions.
Some tools are not available to certain roles, and in these cases the tool has been depicted with
no-background colour.

The actions are tied to the corresponding tool by the colour of the box and by a line that
connects tool and action. The actions are ordered from top-to-down in the same workflow,
which is represented by an arrow. Some actions are, however, independent of the workflow,
and are represented in parallel, outside of the main workflow.

Ontheright side of the figure, a smaller size box with a grey background represents other actions
that must have been executed previously by other roles in the MEDINA framework for the actual
role to be able to perform the allowed actions (i.e., they are pre-requirements).
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Figure 10. Workflow diagram for the Product (Security) Engineer user role
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4 MEDINA Framework Components and Integration

This section describes the status of the integration activities of the MEDINA components. Figure
16 represents the evolution of the architecture presented in D5.4 [2] and identifies the eight
building blocks of the MEDINA framework, each one corresponding to a different functionality.
Further information about the MEDINA architecture can be found in Deliverable D5.2 [3].

Catalogue

Certification Metrics and Language

Risk assessment and Optimisation Framework
Continuous Evaluation and Certification Life-Cycle
Organizational Evidence Gathering and Processing
Orchestrator and Databases

Evidence Collection and Security Assessment
Graphical User Interface

NV AWM

For each block there is a dedicated subsection below presenting the components that make up
the block. An exception is block#8, which represents the User Interface block in MEDINA and
integrates two components: Component Compliance Dashboard (CCD) and Integrated Ul (IUl).
While the CCD is described at the end of this section 4, the IUl is described in the dedicated
section 5.

For each block component, we present a brief description of its role in the MEDINA framework
and a reference to the deliverable containing more details about it. This is followed by
information on the integration of the component with the other MEDINA components, the
improvements achieved during the third integration round and the APIs exposed. Finally, if
available, a brief description of the implemented Graphical User Interface (GUI) is included, as
well as the TRL evaluation.

All component REST APIs are detailed in APPENDIX F: Published APIs and the user manuals of
the components are included in APPENDIX G: User Manuals.

© MEDINA Consortium Contract No. GA 952633 Page 41 of 147
www.medina-project.eu (@) ev-=n |



http://www.medina-project.eu/

D5.5 — MEDINA integrated solution-v3

Version 1.0 — Final.

Date: 03.08.2023

J

S8 Verifier

Risk Assessment and Optimisation Framework

[_Risk based assessment
[ and reconfiguration

evaluation

He

CNL Store

55 continuous certfication |-------

Certification
evaluation storage

|

234------»] Automated certificate
[ lifecycle
management | Ul

15 Cigy

s

WP2 | Metnics and Certification language

=3 Evidence gathering

m—(‘-lwd security centification LCM
| WP5|  MEDINA Framework inlegration

Compliance Manager / TS

Configuration of AUDITOR

requirements,

6

5 2 rasources, metrics
Pt i AT = . and target values
; specific for the CSP
H ¢ '-. = = T services
v v 5d 1 Evidence (and measurement results
NL2CNL translator v ¥ T ¢ )
Chiedtor | . . Dstmapper | | % R el "
Metric Recomm u So:Regorules) . .......] — = 2 - @
) 1d

% v J - - s

T g r?d' Controls & Metry 1’_7~ o— “—?.QW\. \

==z=rmae 2 : - &3 Organizational evidence [ Security assessment [ |Evidence | Security G ! Security 7
i i gathering and processing (CS level 0S) CS level CSP native (Azure policies) B application level
. H - (AMOE) [ur] o K 5 Codyzo- [ur]
""1——, Catalogue of controls L. o2 /' /
& metrics
—ta)— ™ 5 5b 8b
‘ ] L External
- Evidence " Generic Evidefce Collector rvice Provider
EUCS 2022 I Documen(T] | Choutitor Discovery- ez GE
s tion 3 N repesitory of
| schama2 e documents
- DocumenT |~ , 8a 'Ba Ba
Hﬂp"%":ﬂ“’“’ Regository of
self-assessment '
refarences questionnaire DocumefTh | -5 Camsw“muam
cs2 Ed as!
cs3 Ccs4
-[ All-components 1nbemd‘uu
ul
AwsiAzure/kubernetes T

Figure 16. MEDINA Architecture and data flow

A

Compliance Manager

© MEDINA Consortium

www.medina-project.eu

Contract No. GA 952633

Page 42 of 147
(@) ev-zr |



http://www.medina-project.eu/

D5.5 — MEDINA integrated solution-v3 Version 1.0 — Final. Date: 03.08.2023

4.1 Catalogue (block #1)

The Catalogue is the component that implements most of the KR1 (Repository of metrics and
measures). The main goal is to have an automated tool where a CSP compliance manager or an
auditor can obtain all the information related to a security scheme, which in MEDINA is
restricted to the EUCS (controls, security requirements, assurance levels, etc.). That is,
everything that can be considered “static” information that appears in the standard.

As a result of the research performed in MEDINA, the Catalogue has been extended with extra
information/functionalities such as metrics, implementation guidance, mapping of controls that
are similar in other schemes, and self-assessment questionnaires.

4.1.1 Catalogue of Controls and Metrics

The Catalogue of Controls and Metrics (aka Catalogue) is one of the main entry points of the
MEDINA framework. It provides the following functionalities:

e Endorsement of Security Control Frameworks and related entities: security
requirements, categories, controls, metrics, and assurance levels.

e Displaying and filtering entity information based on some attribute values, including:

o Displaying controls by category

o Allowing navigation through categories, controls, requirements, and metrics
o Selection of requirements of a certain assurance level

o Selection of metrics related to a requirement.

e Provision of implementation guidelines?? for the set of requirements considered in
MEDINA, i.e., requirements of assurance level high that require ‘continuous
(automated)’ monitoring.

e Mapping of certification schemes, providing information about related controls from
different frameworks, with respect to controls in EUCS.

e Self-assessment questionnaires (of about 1.000 questions) to check the degree of
compliance of the August 2022 version of the European candidate draft EUCS [14].

The final version of the Catalogue incorporates the integration with the Risk Assessment and
Optimisation Framework, through an API call that sends the results of the self-assessment
questionnaire to SATRA.

The Catalogue is Open Source with license Apache 2.0 and the source code is available on the
public GitLab repository?.

The interested reader can find more information on the Catalogue in Deliverable D2.2 [13].

Implementation and Integration Status

The main updates implemented in the Catalogue from M27 to M33 are as follows:

e The GUI has been improved to facilitate navigation through the EUCS hierarchy. The
same applies to the mapping of controls.

e The definition of the Implementation guidelines has been extended and better
presented.

22 “Implementation guidelines” are what in previous deliverables we called “reference TOMs” (TOM refers
to requirements or “Technical and Organizational Measures”). The name was changed because users
indicated that the term “implementation guideline” better reflects the purpose of the information
provided.

B https://git.code.tecnalia.com/medina/public/catalogue-of-controls
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e The GUI has been adapted to the MEDINA Integrated Ul visual guidelines (CSS based)
and a Help menu button has been added to the toolbar with a link to the User Manual.

e The role-based authorization rules defined in Table 10 and Table 17 have been
implemented. Different users now have different privileges depending on their role. For
example, with regard to editing the EUCS framework, the creation of questionnaires, or
the insertion of non-conformities.

e Self-assessment questionnaires have been implemented for the three levels of EUCS
certification (Basic / Substantial / High). A full report of the assessment is generated in
PDF format.

e Theresults of a questionnaires are sent to the SATRA component, via APl, whenever the
user finishes working on it.

The final version of the Catalogue in M33 fully meets 100% of the requirements (10) defined in
deliverable D2.2 [13]. Two requirements that were partially fulfilled in the second integration
round are now fully fulfilled. Specifically, requirement #7 has been fulfilled by implementing the
connection to the Risk Assessment component (SATRA); and requirement #9, which refers to the
self-assessment questionnaires, has been fulfilled by providing all the required features (i.e.,
selecting the assurance level, covering all EUCS requirements, allowing to enter comments and
evidence references, and providing a summary dashboard).

The Catalogue frontend is integrated with the MEDINA Integrated Ul, the user can access it by
clicking on the left menu option “Catalogue of Controls and Metrics” (see Figure 18). The
Catalogue is also integrated with the user management tool (Keycloak), so it is able to control
the logged user and its properties, specifically the role. The Catalogue provides a GUI for end
users (see section 4.1.1.3), as well as a RESTful API to interact with it (see section 4.1.1.2).

The Catalogue provides data to the following MEDINA components: Orchestrator (controls and
metrics), NL2CNL Translator (metrics), SATRA (answers to the questionnaires), AMOE (control
and metrics), and CCE (relations between metrics, requirements, controls, categories).

The connection of the two questionnaires avoids the user having to fulfil two overlapping
questionnaires, so that the information collected from the user’s responses is consolidated in
the Catalogue and then shared with SATRA. It is worth mentioning that both tools implement
guestionnaires, but differ in several details:

1. The questionnaires are used for different purposes: the SATRA questionnaire imple-
ments a risk-based analysis of failed requirements, while the Catalogue questionnaire
focuses on compliance. Hence, the reports provided by the two tools are quite different.

2. The granularity differs: the SATRA questionnaire is performed at the control-level while
the Catalogue questionnaire includes questions at the requirement-level.

3. The audiences may also be different: both questionnaires can be used by CSPs for self-
assessment, but the Catalogue questionnaire can also be used by auditors.

Every time a Questionnaire is saved, those requirements for which compliance has been
calculated are sent to SATRA (see Figure 17). The degree of compliance with a Requirement is
calculated based on the answers provided by the CSP to the corresponding questions according
to the rules displayed in Figure 17.
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Orchestrator [

(reg id, req name,

Get CS|Names (Ids)

Questionnaire

(CS Name) CATALOGUE
answers

answers

CATALOG Questionnaire (many O per Req.) | SATRA Questionnaire (1 Q per Req.)

1) ALL guestions have answer YES or N/A -> Requirement is mapped to YES

2) ALL question have answer NO or N/A -> Requirement is mapped to NO

3) ALL questions have answer N/A -> Requirement is mapped to N/A

4) ANY question have answer NO -> Requirement is mapped to PARTIAL
5) ANY question have answer PARTIAL -> Requirement is mapped to PARTIAL

Figure 17. Connection Catalogue-SATRA for questionnaire management

4.1.1.2 Published APIs

The Catalogue has implemented all internal functionality for other components to access and
modify the database elements as a REST API, so the number of interfaces and endpoints is quite
extensive. The list of the available APIs is gathered in APPENDIX F: Published APIs, Component:
Catalogue of Controls . All of them are available to components that wish to interact with the
Catalogue.

The full APl is also available online in the repository?* as an OpenAPI definition.

4.1.1.3 Graphical User Interface

The Catalogue offers a GUI to access and manipulate the different entities that are stored in the
database (see Figure 18). A CRUD screen (Create/Retrieve/Update/Delete) has been developed
for each of the main entities, although the actions allowed depend on the user role.

The GUI allows the user to navigate through the EUCS framework entities, using the visual
elements on the different screens -like buttons, links, and filters-. For example, the user can
select the requirements of a certain assurance level, the controls of a category, the metrics
related to a specific requirement, etc.

As for all the other components — in the right upper corner of the graphical interface there is a
“Help” button that opens the User Manual in a new tab. The User Manual is also available in
APPENDIX G: User Manuals.

24 https://git.code.tecnalia.com/medina/public/catalogue-of-controls/-/blob/main/openapi.json
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Figure 18. Catalogue GUI
In the following, some screenshots are presented as samples of the GUI, in particular to show:

e Controls (see Figure 19)

e Requirements (see Figure 20)

e Filters (see Figure 21 and Figure 22)

e Metrics (see Figure 23) and details of a metric (see Figure 24)
e Implementation guidelines (Figure 25)

e Questionnaires (see Figure 26)

Controls

Show/Hide filter

Home » Frameworks » Categories » Controls

Other
Code  Name Description Category Requirements Frameworks

The CSP operates an information security
— INFORMATION SECURITY ‘rgi;':gemem sy‘f“emcgiMs)' ne S‘wpe‘ o ‘;'e Organisation of Information
- covers the s organisational units
MANAGEMENT SYSTEM ¥ " security &
locations and processes for providing the cloud

senvice.

Requirements Similar Controls -

Conflicting  tasks and  responsibiliies  are

separated based on an RM-01 risk assessment to

reduce ihe risk of unauthorised or unintended  Organisation of Information
changes or misuse of cloud customer data  Security

processed, stored or transmitted in the cloud

service.

0Is-02 SEGREGATION OF DUTIES Requirements 4 Similar Controls ¥

The CSP stays informed about current threats and
vulnerabilities by maintaining the cooperation and
CONTACT WITH coordination of security-related aspects with i
0Ols-03 AUTHORITIES AND relevant authorities and special interest groups. ::i::léaiﬂh Gl Requirements Similar Controls
INTEREST GROUPS The information flows into the procedures for
handling risks (cf. RM-01) and vulnerabilities (ct.

Figure 19. Catalogue - Controls of the “Organisation of Information Security” category
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Catalogue ~

Requirements

Home » Frameworks » Categories » Controls » Requirements

Implementation

Code  Description Assurance Level Type Control guidelines Metrics

The CSP shall have an information
- securly management sysem (SMS), ® 7
01.1B covering at least the operational units, found[cocGatewayApp. AssuranceLevel Basic] Qrganizational ols01r No Metrics "

locations, people and processes for AP View | Edit

providing the cloud service.

The CSP shall provide documented >
51‘3er information of the ISMS applied to the lfrans;atmrl—;n?tr ADD A Level Organizational ols- 014 — No Metrics © 4

ouna[cocGatewayApp. AssuranceLevel Basic] i

cloud service I VAP 1 View | Edit

The CSP shall have an information

securiy management system (ISMS),

covering at least the operational units,

locations, people and processes for >
oI5 providing the cloud semwice, in ransiation-not- . Organizational [oIER L S — No Metrics © 4
0118 found[cocGatewayApp AssuranceLevel Substantial] view | Edit

accordance with EN ISO/EC 27001
Where the controls referred fo in
ISO/IEC 27001 6.1.3 shall be the
controls in this TS on level Substantial.

Figure 20. Catalogue - List of Requirements

Search for requirements

Security Control Framework

E

Select an assurance Level

High v

Assurance Security
D Code Name  Description Level Type Control

§ 0QIS-  QIS-  The CSP shall have an information security management system (ISMS), covering at least the operational units, locations, people and High Organizational ~ OI15-01
011H 011H  processes for prowiding the cloud service, with a valid certification of compliance with the requirements of EN ISONEC 27001 or with
national schemes based on ISO 27001, issued by an accredited CAB covering the cloud service.

6§ OS.  OS-  TheCSP shall provide documented information of the ISMS applied o the cloud service, including al least:<br>(1) ISO/IEC 27001 High Organizational ~ OIS-01
012H 012H  requirement® 1.3 ilem c) shall be used for the cloud service using the cantrals in this document for comparison, with the restriction that
all controls shall apply.<br>(2) ISO/IEC 27001 requiremant 6.1.3 item d) producing a Statement of Applicability referring to the controls in
this document for the cloud service

12 QIS- QIs- The CSP shall perform a risk assessment as defined in RM-01 about the accumulation of responsibilities or tasks on roles or individuals, High Organizational  018-02 @
021H 021H  regarding the provision of the cloud service, covering at least the following areas, insofar as these are applicable to the provision of the
cloud service and are in the area of responsibility of the CSP.<br>(1) Administration of nghts profiles, approval and assignment of access
and access authorisations (cf. IAM-01),<br>(2) Development, testing and release of changes (cf. DEV-01, CCM-01); and<br>(3)
Operation of the system components

13 0s oS The CSP shall implement the mitigating measures defined in the risk treatment plan, privileging separation of duties, unless impossible  High Organizational ~ 018-02
022H 022H  for organisational or technical reasons, in which case the measures shall include the monitoring of activities in order to detect
unauthorised or unintended changes as well s misuse and the subsequent appropriate actions.

023H 023H  modification of rales as part of the role management process

1§ 0IS-  OIS-  The CSP shall automalically monitor the assignment of responsibilities and tasks to ensure that measures related to segregation of High Organizational ~ 015-02
024H 024H  duties are enforced

14 0s oS The CSP introduces and maintains an inventory of conflicting roles and enforces the segregation of duties during the assignment or High Organizational  01S-02 E

18 ISP- ISP- The CSP shall review the global information security policy at least annually High Organizational  ISP-01

Figure 21. Catalogue - Filter to search for “EUCS & High” requirements
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atalogue ~

Controls

Show/Hide filter

Home » Framewcrks » Categories » Controls

Code Name Description
CKM
Category
v
2 Clar e
Other
Code Name Description Category i Fi ki

Poficies and proedures for cryptography and key management mncluing

i opriina g am oo
CHM-01 ENCRYPTION MECHANISMS AND KEY communicatad, and implementad, in order to -snsure the confidentialiy, Cryptography and Key Management 4+ ontrols & © View | & Edit
UAAGENENT
Siramisy s ety e
COMR  ENGRTONOFDMANTRANT  O05C 7B wnunlned o pbls e 5 PSR Gy s ey Mamsgement # Edit

SP has estabi : 4 tachnical salaguard
oz ENCRYPTION OF DATA AT REST The CSP has esbished procedures and feotniedl SR B 0oy sno ey Mansgement & Require:
preven the diseiosure of oud customers’ data during storage.

ents &

ontrols & # Edit

Appropriate mechanisms for key mansgement
confidentalty. authentiity or integrty of ¢

place to protect the
chic keyz.

cHm0s KEY MANAGEMENT

Cryptography and Key Managsment

Figure 22. Catalogue - Filter to search for “CKM” controls

Metrics (Requirement: OPS-05.3H)

Home » Frameworks » Category: Operational Security » Control: OPS-05 » Requirement: OPS-05.3H » Metrics

Category Name Source Description Operator Requirements

Opsrational security MshuareProtactionEnabled Technicat This metric is used to sssess is nabled on the = - 0PS053H 4

seourty NumberGAThrestsFound Technica: This mesric s used o irmequiites. = OPS0S3HT

This metric states whether automatic noffications are enabled (2.9, e-mail) about maiware threats. This relates to EUCS' dsfinfion

Opzrationsl security MauareProectonOuzzat Technicat ofcontinuous manitaring" = OPS0S3H T m

el sscuriy MshuareProtactionCheckQ3 Organizaonat What antuis system is used? na OPS053H T

Opzrationsl security AntimahareSeanFrequencyQ1 Organizations Few reguent are antmalnire scans dane? = OPS0S3HT

Figure 23. Catalogue - Metrics implemented for the “OPS-05.3H” requirement
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Metric

Metric Id
Category
Name
Source

Description

Scale

Operator

Target Value

Target Value Datatype
Interval

Target Resource Type
Requirements

Resource Type

Security feature

Keywords

Operational security

MalwareProtectionEnabled

Technical

This metric is used to assess if the antimalware solution is enabled on the
respective resource.

[true, false]

true

Boolean

VirtualMachine

OPS8-05.3H

malwareProtection.enabled

Figure 24. Catalogue - Details of a the “MalwareProtectionEnabled” metric
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Figure 25. Catalogue - Implementation guideline for the ISP-03.5 requirement

Questionnaire

>> FabasofiTestCCD >> EUCS = Basic

Categories A1: Organisation of Information Security

Security

* A2 Information Security Policies

oo T Lo 0I5-01: The CSP operates an information security management system (ISMS). The scope of the ISMS covers the CSPs organisational units, locations and processes
N e At for providing the cloud service.

* AS: Asset Management

15-01.18: The CSP shall have an information security management system {ISM S), covering at least the operational units, lacations, people and processes for providing the cloud service.

= AS: Physical Security

° GErimT ey Q1: Does the CSP have an i security system (ISMS)
+ Ag: Identity, Authentioation and Access ® Fuly supported Comments
Control Management O Parfially supported.
+ AS: Cryptography and Key Hot supported 3t all
Management Not applicable. 4
. Af0:C ication 5
sy Q2: Does the information security management system cover the operational units?
+ Af1: Portability and Interoperability O Fully supported P
+ A12 Change and Configuration ® Partially supported
Management © Mot supported at all
) Not applicable. £ £
+ A13: Development of Information
Systems . §
Q3: Does the information security management system (ISMS), cover locations?
+ A14: Procurement Management O Fully supported Comments
= A15: Incident Management O Parfially supported ocations)
Hot supported 3t all
+ Af6: Business Continuity Not aplcatie A
+ A17: Compliance
Q4: Does the CSP cover processes for providing the cloud service?
+ At8: User Dooumentation -
O Fully supported Cormments:
+ A19: Dealing with Investigation O Parfially supported. < for providing e dous service)
Requests from Government Agencies © Not supported at all
+ A20: Product Safety and Security ® Not applicable. 4 A
Non-conformities of the requirement: Compliance:
PARTIAL
2

Figure 26. Catalogue - Questionnaire - Questions for the 0IS-01 Security control, Basic level.
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TRL

The TRL of the Catalogue of Controls and Metrics is 4 at the moment of writing. After the
validation phase ends, it is expected to be 5.

4.2 Certification Metrics and Language (block #2)

The components belonging to the “Certification Metrics and Languages” block are mainly
related with KR3 (Certification Language), whose objective is to provide a language specification
which expresses the most relevant aspects of a security certification scheme in machine-
readable format using a Domain Specific Language (DSL).

The updated detailed description of these components can be found in the deliverable D2.5 [15].

4.2.1 NL2CNL Translator

The NL2CNL Translator is the MEDINA component used to map EUCS Natural Language (NL)
requirements into their MEDINA Controlled Natural Language (CNL) translation. This translation
is performed in two steps: the first one selects a set of metrics that could be useful to evaluate
a certain security requirement. After associating a set of metrics with a requirement, the second
step translates those metrics into policies. Specifically, requirements and metrics are expressed
in NL, while the translated policies are expressed in CNL. The final version of the NL2CNL
Translator component incorporates the integration with the Catalogue of Controls and Metrics,
the CNL Store through the CNL Editor APls, and the Orchestrator.

The NL2CNL Translator is Open Source with license Apache 2.0 and the source code is available
on the public GitLab repository?®.

More details on the NL2CNL Translator are described in deliverable D2.5 [15].

Implementation and Integration Status

The NL2CNL Translator was already in a mature stage at M27, thus the main changes until M33
concern implementation refinement, testing and bug fixing.

Some changes have been made to keep the implementation updated with respect to the other
components. Specifically, the vocabulary has been updated and the NLP features have been
recomputed each time a new requirement/metric has been added to the Catalogue. Moreover,
as regards the connection with the Catalogue, the Orchestrator and the CNL Editor, all the 34
EUCS requirements considered in MEDINA have been tested and the correct generation of the
correspondent REOs has been verified. An additional modification concerning the previous
version regards the implementation of the filtering concept, i.e., the NL2CNL Translator in its
final version receives from the Orchestrator the specification of the Cloud Service ID to which a
requirement relates.

Published APIs

The NL2CNL Translator provides a REST API that can be used by the other components
interacting with it. The list of the available APIs is provided in APPENDIX F: Published APIs,
Component: NL2CNL Translator and DSL Mapper.

2 https://git.code.tecnalia.com/medina/public/nl2cnl-translator
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Graphical User Interface

This component does not have a graphical interface and interacts with the other components of
the framework via the API.

TRL

The TRL of the NL2CNL Translator is 4 at the moment of writing. After the end of validation
phase, it is expected to be 5.

4.2.2 CNL Editor

CNL Editor is the component that allows a CSP user to manage, with a Graphical Interface, the
Requirements and Obligations (named REO) objects that are the association, in CNL format,
between Requirements and Policies as compiled from NL2CNL Translator. CNL Editor takes as
input REOs created by NL2CNL Translator and produces as output updated REOs to be processed
by DSL Mapper. With the Editor Frontend, the user can visualize REOs, change Target Value
specified for the Metrics and delete Obligations not considered suitable for the CSP. Finally, the
user can send the REO to the DSL Mapper with the “map” operation which convert CNL
obligations into Rego?® Code (see section 4.2.3).

During the third integration round, we worked on the filtering facility, so we changed the
accessibility to a REO based on Cloud Service Id of the REO and not on the REO user creator as
before. In addition, we reviewed some Ul details to be more compliant to the MEDINA standards
defined.

CNL Editor is close source/proprietary code (Copyright by HPE) and is stored in a private GitLab
repository.

More details on CNL Editor are described in deliverable D2.5 [15].

Implementation and Integration Status
CNL Editor is composed by the following modules:

e CNL Editor Interface (the web GUI to access CNL Editor) and CNL Editor core (application
core)

e Vocabulary: a RDF file with .owl extension defining the Ontology structures and terms
necessary for the Editor to control user changes to the Obligations .

e CNL Editor REST API: APIs used by the Editor and eventually by other Certification
Languages tools, NL2CNL Translator and DSL Mapper, for basic operations.

e CNL Store: database with REO xml files.

e Back Store Interface: REST APIs for access to the CNL Store used by CNL Editor.

CNL Editor was partially containerized on a VM standalone in M15. From M15 onwards the xml
structure of the REO to reflect the needs of MEDINA based on partners requests was revised,
and the APl was also renamed and adapted to better fit the MEDINA context.

At the time of writing CNL Editor is implemented in a mature version and has been fully deployed
in the MEDINA Kubernetes cluster. It provides both a GUI for end users and a set of RESTful APls
to interact with it. The vocabulary used by Editor was updated to the Metrics available in the
final version of Catalogue of Controls and Metrics.

26 https://www.openpolicyagent.org/
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The main updates from M27 to M33 include the implementation of the Cloud Service Id filtering,
the building of a new API, and changing the REO list selection for a particular user. Users do not
see any more only REOs created with their account name but can visualize all REOs that are
defined for Cloud Service Ids that are present in their Keycloak user profile.

At the time of writing, it is being considered, as an enhancement to the CNL Editor, the
implementation of the Role Authorization feature with two different authorizations as specified
in Table 13. Thus, a user with “Read” role will only be able to “Show” REOs, and a user with
“Write” Role [Product (Security) Engineer] will be authorized to perform all available operations
on REOs.

CNL Editor frontend is integrated with the MEDINA Integrated Ul, the user can access it by
clicking on the left menu option “Customization of Requirements” (see Figure 27). User
authentication is done via the MEDINA Keycloak service.

CNL Editor interacts with the other components, NL2CNL Translator and DSL Mapper, by REST
APIs (see section 4.2.2.2).

Published APIs

CNL Editor makes available APIs that can be used from other components (e.g., create by NL2CNL
Translator) to manage REOs, and that are listed in APPENDIX F: Published APIs, Component: CNL
Editor.

To implement REO filtering, on Cloud Service Id, a new APl was defined
/reo/filterby/cloudservice

that retrieves the list of REOs that are associated to a list of Cloud Service Ids.

Graphical User Interface

CNL Editor has a Web Interface that allows a user visualizing and managing some changes to the
REOs. Operations allowed for a REO include: delete obligations or change the Target Values of
obligations.

The final version of the tool in M33 was optimized in terms of look and feel with these
enhancements:

e alignment to the MEDINA Ul style for characters, buttons colour, header, footer, and
background

e addition of the Help button with a link to the User Manual, which is also available in
APPENDIX G: User Manuals.

When the user invokes CNL Editor a list of REOs is displayed, as shown in Figure 27.
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g MEDINA Customization of Requirements ucl_prodsec &

© Help

@ About

Catalogue of
€ Controls and

Metrics
Name Creator Status Creation Date D Cloud Service ID
8 Orchestrator REQ from CKM-04.4H UCT_Prodsec ® Completed 20230505 DSA-05634f2¢-1ad2-4e85-b3a4-bd47 d2fdf10d 937210b1-29f2-4929-bbhc-5a7eccOf08f
REO from CKM-04.1H UC1_ProdSec @ Completed 2023-07-06 DSA-144e8b14-a0e4-46¢5-a3d6-537 14303806 937210b1-a9f2-4929-bbbc-5a7eccofogsf
& Customization of REO from CKM-04.2H UC1 _Prodsec @ Completed 2023-07-06 DSA-15435991-55f4-deff-8729-fcf6426f76d5 937210b1-29f2-4923-bbbc-5a7eccOf08F
=% Requirements
REO from CKM-02.1H UC1_ProdsSec @ Completed 20230505 DSA-17a42631-3a21-4150-819b-5aa5c171a35 937210b1-29F2-4929-bbbc-5a7eccOf0BIF
A Risk Assessment REQ from €5-07.3H UCT_Prodsec ® Completed 20230512 DSA-254ch5af-6416-433c-b136-6c08e9945608 937210b1-39f2-4929-bbbc-5a7ecc0f089f
REQ from BC-O1.1H UC1_Prodsec Customised 20230712 DSA-2a131ba1-d055-4a2f-9419-faBc3756894a 937210b1-39f2-4929-bbbc-5a7ecc0f0B9f
B8 g\i?jgﬂ'i?mm' REQ from OPS-13.1H UCT_Prodsec ® Completed 20230505 DsA-2af76a5a-1b99-4f3e-96c6-fb7b7c47e667 937210b1-29f2-4929-bbhc-5a7eccofossf
Assessment REO from AM-04.2H UCH _ProdSec @ Completed 2023-07-10 DSA-3a6af73c 1 f0b-4179-8c23-94283d56b48b 937210b1-29f2-4929-bbbc-5a7ecc0f085f
Continuous REO from €5-07.2H UC1_Prodsec @ Completed 20230512 DSA-437d0bc7-1cad-47e2-9636-573f5bae8b78 937210b1-29f2-4929-bbbc-5a7eccOf0BIF
a E\E;‘tﬁféi REO from CKM-04.2H UC1_Prodsec @ Completed 2023-07-06 DSA-4b82a7fb-4866-4257-b518-5fd21deb9661 937210b1-29f2-4929-bbbc-5a7eccOf0BIF
REO from AM-01.4H UCT_Prodsec Customised 20230504 DSA-Sdfcbegd-694a-4f70-90ec-8f5682b46018 937210b1-39f2-4929-bbbc-5a7ecc0f0B9f
REQ from CCM-03.4H UCT_Prodsec Customised 20230508 DSA-5e15cd00-4801-4cf4-93dc-f0653cd 1ab1b 937210b1-29f2-4929-bbbc-5a7ecc0f0BIF
REO from AM-04.3H UC1_ProdSec Customised 2023-07-10 DSA-72213b28-0762-426b-9167-6941cc8fe73b 937210b1-a9f2-4929-bbbc-5a7eccofossf
REO from CKM-04.3H UC1_ProdSec @ Available 2023-05-05 DSA-3310778d-e753-435f-b1e6-c59118035796 937210b1-a9f2-4929-bbbc-5a7eccofogsf
REO from AM-05.3H UC1 _Prodsec Customised 20230508 DSA-a761ab31-817b-4f05-9526-2e5381bfaa0d 937210b1-29f2-4923-bbbc-5a7eccOf08F
REO from OPS-21.1H UC1_ProdsSec @ Available 20230505 DSA-ac! Scdee-fdcs-4ddb-bedd-fa34dfb1 efct 937210b1-29F2-4929-bbbc-5a7eccOf0BIF
REO from CCM-01.1H UCT_Prodsec ® Completed 2023-07-07 DSA-ad8a7c69-ff7a-449a-96¢8-2081 25982df 937210b1-39f2-4929-bbbc-5a7ecc0f089f
REQ from CKM-03.3H UCT_Prodsec Customised 2023-07-06 DsA-b68ad 4526-Daif3-929b; bod 937210b1-29f2-4929-bbhc-5a7eccOf089F
REQ from BC-01.2H UCT_Prodsec Customised 20230712 DSA-b72d9¢65-0168-41eb-9fd7-ac59602ba6ds 937210b1-29f2-4929-bbhc-5a7eccOf08f
REO from CKM-04.1H UC1_ProdSec Customised 2023-07-06 DSA-ddca5c2d-2cb2-461d-af4f-4ff61f0467e0 937210b1-a9f2-4929-bbbc-5a7eccofogsf
REO from €5-07.1H UC1 _Prodsec Customised 20230512 DSA-de18bcaa-b3c3-4025-51fb-2848c345014b 937210b1-29f2-4923-bbbc-5a7eccOf08F
m REO from OPS-21.2H UC1_ProdsSec @ Available 20230505 DSA-efba7301-9a63-44bc-a021-3dcdch1d2340 937210b1-29F2-4929-bbbc-5a7eccOf0BIF

This preject has received funding
from the Eurcpean Unionls Horizon
2020 resesrch and innovatien
programme under grant agreement
No 952633,

Figure 27. CNL Editor — REOs visualization

When the user selects a specific REO the window shown in Figure 28 is displayed.

@ ren

Title REO from BC-01.1H
Status. CUSTOMISED
Date 20230712 13:41:37

Cloud Service 1D 837210b1-3812-4525-bbbo-5aTecc0 0831

Additional
Information
uuip DSA 231 31ba1 4058 4321-3415-F 38037288543 ] 7
Vocabulary URI hitps: = esiisb orglvonsbulan ?
Requirement
Requirement Code EC-01.1H 2
Seourity Control  BCD1 ?
Framework EUCS 2
Type ORGANIZATIONAL 7
Description The CSF shall d=fin polisies and procedures sccording to |S7-02 establishing the = idsines 1o encurs business continuity and contngency mansgement 7
Assurance level  High 2
Obligations

Poligies Metric 1D / Source
PolicyDozument MUST As setliansgementPolicy 2 Stringlisin, [procurement, destruction, nans]) fw’r:':f:““”p“"”x 'oa

PolicyDocument MUST BusinessContinuityPolicyD1 na(na,na) zlzﬂmﬁf:;mm’olwm ! oa
PolicyDocument MUST BusinessContinuityPolicyD2 na(na,na) F:;;E:ifg;:wwi’olwﬂs 2

PolicyDocument MUST BusinessC yPolicyl3 String(isin cther, nona])

BusinessContinuityPolicy03 /
jor

e Chaneehansasme 1 naina.ng) ChangeManagementPolicydl .,
PoiicyDocument MUST ChangeManagementPolicy01 naina,ns) piicoiie
GuidelinesCloudCustomersQ1

FoiicyDocument MUST GuidslinesCloudCustomersQ1 naina,na) / recommender

GuidslinesCloudCustomersQ2 .,
{ recommender

FoiicyDocument MUST Gui

linesCloudCustomersQ? na(na,na)

GuidelinesCloudCustomersQ3

FoiicyDocument MUST GuidelinesCloudCustomarsQ3 na(na,n) —e ?
FolicyDosument MUST FalicyUpToDat=Chack Int=ger(s, 130) ::“D"cggf" ateCheck / ?

Figure 28. CNL Editor — Showing a specific REO

4.2.2.4 TRL

The TRL of the CNL Editor is 4 at the moment of writing. After the validation phase ends, it is
expected to be 5.

© MEDINA Consortium Contract No. GA 952633 Page 54 of 147
www.medina-project.eu



http://www.medina-project.eu/

D5.5 — MEDINA integrated solution-v3 Version 1.0 — Final. Date: 03.08.2023

4.2.3 DSL Mapper

The DSL Mapper is a component of the MEDINA framework that has the aim of mapping the
obligations expressed in Controlled Natural Language into executable policies expressed in
Domain Specific Language (DSL). In particular, the obligations generated by the NL2CNL
Translator are read from the CNL Store in the form of a REO object, while the output generated
by the DSL Mapper is expected to be compliant with the DSL chosen in MEDINA, i.e., the Rego
language. The Rego language allows the creation of policies that can be used to automatically
assess evidence, collected by the evidence collector components. The output of the DSL Mapper
is sent to the Orchestrator, which performs the assessment of the policies.

The DSL Mapper is Open Source with license Apache 2.0 and the source code is available on the
public GitLab repository?’.

More details on DSL Mapper are described in deliverable D2.5 [15].

Implementation and Integration Status

Compared with M27, this component is now in a mature state. The most important change is
the refinement of the connection with the Orchestrator. In fact, in the previous version, the
output sent to the Orchestrator sometimes presented some errors due to the presence of values
not recognised by the Orchestrator. Furthermore, connection problems with the Orchestrator
occurred due to misaligned metrics among Catalogue, DSL Mapper and Orchestrator. These
problems were resolved, and an intensive test campaign was carried out to verify that all
obligations translated into Rego policies were correctly received and interpreted by the
Orchestrator. A further improvement that was introduced is the handling of the filtering
concept, whereby requirements are currently linked to a specific Cloud Service.

Published APIs

The DSL Mapper provides a REST API that can be used by the other components interacting with
it. The list of the available APIs is provided in APPENDIX F: Published APIs, Component: NL2CNL
Translator and DSL Mapper.

Graphical User Interface

This component does not have a graphical interface and interacts with the other components of
the framework via the API.

TRL
The TRL of the DSL Mapper is 4 at the moment of writing. After the validation phase ends, it is
expected to be 5.

4.3 Risk Assessment and Optimisation Framework (block #3)

4.3.1 Risk Assessment and Optimisation Framework (RAOF)?28

RAOF is a service for supporting the non-conformity assessment process with a risk-based
decision-making capability. This component evaluates the current risk of the CSP, by estimation
of the CSP’s needs and protection against possible threats. The computed risk value is used to
evaluate how far is the CSP from full compliance with the selected certification scheme (and

27 https://git.code.tecnalia.com/medina/public/dsl-mapper
28 For historical reasons, we use the terms RAOF and SATRA indistinctly though the document. Strictly
speaking, RAOF is the name of the component, while SATRA is the tool which implements this component.
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assurance level). Not only does this analysis help to identify which security requirements are
missing, but also how risky it is for this CSP if these requirements are not fulfilled. By
implementing these functionalities, RAOF contributes to two Key Results: KR2 (by providing the
risk-aware support to a compliance manager before applying for certification) and KR6
(supporting the MEDINA’s auditor, i.e., Automated Certificate Life-Cycle Manager, with a risk-
based evaluation of detected non-conformities).

RAOF is an Open-Source project with license Apache 2.0 and the source code is available on the
public GitLab repository?.

More details about this component are available in deliverables D2.8 [12] and D4.5 [16].

Implementation and Integration Status

The RAOF component is used in two parts of the MEDINA process. First, the component provides
the support during the bootstrapping, when a compliance manager evaluates if the cloud service
could be certified (i.e., fulfil the requirements for certification). In this case, the compliance
manager interacts with the RAOF directly through the GUI.

RAOF is also used during the dynamic evaluation of compliance. The CCE component notifies
RAOF about the requirements which have been evaluated by assessment tools and the result of
these assessments. If non-conformities are detected, RAOF re-computes the risk using initially
provided input and the assessment results and analyses the non-conformity gap. The result of
this analysis (i.e., whether the non-conformity is to be counted as major or minor) is provided
to the LCM for further evaluation of the status of the certificate.

The final version of the component in M33 implements all planned features. The engine for the
non-conformity gap analysis engine is set up to compute and compare risk values for different
assurance levels and different cloud market types. The computation is based on the cloud
resources expected values of which should be initially provided by the CSP and the fulfilled
requirements of the certification scheme. Moreover, the recently added functionality helps the
compliance manager to optimise its investment in covering certification scheme’s requirements
to achieve at most minor non-compliance. The dynamic part implements the communication
between Continuous Certification Evaluation (CCE) and Life-Cycle Manager (LCM) components
and is set up to perform the risk-based non-conformity gap assessment automatically.
Moreover, the latest changes introduced in the operation of the component also provide a quick
assessment of the impact of every failed requirement. This information can be used by the CSP
to prioritise its effort and focus first on fixing the most significant failures. Small modifications
in the logic of the dynamic risk computation have been implemented, to enhance its
computation of risks per resource.

The RAOF frontend is integrated with the MEDINA Integrated Ul and implements the common
functionalities for it, the user can access RAOF by clicking on the left menu option “Risk
management” (see Figure 29). In particular, RAOF uses the Keycloak mechanism to authenticate
users and authorise access to the risk analysis functionalities only for associated Targets of
Evaluations. During the third integration round, a more fine-grained authorisation procedure is
implemented, allowing only specific roles (e.g., a service owner) to modify the parameters of
the analysis. Other roles may only see the results of the analysis.

Another functionality implemented by RAOF is importing results of the questionnaire provided
by the Catalogue. This option aims to ensure that a user can report which EUCS requirements

29 https://git.code.tecnalia.com/medina/public/static-risk-assessment-and-optimization-framework
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the considered service satisfies only once, but benefit from the both analyses provided as by the
Catalogue (compliance score) as well as RAOF (risk-based analysis of non-conformities and
optimised planning for implementation of additional requirements).

From M27 to M33 the most attention was dedicated to improving the integration with other
components and addressing the issues detected during testing the overall framework. The latest
changes in RAOF and the components communicating with it are considered. The values used
inside the framework (and used for computation of risk) have been adjusted to improve the risk
computation procedure.

4.3.1.2 Published APIs

RAOF provides a REST API with a number of endpoints. This APl is to be used by the compliance
manager dashboard during the bootstrapping phase. All Targets of Evaluation (ToEs) managed
by the RAOF are created and could be modified by the Clouditor using this API. As well, the CCE
is supposed to invoke RAOF using a dedicated endpoint of this API.

The list of the available APIs is provided in APPENDIX F: Published APIs, Component: Risk
Assessment and Optimisation Framework.

4.3.1.3 Graphical User Interface

RAOF provides a GUI for the direct interaction with a compliance manager (see Figure 29). As
for all the other components —in the right upper corner of the GUI there is a “Help” button that
opens the User Manual in a new tab. The User Manual is also available in APPENDIX G: User
Manuals.

This GUI can be used to select (see Figure 30), set up all settings for a Target of Evaluation (see
Figure 31), add the list of resources and their sensitivity (see Figure 32), and report fulfilled
requirements (see Figure 33). Also, the GUI displays the results of the analysis and the computed
risk values, as shown in Figure 34.

g MEDINA Risk Assessment ucl_auditor &
B sclect ToE @ Help
@ About
Catalogue of . u .
& Controle nd Targets of Evaluation (ToE) available for analysis
Metrics
& Orchestrator Select a Target of Evaluation for the risk-based analysis.
& Customization of
R Requirements [ —— (o ]
937210b1-2912-4929-bbbe-5a7ec 010831 [service for Prodown ] m
A Risk Assessment 0343bc8-0960-490¢-a5C6-2ab64b1b06ar |0a43cbcs-0960-490e-a5c6-2abb4b1b08a | m
£7c1.5C3-511e-4541-bf7c B67cdc6a8Cb9 |7e1e503-511¢-4501br7c-867cacsasabe ] m
3fe714b-130d-4fac-9a3a-aBT 049590 [eare7rab-1800-a7ae-9a32-28c 70419590 | m
1165341b-2047-4090-8590-421191857084 [ ] m
~ gﬂnl",”“”l“ 793dcdfe-9940-11ec-b909-024220120002 [ ] m
2 Certificate
Evaluation 00000000-0000-0000-0000-000000000000 [ ] m
Credentials and 5f7c6df4-d3ad-41e2-b1e0-T57eb3bTc3aT [ | m
@ Proofs of
% Certificates Cr520866-9931-lec-D909-0242ac 120002 [ ] m
‘ 45816733-94d7-4664-b176-c 1 cb7ae1Bcdd [ | m
Integrit
& validation of dc1efi0d-4afd-4e2f-8b62-13458056a540 [ ] m
Evidence
No 952532
Figure 29. RAOF GUI
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B Select ToE

Targets of Evaluation (ToE) available for analysis

Select a Target of Evaluation for the risk-based analysis.

oE ID ToE Name

0e37d39c-d3ba-4a24-aeea-380c41cdebdc ‘TestArtl
1bca421e-c708-11ed-afal-0242ac120002 ‘First ToE
1e67df1a-2127-421a-ba0f-c8731b5edd3c ‘TEST STEFANO

2a%c09a7-ebb7-4a97-835c-ead36c1b38b1 ‘

2feal7b3-1298-4f8a-af6d-f80e355438d4 ‘

4b60d24a-c6f4-11ed-afa1-0242ac120002 ‘TEST ToE
5b51b1d2-bb00-4512-be37-24819b5d9%ab ‘TestHigh
600e0e76-df6b- 11ed-bSea-0242ac120002 ‘TOE TEST CCE

8cdBc7d0-1446-4cac-ab96-c3f82cd91ab2 ‘

|
|
|
|
|
34175106-a188-4c7§-9720-53dc7ecaad90 ‘First ToE |
|
|
|
|
|

90acc728-dfd0-41a7-acd6-0bB650074568 ‘

Figure 30. RAOF - Select ToE

I Select ToE

Target of Evaluation Info

Please, provide the cloud service type, select a Certification Scheme and the corresponding Assurance Level (if applicable)

CLOUD SERVICE LAYER

[5aas v
CERTIFICATION SCHEME

[EUCS v
ASSURANCE LEVEL

[High ~|
Start Questionnaire

Figure 31. RAOF - Setup of Targets of Evaluation

'CLOUD RESOURCE IDENTIFICATION

ID Cloud Resource

Number Of Unit Confidentiality Level Integrity Level Availability Level

Cloud Resource Type

A IoT Device Provisioning Service v

[ ime ] lCICDService v
w3 e Fncton v
s [ e Database v
5[ e Vst lachine -]
A6
T Delete row | 4 Submit

Figure 32. RAOF - List of resources
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I Select ToE

Questionnaire

Please, answer all questions selecting the most suitable answer from the lists of available answers, Then press Submit

Page 1/20. Organisation Of Information Security

Information Security Management System

0I5-01.1H - The CSP shall have an information security management system (ISMS), covering at least the operational units, locations, people and processes for
providing the cloud service, with a valid certification of compliance with the requirements of EN ISO/IEC 27001 or with national schemes based on SO 27001,
issued by an accredited CAB covering the cloud service.

@ Yes.

O Partial

O No

(O Not Applicable

0I5-01.2H - The CSP shall provide documented information of the ISMS applied to the cloud service, including at least: (1) ISO/IEC 27001 requirement 6.1.3 item
¢) shall be used for the cloud service using the controls in this document for comparison, with the restriction that all controls shall apply. (2) ISO/IEC 27001
requirement 6.1.3 item d) producing a Statement of Applicability referring to the controls in this document for the cloud service

@ Yes.

() Partial

O No

(O Not Applicable

Contact With Authorities And Interest Groups

0IS-03.1H - The CSP shall maintain regular contacts with relevant authorities in terms of information security and relevant technical groups to stay informed
about current threats and vulnerabilities.

@ Yes.

() Partial

O No

() Not Applicable

Information Security In Project Management

0IS-04.1H - The CSP shall perform a risk assessment according to RM-01 to assess and treat the risks on all projects that may affect the provision of the cloud
service, regardless of the nature of the project.

@® Yes.

(O Partial

O No

O Not Applicable

M Save and Leave 4 (o to Cloud Resource

Figure 33. RAOF - Requirements to be fulfilled
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B Select ToE

Risk Computation

The radar chart show
table shows the risk a

organization with regard of some Information Security categeries. The

RISK COMPUTATION

Organisation Of Informalion Security
Information Security Policies, o Product Safety And Security

Dealing WWith Investigation Requesls From Govemment Agencies

Human Resources User Documentation

Asset Management Compliance

Physical Security

Operational Security

Identity Authenfication And Access Gontrol Management

Procurement Management

Cryptography And Key Management Development Of Infermation Systems

Communication Security Change And Configuration Management

Portability And Interaperability

Overall Risk:
56.6500/100

Best
55.9600/100

Non Conformity Gap
0.6900

Major

Figure 34. RAOF - Results of the static risk analysis

4.3.1.4 TRL

The TRL of RAOF is 6 at the moment of writing. After addressing the issues identified by the
ongoing validation process, it is expected to be changed to 7.

4.4 Continuous Evaluation and Certification Life-Cycle (block #4)

4.4.1 Continuous Certification Evaluation

The Continuous Certification Evaluation component (CCE) collects assessment results and builds
an evaluation tree representing the aggregated assessment results on higher levels of the
certification scheme to determine compliance with the different certification elements
(requirements, controls, control groups, etc.).

The components belonging to the “Continuous Certification Evaluation” are mainly related with
KR5 (Continuous Cloud Certificate Evaluator, CCE), whose objective is to collect assessment
results gathered by Security Assessment components and continuously build an evaluation tree
representing aggregation of assessment results to determine compliance with the different
controls.
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CCE is an Open-Source project with license Apache 2.0 and the source code is available on the
public GitLab repository: CCE core®’ (back-end) and the UI*! (front-end).

Additional details about the component’s architecture and methodology used is available in
deliverable D4.3 [17].

Implementation and Integration Status

As described in D5.4 [2], all the elicited functional requirements are implemented in the CCE.
They are implemented using three microservices: CCE core (back-end), CCE Ul (front-end) and
MongoDB database.

The final version of the component in M27 supports full integrations with the Catalogue of
Controls and Metrics, Orchestrator, RAOF and CNL Editor.

CCE receives assessment results gathered by the Security Assessment components through the
Orchestrator and continuously builds an evaluation tree representing the aggregation of
assessment results to determine compliance with the different certification elements.

Beside the assessment results, CCE also receives data about the Cloud Services and related
Targets of Evaluation from the Orchestrator. Another required input is the structure of the
evaluation scheme used (relations between metrics, requirements, controls, categories) that is
obtained from the Catalogue. In addition, CCE also provides improved overview of assessed
metrics by integrating information (added or modified metrics) from the CNL Editor.

Outputs of the CCE are consumed by the Risk Assessment and Optimisation Framework (RAOF)
and the Life-Cycle Manager (LCM). CCE periodically sends the changed values of the evaluation
tree to RAOF for the risk-based evaluation of the severity of incompliances. The LCM queries the
CCE’s APl to obtain operational effectiveness values which help determine the overall
certification state.

The evaluation aggregation is implemented for multiple Targets of Evaluation (multi-tenancy
support), history of evaluation tree states is being stored in a database and is exposed through
an API, the operational effectiveness values are being calculated and integration with all
components needed for the complete functionality is complete.

The CCE frontend is integrated with the MEDINA Integrated Ul, the user can access it by clicking
on the left menu option “Continuous Certificate Evaluation” (see Figure 35),

The following functionalities and features have been implemented and integrated between
M27-M33:

e Full integration with Keycloak enabling filtering (AuthT/AuthZ) of Cloud services for
different users

e New Button to show/hide yellow nodes for better visualisation of CCE tree results

e The non-compliant (red) requirements contain a link to the Implementation
guidelines/Reference TOMs from the Catalogue

e An aggregated compliance view has been implemented for users with access to more
than one Cloud Service

e Minor Ul/UX improvements (e.g., unified look with the MEDINA IUI, human-friendly
description of the Target of Evaluation).

30 https://git.code.tecnalia.com/medina/public/continuous-certification-evaluation
31 https://git.code.tecnalia.com/medina/public/cce-frontend
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Based on the feedback from validation, we have started to develop the following features which
will finished and reported in D6.4 [10]:

e Obtain detailed metrics data from CNL Editor and visualise them in the CCE evaluation
tree.

e Highlight compliance changes between two “consecutive” CCE trees.

e Display RAOF results in the CCE tree.

The source code of both the CCE core3? (back-end) and the UI*3 (front-end) is available on the
public GitLab repository. Dockerfiles are available for simple deployment and are integrated
with the project’s development and testing environments on Kubernetes.

4.4.1.2 Published APIs
CCE exposes two APIs:

e HTTP REST-like API, mainly used for the communication with the web front-end (Ul).
e gRPC API, for the communication with the Orchestrator and the Life-Cycle Manager.

The list of the available APIs is provided in APPENDIX F: Published APls, Component: Continuous
Certification Evaluation.

4.4.1.3 Graphical User Interface

The CCE frontend provides a tree visualization of the assessment results (see Figure 35).

Continuous Certificate Evaluation ucl_ciso &

R Bosch_laa8 : EUCS ~ 12 July 2023 8t 12:14 CEST ~

Intaroperabilly

| [— |

POLICIES FOR THE USE
OF ENCRYPTION ENCRYPTION GF DATAIN

MECHANISMS AND KEY TRANSIT

MAKAGEMENT

ENCRYPTIGN OF DATA AT
REST

MANAGEMENT

e e

Figure 35. CCE GUI - Evaluation tree

As for all the other components — in the right upper corner of the graphical interface there is a
“Help” button that opens the User Manual in a new tab. The User Manual is also available in
APPENDIX G: User Manuals.

32 https://git.code.tecnalia.com/medina/public/continuous-certification-evaluation
33 https://git.code.tecnalia.com/medina/public/cce-frontend
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TRL

The TRL of the CCE is 4 at the moment of writing. After the validation phase ends, it is expected
to be 5.

4.4.2 Automated Certificate Life Cycle Manager

The Automated Certificate Life Cycle Manager (LCM) integrates data from multiple other
components to decide about the certificate’s status. It addresses KR5 (Continuous Cloud
Certificate Evaluator).

Changing a certificate state is a complex decision that is difficult to do meaningfully in an
automated way. For that reason, the LCM combines information about a cloud service’s risk
level, its compliance status over time, as well as other information to make this decision. In the
context of the SSI system, the decision can be checked by a human auditor before it is published
to ensure that the state is valid.

The LCM is Open Source with license Apache 2.0 and the source code is available on the public
GitLab repository®*.

More details about this component are available in deliverable D4.3 [17].

Implementation and Integration Status

The prototype of the LCM has been designed and developed in the months M1-M30 of the
project. It implements the certificate states defined by the EUCS.

To make its deployment and maintenance easier, the LCM has been integrated with the
Orchestrator to reuse its database and its user interface. This way, certificate information is
stored in the Orchestrator database rather than requiring a dedicated database for the LCM.
Also, it reuses the Orchestrator Ul to present certificate information to end users.

In the project period from M27-M33, the LCM has been advanced with Ul improvements and
minor APl updates. The main focus in this period was on testing its interaction with other
components (Orchestrator, CCE, RAOF, SSI Framework) and deliver bug fixes accordingly.

The LCM is furthermore integrated with three other components to manage certificates. First, it
receives evaluation results from the RAOF. The RAOF performs risk assessments of cloud
services and forwards the results to the LCM which integrates them into its decision-making
process for the respective certificate(s).

Second, the LCM retrieves statistical data about the historical compliance of a certificate of a
cloud service, i.e., a Target of Evaluation, from the CCE. The CCE calculates statistics about the
compliance status of a Target of Evaluation over time, such as the ratio of non-compliant to
compliant times. This presents a second source of data for certificate state decisions.

Third, the LCM is integrated with the SSI Framework. After having changed a certificate status,
or after the creation of a new certificate, it forwards the new state to the SSI Framework (see
section 4.4.3).

34 https://git.code.tecnalia.com/medina/public/life-cycle-manager
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Published APIs

The LCM exposes several APIs that allow the management of certificates, including their
creation, modification, deletion, etc. The APIs are described in detail in D4.3 [18]. They are also
available in APPENDIX F: Published APIs, Component: Life Cycle Manager.

Graphical User Interface

The LCM is integrated with the Orchestrator to provide database capabilities and to visualize
them in a user interface. It thus does not provide a dedicated GUI but reuses the Orchestrator’s
GUI to show information about existing certificates. The GUI also presents data about
certificates’ state histories, i.e., which states they have had in the past and due to which reason,
e.g., a suspended state due to a major deviation.

Figure 36 shows an example of how a certificate is displayed in the GUI along with its state
history.

"Bosch_laaS"

1D: 2111

Name: Bosch_laaS

Service ID: 945d9c38-b2ad-4db5-9d33-cd10b7d5d840
Issue Date: 2023-03-27T10:06:55Z

Expiration Date: 2024-03-27T710:06:54Z

Schema: EUCS

Assurance Level: high

CAB: CAB123

Description: Bosch laaS

State History

State Deviation Timestamp Tree ID
new 28 Jun 23 10:00 UTC 123456
suspended major 30 Jun 23 08:01 UTC 223456
continued minor 30 Jun 23 08:16 UTC 234567

Figure 36. An example of a certificate as displayed in the Certificates view in the Orchestrator GUI

TRL

The TRL of the Automated Certificate Life Cycle Manager is 4 at the moment of writing. After the
validation phase ends, it is expected to be 5.

4.4.3 Automated Self-Sovereign Identity-based certificates management

The Self-Sovereign Identity (SSI) Framework provides the CSPs with the capability to manage
their own security certificates as part of their identity through verifiable credentials. “To manage
their own identity” ultimately means that they store their identity on their own “user space”
without intervention of a third-party.

The SSI Framework is not only composed of the CSP component to store and control the
credentials. It is also composed of the Issuer component which provides the CAB a way to issue
verifiable credentials about the security certificates related to the CSP; and the Client component
which provides a way to ask and verify proofs of different security certificate features. In this
sense, privacy is an important requirement within MEDINA, as several security certificate
features are considered sensitive and must be treated carefully. The SS/ Framework is capable
of sharing sensitive information in a confidential way by keeping the user’s identity out of third
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parties, which act as identity silos, reducing the risk of identity theft; but also, by using Zero-
Knowledge Proofs (ZKPs). ZKPs preserve user’s privacy using cryptography to proof that a CSP
has some attributes without disclosing these attributes.

The SSI Framework is part of KR5 (Cloud Certificate Evaluator). It has a Proprietary license,
Copyright by TECNALIA.

Details about this component are available in deliverable D4.3 [18].

Implementation and Integration Status

A complete prototype of the SS/ Framework was implemented by M30. It is composed by one
SSI-network, three SSl-agents (issuer, holder, and verifier, for the complete SSI flow), one SSI-
API (for receiving information from the LCM), and two SSI-webapps (one for the holder and
another one for the issuer and verifier).

The SSI-network, two of the SSl-agents (issuer and verifier), one of the SSI-webapps (the one for
the issuer and verifier) and the SSI-API are provided as a service by TECNALIA emulating the CAB
and a potential CSP customer. All these components are correctly deployed and integrated with
each other. Additionally, the SSI-API is also correctly integrated with the LCM for receiving the
certificate state after the MEDINA framework execution.

Additionally, one SSl-agent (holder) and one SSI-webapp (the one for the holder) are correctly
deployed on the MEDINA environment and are correctly integrated with the Keycloak instance
of MEDINA and the MEDINA Integrated Ul. The user can access them by clicking on the left menu
option “Credentials and Proofs of Certificates” (see Figure 37). These components are also
correctly integrated with the rest of the SSI components deployed at TECNALIA. No integration
with additional components is needed in this case.

The main updates of the final release of the SSI Framework (M33) with respect to the previous
version (M27) are related to:

e GUI has been adapted to the visual guidelines (CSS based).

e GUI has been improved for easier navigation.

e Integration of SSl-agent and SSI-webapp of the holder (CSP) with the Integrated Ul and
the keycloak instance of MEDINA.

e Role-based authorization rules defined in Table 25 have been applied.

e Zero-Knowledge Proofs (from SSI) applicability in security certification.

The associated functional requirements are fully covered.

Published APIs
The SSI-API component of the SS/ Framework exposes an APl described in detail in Section
6.3.1.2.3 in D4.3 [18] The list of these APIs is also available in Annex F, Component: Automated
Self-Sovereign Identity-based certificates management (SSl).

Graphical User Interface
The SSI Framework is controlled by means of a web-app application:

e Figure 37 shows the home page of the graphical interface for the CSP (holder) integrated
in the MEDINA Integrated UlI.
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Credentials and Proofs of Certificates admin 2

<% Certificate Credentials Lifecycle & Certificate Credenti:

Certificate Credentials Lifecycle
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= Requirements
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Figure 37. SSI Framework GUI for CSPs

e Figure 38 shows an example of the webapp for the CAB (issuer), showing the issuance
of new credentials.

Send credential auto-offer

Fill the information below to create a new

(JJ(quTISPTEy]EEFequT 3:CL:2387:medina (version 1.0)

Attributes

X CANCEL

Figure 38. SSI Framework GUI for the CAB

e Figure 39 shows an example of the webapp for the CSP customers (verifier), showing
the request of new proofs.
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J MEDINA Wallet ACCOUNT

ntials ] Certificate Proofs () Help @ Administration

Certificate Proofs

Ask for proofs and query them in the identity provider Issuer.
A REQUESTPROOFS | (X

(D) No proofs were found in your account.

Figure 39. SSI Framework GUI for the CSP customers

More details about the graphical interfaces of the SS/ Framework can be found in Appendix E:
SSI Webapp Manual in D4.3 [18].

As for all the other components — in the right upper corner of the graphical interface there is a
“Help” button that opens the User Manual in a new tab. The User Manual is also available in
APPENDIX G: User Manuals.

4.4.3.4 TRL

The TRL of the Self-Sovereign Identity (SSI) Framework is 4 at the moment of writing. After the
validation phase ends, it is expected to be 5.

4.5 Organizational Evidence Gathering and Processing (block #5)

4.5.1 Assessment and Management of Organizational Evidence

The Assessment and Management of Organizational Evidence (AMOE) component extracts and
collects evidence from policy documents. The component is addressing the NLP and
organizational measure aspects of KR4 (Continuous Evidence Management Tools). It can
compute pre-assessments (hints) that can be used to speed up the audit process. After
uploading a document, the component extracts the evidence for a set of organizational metrics
with the help of the built-in Natural Language Processing (NLP) pipeline.

The processed data can be analysed in the Ul and assessment results can be set/confirmed. Once
complete, the assessment results can be forwarded to the Orchestrator on demand.

The AMOE component is licensed under Apache 2.0 and the source code is available on the
public GitLab repository®.

Additional details about this component are available in deliverables D3.3 [19] and D3.6 [20].

4.5.1.1 Implementation and Integration Status

For the evidence gathering functionality the following subprocesses have been implemented.
Pre-processing for PDF to transform unstructured policy documents into semi-structured
content usable for faster and more accurate extraction. The evidence extraction pipeline itself,

3Shttps://git.code.tecnalia.com/medina/public/amoe
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which consists of one main method (keyword-based approach) that is used by default. For
research purposes three other similar evidence extraction pipelines have been built, however,
tests have shown they would need additional work. All evidence extraction approaches make
use of standard NLP techniques and utilize the pre-trained question answering system roberta-
base-squad23.

The integration of the component into the MEDINA framework uses the API of the Catalogue of
Controls and Metrics and has a hardcoded fall back to a static metric file if the connection would
fail. Furthermore, the connection to the Orchestrator for metric implementation details and
sending assessment results and evidence has been implemented.

To store the metadata, logging and extracted evidence internally, a connector to internal data
base (MongoDB) has been added. The user action information (on edit/upload/delete/submit)
is logged into the data base.

The AMOE frontend is integrated with the MEDINA Integrated Ul, the user can access it by
clicking on the left menu option “Organizational Evidence Assessment” (see Figure 40). User
authentication is done via the MEDINA Keycloak service and respective component client. Role
based access (Keycloak roles) as well as filtering of information based on cloud service
information in the authentication token has been implemented. A dockerfile and kubernetes
configuration for deployment of webservice, db and redis cache have been created.

A quality check pipeline for manual checks on the status and aid of research tasks for evidence
extraction has been implemented. It enables comparison of annotated information in the tool
Inception®’ to the evidence extraction approaches.

The main updates of the final release of AMOE (M33) with respect to the previous version (M27)
are as follows:

e The GUI has been adapted to the MEDINA Integrated Ul visual guidelines (CSS based).

e A help button has been added linking to the user manual.

e Buttons have been added to the navigation bar, as well as some additional navigation in
the evidence view.

e The functionality to submit multiple metrics at once has been added.

Published APIs

The AMOE APIs are listed in APPENDIX F: Published APIs, Component: Assessment and
Management of Organizational Evidence — AMOE.

Graphical User Interface

AMOE provides a GUI for users to interact (see Figure 40). The following access types are
defined, configurable through the Keycloak authentication token roles:

® no access

e read only access

e upload/delete files or stop running processes
e edit/submit assessment results

e admin (full read/write access)

36 https://huggingface.co/deepset/roberta-base-squad?2
37 https://inception-project.github.io/
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As for all the other components — in the right upper corner of AMOE there is a “Help” button
that opens the User Manual in a new tab. The User Manual is also available in APPENDIX G: User
Manuals.

g MEDINA Organisational Evidence Assessment admin &
@ “oout
PR Process organisational evidence based on metrics
Metrics

Uploaded files

8 Orchestrator

Uploaded files 2, Upload new file
Continuous
& Certificate
Evaluation Show 50 v entries Search:
A FRisk Assessment Cloud service v File name Date Progress (7 Deléte
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= Selt-Sovereign
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Figure 40. AMOE landing page
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Figure 41 AMOE file overview
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Figure 42 AMOE compliance status view

4.5.1.4 TRL

The TRL of Assessment and Management of Organizational Evidence (AMOE) is 4 at the moment
of writing. After the validation phase ends, it is expected to be 5%,

4.6 Orchestrator and Databases (block #6)

4.6.1 Orchestrator and Databases

The Orchestrator is a central component of the MEDINA framework which processes all evidence
and assessment results. It receives these data from the security assessment tools, and forwards
them to the appropriate components, such as the CCE. Furthermore, it provides a database that
stores evidence and assessment results, as well as metrics, and other data.

Additionally, the Orchestrator provides users with the possibility to create new cloud services
and Targets of Evaluation, and it propagates this data to other components such as the CCE and
the RAOF. This way, components in the MEDINA framework are up-to-date about which cloud
services should be assessed for which certification schema, and they receive the appropriate
data to do so.

Overall, the Orchestrator is the central management component in MEDINA that is integrated
with many components and provides many APIs for the management of evidence, assessment
results, cloud services, metrics, certificates, etc.

The Orchestrator component is licensed under Apache 2.0 and the source code is available on
the public GitLab repository®°.

38 AMOE is validated by the Bosch use case via Ul and in the Fabasoft use case via the Company Compliance
Dashboard (CCD) utilizing the APl AMOE provides.
3 https://git.code.tecnalia.com/medina/public
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Additional details about this component are available in deliverables D3.3 [19] and D3.6 [20].

4.6.1.1 Implementation and Integration Status

The Orchestrator has been designed and developed up until M30 of the project. Main updates
of its final release in M33 comprise extended authorization features for showing the certificate
status: first, a filtering for certificates based on the user’s claims has been implemented, i.e.,
only showing the certificates the user is allowed to manage, and second, a dedicated certificate
view has been implemented that is publicly available and shows reduced, basic information
about existing certificates.

The Orchestrator is integrated with numerous other components, including Cloud evidence
collector, Security assessment, DSL Mapper, Continuous Certification Evaluation, Risk
assessment and optimisation framework, Life Cycle Manager, and Catalogue of controls and
metrics.

The Orchestrator frontend is integrated with the MEDINA Integrated Ul, the user can access it
by clicking on the left menu option “Orchestrator” (see Figure 43). The Orchestrator is also
integrated with the user management tool (Keycloak), so it is able to control the logged user and
its properties, specifically the role.

4.6.1.2 Published APIs

The Orchestrator exposes numerous APls which are described in more detail in D3.3 [19]. The
list is also available in APPENDIX F: Published APIs, Component: Orchestrator

4.6.1.3 Graphical User Interface

The Orchestrator’s graphical interface comprises multiple views for cloud services (see Figure
43), their resources, assessment results, and more information, as well as for metrics, and
certificates.

g MEDINA Orchestrator ucl_prodsec &
@ rbout
Target Cloud Services
Catalogue of
& Controis and The following page can be used to configure Cloud services.
Metrics
Bosch [2a$ Bosch Pas§
§ Orchestrator
937210b1-29F2-4929-bbbc- 5a7eccO08SF dcteff0d-dafd-de2f-Bb62- 13458c56a540
Bosch Cloud Service 1 (Infrastructure-as-a-Service) Bosch Cloud Senvice 2 (Platform-as-a-Service)
« Customization of
N Requirements
A Risk Assessment
Organisational
I8 Evidence
Assessment
Continuous
= Ccml!calc
Evaluation
Debug/Version Info

Figure 43. Orchestrator GUI

For reasons of brevity, we only show a selected set of screenshots of the Orchestrator’'s GUI in
the following. Figure 44, for example, shows how a cloud service is presented to the user, Figure
45 shows how the assessment results that pertain to a certain cloud service are presented, while
Figure 46 shows how the configured metrics are presented.
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Cloud Services [ Bosch_laaS

@ Overview ¢ Configuration @i Discovery @ Metrics @ Assessment

Bosch_laaS

945d9c38-b2ad-4db5-9d33-cd10b7d5d840
Bosch Cloud Service 1 (Infrastructure-as-a-Service)

39 discovered resources

Configure ‘ a

Figure 44. The view of a single cloud service: It shows the service's name, ID, description, and other
information. The tabs at the top allow to configure the cloud service, review its discovered resources,
review its metrics, and its assessment results.

Cloud Services [ Bosch_laaS

M Overview £ Configuration i Discovery © Metrics © Assessment

Filter results

Compliant Metric Category
Not compliant v Operational Security v
Metric Resource Type Start Time End Time
OSLoggingRe v ~ 2023-07-10 2024-02-01T10
Resource Metric Non-compliance
Compliant Date Resource ID Type Metric Category t More info
'y 15.7.2023 07:04:52 medina-poc-testbed- VirtualMachine OSLoggingRetention Operational No comments so
wazuh-windows-vm security far
A 15.7.2023 07:04:52 medina-poc-testbed- VirtualMachine OSLoggingRetention Operational No comments so
wazuh-server-centos-vm security far

Figure 45. The Assessment view of a cloud service: It allows to filter existing assessment results for the
selected cloud service for different parameters like resource type and timeframe. Also, the "Show more
info" button reveals details about an assessment result’s information

Configured Metrics
The following metrics are configured in the Clouditor orchestrator.
# Category Description Implementation
ActivityLoggingEnabled Operational security This metric is used to assess if activity logs are enabled for Language:
the cloud service/asset. LANGUAGE_REGO

Figure 46. The Metrics view: In this view, configured metrics can be reviewed, including their Rego code
that possibly has been generated by the DSL mapper

As for all the other components — in the right upper corner of the graphical interface there is a
“Help” button that opens the User Manual in a new tab. The User Manual is also available in
APPENDIX G: User Manuals.
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TRL

The TRL of the Orchestrator is 4 at the moment of writing. After the validation phase, it is
expected to be 5.

4.6.2 Trustworthiness System

The MEDINA Evidence Trustworthiness Management System provides a secure storage for
evidence and assessment results hashes. It is implemented through Smart Contracts backboned
by a common Blockchain network for all the MEDINA framework instances, providing the
following functionalities:

e |t includes the logic for all Orchestrator instances in MEDINA to provide the required
information to be audited (about evidence and assessment results). For this purpose, an
APl is exposed by the Blockchain client.

e |t provides secure long-term information recording, thanks to the inherent advantages
of Blockchain (integrity, decentralization, authenticity...):

o It provides a record of information on a verifiable way (verification).
o It provides a record of information on a permanent way (traceability).
o It guarantees resistance to modification of stored data (integrity).

e It includes the logic for external users to access MEDINA’s audited information (about
evidence and assessment results) in a graphical and user-friendly way through a
kibana*’-based dashboard.

e It includes the logic for automatic verification of hashes from currently recorded
information on the Orchestrator with hashes recorded on the Blockchain.

The MEDINA Evidence Trustworthiness Management System is part of the KR4 (Continuous
Evidence Management tools). It has a Proprietary license, Copyright by TECNALIA.

More details about this component are available in D3.3 [19].

Implementation and Integration Status

The MEDINA Evidence Trustworthiness Management System, which was completely
implemented, deployed, and integrated in M30, is composed by five main components:

e Blockchain client, to be executed on the Orchestrator for providing the information
(evidence/assessment results) to be saved on the Blockchain. The Blockchain client
received the information directly from the Orchestrator.

e Smart contract, deployed on Blockchain nodes, for information (evidence/assessment
results) writing and reading operations as well as events generation indicating the
provision of new information.

e Viewer tool, for subscription to the Blockchain based events and notification to the
different viewer clients.

e Graphical viewer client, for gathering and showing all the information saved on the
Blockchain (and be able to manually verify it, without needing any interaction with the
Blockchain). It has been integrated with the keycloak instance of MEDINA.

e Automatic verification service, for evidence and assessment results integrity automatic
check. It automatically interacts with the Orchestrator for obtaining the currently
recorded evidence/assessment results, and with the Blockchain client for obtaining the
associated hashes recorded on the Blockchain. This service has been integrated with the

40 https://www.elastic.co/kibana
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MEDINA Integrated Ul as well as with the keycloak instance of MEDINA. The user can
access it by clicking on the left menu option “Integrity Validation of Evidence” (see
Figure 48).

The main updates of the final release of the MEDINA Evidence Trustworthiness Management
System (M33) with respect to the previous version (M27) are related to:

e Automatic verification service tool design, implementation, and integration.

e GUI has been adapted to the visual guidelines (CSS based).

e GUI has been improved for easier navigation.

e Integration of the automatic verification service and the graphical viewer with keycloak
instance of MEDINA.

e Role-based authorization rules defined in Table 27 have been applied.

In the final version of the MEDINA Evidence Trustworthiness Management System, 100% of the
requirements defined in deliverable D5.2 [3] are fully implemented. One requirement that was
partially fulfilled is now fully fulfilled. Concretely, requirement ETM.03 has been extended
providing user-friendly manual (through the Blockchain viewer) and an automatic way (though
the automatic verification service) to verify the evidence and assessment results integrity.

Published APIs

The Blockchain client exposes an APl described in detail in Appendix C of D3.3 [19]. The list of
APIs is also available in APPENDIX F: Published APIs, Component: Trustworthiness System.

Graphical User Interface

The MEDINA Evidence Trustworthiness Management System includes two different graphical
interfaces:

1. The graphical viewer client exposes a Kibana-based graphical interface available at:
https://kibana.medina.bclab.dev/ [authentication required]. For more details, refer to
Section 5.2.2.5 in D3.3 [19]. Figure 47 shows an example of dashboard of the graphical
interface.
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MEDINA Evidence Trustworthiness Management System
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Figure 47. MEDINA Evidence Trustworthiness Management System GUI
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2. The automatic verification service includes a frontend that has been integrated in the
MEDINA Integrated Ul. For more details, refer to Section 5.2.2.6 in D3.3 [19]. The main
functionalities are:

o Automatic verification status of the complete list of recorded evidence in the
Orchestrator, as shown in Figure 48 for the filtering options, and in Figure 49 for
the validation check. Assessment results share similar graphical interfaces.

Integrity Validation of Evidence admin 2

{£] List of Evidence Q, Evidence : List of Assessment Results Q Assessment Result 9 Help

MEDINA Evidence Trustworthiness System

8 Orchestrator

Please, provide the optional filters for the integrity check of evidence recorded on the MEDINA Orchestrator against those recorded on the
MEDINA Trustworthiness System

Customization of
=% Requirements

Continuous Cloud Service ID:

Tool ID:

Q, Submit

Certificates

Integrity
@& Validation of
Evidence

Figure 48. MEDINA Evidence Trustworthiness Management System - Automatic verification service filters
for recorded evidence

Integrity Validation of Evidence admin &

[ List of Evidence Q Evidence []List of Assessment Results Q Assessment Result 7 Help

MEDINA Evidence Trustworthiness System

This is the current integrity check status of the MEDINA evidence

Evidence ID Integrity Check
79160840-1686-4605-b705-1c789b74bbe &
176ab185-0a91-434d-8501-3c0r2cd 1a7d8 &
ddcT6419-0fbd-4daa-b915-a0bd5113b82¢ ®
61da7d64-1143-4602-ba75-381695641212 &
15615a1b-a008-4cc8-87c2-6eb72c26 15 &
19a8{11e-3¢14-4973-b788-89MII0699 &
1/
b199daba-3645-4260-2831-503c840d7 101 (@
Integrity 71fab566-37ec-49al-812b-038¢aa893925 @
@ Validation of -
Evidence 2Beab3c5-5db2-4bb2-8d14-a894df145a50 (&
7925¢fel-cb32-40fe-ae07-3291 2e1abBbf ]
432a6¢71-1dc1-4036-bd 10-39d7b8Te1c0e @
6b711386-3c34.40ac-a3d1.de564d10ae46 o
1/
137db061-2541-4187-2816-126306264b87 (@]

Figure 49. MEDINA Evidence Trustworthiness Management System - Automatic verification service
results for recorded evidence

o Automatic verification status of a specific evidence id, as shown in Figure 50 for
the filtering options and in Figure 51 for the validation check. Assessment results
share similar graphical interfaces.
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Integrity Validation of Evidence admin 2

& List of Evidence © Evidence £ List of Assessment Results Q, Assessment Result 7 Help

MEDINA Evidence Trustworthiness System

B ot Please, provide the Evidence ID to be validated:
& Customization of
N Requirement )
Evidence ID:
Continuous

2 cenificate -
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Certificates

Integrity
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Figure 50. MEDINA Evidence Trustworthiness Management System - Automatic verification service filter
for specific evidence

g MEDINA Integrity Validation of Evidence admin &

[ List of Evidence Q Evidence []List of Assessment Results Q Assessment Result ? Help

0 vou

MEDINA Evidence Trustworthiness System

These are the MEDINA evidence hashes:

Evidence ID ddc76419-0Mbd-4daa-baf5-a0bd5113b82¢
Orchestrator Hash e6a68d2050811 38b205e8a832ablcd 1eeb388cc3dde 1e089ale5b1692abedSea
Blockchain Hash Not found

Certificates

o

& Validation of
Evidence

Figure 51. MEDINA Evidence Trustworthiness Management System - Automatic verification service result
for specific evidence

As for all the other components — in the right upper corner of the graphical interface there is a
“Help” button that opens the User Manual in a new tab. The User Manual is also available in
APPENDIX G: User Manuals.

4.6.2.4 TRL

The TRL of the MEDINA Evidence Trustworthiness Management System is 4 at the moment of
writing. After the validation phase ends, it is expected to be 5.

© MEDINA Consortium Contract No. GA 952633 Page 77 of 147
www.medina-project.eu o) IR



http://www.medina-project.eu/

D5.5 — MEDINA integrated solution-v3 Version 1.0 — Final. Date: 03.08.2023

4.7 Evidence Collection and Security Assessment (block #7)

4.7.1 Evidence Collection

Evidence collectors are the first automated step in the MEDINA evidence pipeline. They scan a
certain resource and compile information about it to be assessed by the Security Assessment
(see section 4.7.1.4).

Cloud Evidence Collector (Clouditor Discovery)

The Cloud Evidence Collector provided by Clouditor discovers existing cloud resources, e.g., from
Microsoft Azure systems, and retrieves information about them. It then creates MEDINA
evidence and sends it to the Security Assessment. This component addresses KR4 (Continuous
Evidence Management Tools).

The Cloud Evidence Collector is now Open Source with license Apache 2.0 and the source code
is available on the public GitLab repository®!.

For more details, please refer to deliverables D3.3 [19] and D3.6 [16].
4.7.1.1.1 Implementation and Integration Status

The Clouditor Evidence Collector implements all requirements defined in D5.2 [2]. Still, for the
final version in M33 it has been extended with an ontology mapping, i.e., the resource properties
that are discovered are enhanced with a mapping to a cloud resource ontology. For example,
virtual machine’s properties are extended with a mapping to the ontology concepts “computing”
and “virtual machine”. This approach allows to define metrics independently from the cloud
provider and certification catalogue. It is furthermore integrated with the Security Assessment
to which it sends the evidence, as well as with the Orchestrator which receives the raw evidence
to be stored in a database.

4.7.1.1.2 Published APIs

The Clouditor Evidence Collector offers two APls: one for starting the discovery, and one for
retrieving the evidence collected in the last iteration. See also APPENDIX F: Published APIs,
Component: Evidence Collection (Cloud Discovery).

4.7.1.1.3 Graphical User Interface
This component does not have a graphical interface.
4.7.1.14 TRL

The TRL of the Clouditor Evidence Collector is 4 at the moment of writing. After the validation
phase ends, it is expected to be 5.

Wazuh

Wazuh [21] is a host-based intrusion detection system that features several modules for threat
detection, integrity monitoring, incident response, and basic compliance monitoring. It is
deployed on individual machines in the CSP’s infrastructure and gathers data about security-
related events on these machines. An additional component, the Wazuh & VAT Evidence
Collector is used to connect Wazuh with the rest of the MEDINA framework by querying Wazuh
and producing evidence based on its state and reported events. While Wazuh is a standalone

4 https://git.code.tecnalia.com/medina/public/cloud-evidence-collector
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component, Wazuh & VAT Evidence Collector functions as a microservice within the MEDINA
framework.

Wazuh addresses the KR4 (Continuous Evidence Management Tools).

The Wazuh & VAT Evidence Collector component is now Open Source with license Apache 2.0
and the source code is available on the public GitLab repository*2.

For more details, please refer to deliverables D3.3 [19] and D3.6 [16].
4.7.1.2.1 Implementation and Integration Status

All requirements defined in D5.2 [3] for evidence collection with Wazuh are implemented. It is
integrated (through the Wazuh & VAT Evidence Collector) with the Security Assessment
component to which it sends the produced evidence.

The updates for the final version in M33 include the complete implementation of the Wazuh
and VAT Evidence Collector component, which now also supports multiple metrics,
implementation of changes related to advancements in the MEDINA data model as well as
updates to the deployment scripts and documentation, enabling easier installation and
configuration of Wazuh & VAT Evidence Collector in the use cases infrastructure.

4.7.1.2.2 Published APIs

There are no APIs exposed externally, i.e., to other MEDINA component). Internally, Wazuh
exposes an APl for querying its state which is used by the Wazuh & VAT Evidence Collector.

4.7.1.2.1 Graphical User Interface
This component does not have a graphical interface.
47.1.2.2 TRL

Based on existing open-source Wazuh platform, Wazuh has TRL9. For Wazuh & VAT Evidence
Collector, after the validation phase ends, it is expected to be 6.

Vulnerability Assessment Tools

Vulnerability Assessment Tools (VAT) act as a vulnerability scanning and detection framework.
The component incorporates multiple web application scanning tools that can be configured to
periodically scan the CSP’s services in testing or in production environments and report about
detected vulnerabilities. It also provides capabilities to run user-provided vulnerability detection
scripts which can be used with VAT to produce MEDINA-compliant evidence.

VAT addresses the KR4 (Continuous Evidence Management Tools).

The Vulnerability Assessment Tools component is now Open Source with license Apache 2.0 and
the source code is available on the public GitLab repository*.

42https://git.code.tecnalia.com/medina/public/wazuh-vat-evidence-collector
https://git.code.tecnalia.com/medina/public/wazuh-deploy
“https://git.code.tecnalia.com/medina/public/wazuh-vat-evidence-collector
https://git.code.tecnalia.com/medina/public/vat-deploy
https://git.code.tecnalia.com/medina/public/vat-genscan
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Additional details about this component are available in deliverables D3.3 [19] and D3.6 [16].
4.7.1.3.1 Implementation and Integration Status

Similar to Wazuh, VAT is also connected to MEDINA by means of the Wazuh and VAT Evidence
Collector component. Also, all requirements defined in D5.2 [3] for evidence collection with VAT
are implemented. The updates for the final version in M33 relate only to the complete
implementation of the Wazuh & VAT Evidence Collector.

4.7.1.3.2 Published APIs

No APIs are externally exposed by VAT. Internally, VAT exposes an APl to provide information
about the configuration and results of all scheduled and completed tasks. This APl is used by the
Wazuh & VAT Evidence Collector to produce evidence based on the state of VAT. The evidence
is forwarded to the Security Assessment component.

4.7.1.3.3 Graphical User Interface
This component does not have a graphical interface.
4.7.1.34 TRL

The TRL of the Vulnerability Assessment Tools is 5 at the moment of writing. After the validation
phase ends, it is expected to be 6.

Security Assessment (Clouditor)

Once the evidence has been collected, it must be assessed regarding the requirements specified
in the respective certification catalogue. The Security Assessment first obtains pre-defined
metrics data and policies from the Orchestrator. It then uses this data to assess incoming
evidence regarding their compliance with the metric data. Assessment Results are the output of
this component and include the compliance state, resource ID, and other information that
enable auditors to trace a non-compliance to its exact source.

The Security Assessment component addresses KR4 (Continuous Evidence Management Tools)
and KR5 (Cloud Certificate Evaluator).

The Security Assessment component is now Open Source with license Apache 2.0 and the source
code is available on the public GitLab repository**.

For more details, please refer to deliverables D3.3 [19] and D3.6 [16].
4.7.1.4.1 Implementation and Integration Status

The Security Assessment component currently implements all mandatory requirements as
defined in deliverable D5.2 [3]. It is integrated with the Cloud Evidence Collector and the
Orchestrator, and therefore implements all necessary integrations. These also include the
integration with the Keycloak component.

Also, the component has been reimplemented as a separate microservice as well to conform to
the MEDINA guidelines and data model. Its usage of the OPA policy engine has been added,
which is used to evaluate incoming evidence against metrics and their target values. These are
defined using the OPA policy language Rego.

44 https://git.code.tecnalia.com/medina/public/security-assessment
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4.7.1.4.2 Published APIs

The Security Assessment component offers two APIs: one for providing evidence to be assessed,
and one for querying assessment results. See also APPENDIX F: Published APIs, Component:
Security Assessment (Clouditor).

4.7.1.4.3 Graphical User Interface
This component does not have a graphical interface.
4.7.1.4.4 TRL

The TRL of the Security Assessment component is 5 at the moment of writing. After the validation
phase ends, it is expected to be 6.

Codyze

Codyze is a static analysis tool for source code. It assesses source code to identify, for example,
misconfigured security functions. In MEDINA, a wrapper for Codyze has been developed to
translate findings from Codyze into MEDINA assessment results that are sent to the
Orchestrator. This integration therefore represents an integration on the security assessment
level.

Codyze addresses KR4 (Continuous Evidence Management Tools).

Codyze is now Open Source with license Apache 2.0 and the source code is available on the
public GitLab repository®.

For more details, please refer to deliverables D3.3 [19] and D3.6 [16].
4.7.1.5.1 Implementation and Integration Status

In MEDINA, Codyze currently implements all mandatory requirements as defined in deliverable
D5.2 [3]. It has been extended to map findings in source code to several metrics that are relevant
for the EUCS requirements.

The main integration of Codyze is with the Orchestrator as it sends its assessment results to this
component. Upon analysing source code and the corresponding project structure, Codyze assess
security related implementation details and secure developer interactions with the project.
Findings are translated into MEDINA assessment results and submitted to the Orchestrator for
further processing. To this end, Codyze uses the API specification provided with the
Orchestrator.

During the third round from M27-M33, the integration of Codyze with the Orchestrator has been
refined and its CI/CD integration has been finished, along with the development of new security
metrics.

Codyze has to be integrated into a CI/CD pipeline that builds and deploys cloud services to the
cloud environment. Codyze assesses the source code of cloud services before they are deployed
ensuring a defined security level of deployed cloud services. In this role, Codyze acts as a quality
and security assurance gate in a CI/CD pipeline. It prevents the roll out of cloud services if they
violate specified security requirements. Integration of Codyze within MEDINA has been done

45 https://git.code.tecnalia.com/medina/public/codyze
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within a CI/CD pipeline set up by Bosch and within MEDINA’s Jenkins. The latter is used to assess
MEDINA components themselves and provide possible feedback to partners.

4.7.1.5.2 Published APIs

Codyze does not publish an API.

4.7.1.5.3 Graphical User Interface

This component does not have a graphical interface.
4.7.1.54 TRL

The TRL of the Codyze is 5 at the moment of writing. After the validation phase ends, it is
expected to be 6.

4.8 Company Compliance Dashboard (block #8)

To work with the MEDINA framework, a potential customer has the freedom to choose between
two different paths: easily open up the Integrated User Interface (see section 5) or connect an
already existing tool/ software to the MEDINA core APIs — offered by most components — and
work in a familiar environment. The Company Compliance Dashboard (CCD) is the showcase
approach of Use Case 2 (WP6) to demonstrate this functionality and strengthen the modularity
of the MEDINA framework.

The main purpose of the Company Compliance Dashboard is to demonstrate how MEDINA
achieves a high level of modularity through its components and several core APIs, such that
potential customers are able to integrate MEDINA seamlessly into their own ecosystem.

Recap of the CCD development

This approach was first addressed in early 2021 with deliverable D6.1 [22] in Section 2.2.3.1
“Fabasoft VDE and Cloud Apps”, and 2.2.3.2 “Demo-System of Use Case 2”. Deliverable D6.2 [23]
extended this approach and showed explicitly the developed wireframes (D6.2, Section 3.3.2
“Wireframes”) and their approaches to address a third-party tool, which is able to connect to
APIs of components like the Orchestrator or the SATRA tool.

D6.2 already demonstrated the use of the MEDINA framework for any business that is able to
set-up their own front-end (i.e., Ul). Section 3.3.3 “Implementation of Demo System” of D6.2
stated in fall 2021 that the demo system for Use Case 2 will be part of the Fabasoft Cloud.

Deliverable D6.3 [9] mapped the MEDINA workflows to the different CCD features and
functionalities and described how the first APIs could already be addressed in summer 2022
(D6.3, Section 2 “Integration Approach and Results” and onwards). Appendix E of D6.3 presents
a complete collection of the wireframes for the CCD.

4.8.1 Implementation and Integration Status

At the point of deliverable D5.5 submission, the CCD is a stable prototype, and a publicly
available test installation exists that is used for user feedback and continuously interacts with
the MEDINA components - especially the Orchestrator — to receive and send audit relevant
information. A batch of test data could be prepared and is used for this installation. Deliverable
D6.4 will present a complete documentation of the CCD implementation, testing and current
capabilities within the MEDINA framework.
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4.8.2 Graphical User Interface

The CCD uses the Fabasoft Cloud Ul functionalities and is written in the Fabasoft domain specific

language (DSL) app.ducx®. The Dashboard (see Figure 52) uses elements that are integrated
with a high-charts*’ functionality.
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Figure 52. CCD main dashboard view

The first functionality that the CCD provided through MEDINA APIs was importing the EUCS from
the Catalogue of Controls and Metrics (see Figure 53).
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Cloud Service

EUCS Level: HIGH FabasoftTestCCD Certificate (6) | Requirements (998)

[ riskanalysis Certificate

T @ OPS-19.1H
[ FabasoftTestccDCert

U  update Risk Analysis data

@ |AM-036H
& C503.1H
& CKMD2.18

CKM-02.15
State c4201157-3333-4bba-932b-2dfh2e98d 1 db @

& Manage Follow-Ups @ CKM-02.1H
State c9ed39da-53e5.4ce3-2935-bc033255d9a

States
[> postall Answers

HILE AL

State 108ea79¢ fef0-ddeb-beas-3ec248ee9484
[> update Certificate

State 7767948f-403d-4877-bela-6b05d345de3a

[E) Show New Events

46 Templates and Presettings

% setings

Security Controls (119) Categories (20)

PR Team

) Semetrad % 0150 @ Organisation of Inform
@ o502 4 Information Security
x

x Risk Management

Figure 53. CCD - import of EUCS

46 https://help.cloud.fabasoft.com/doc/Model-Based-Customizing/introduction.htm
47 https://www.highcharts.com/
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The CCD offers full transparency of workflows by logging every step as an approved verification
in the process of conducting an example audit with MEDINA (see Figure 54).

Signatures

Last Signature Type
77 Release Metric Implementation

Last Signature by Last Signature on/at

A Metric Owner: Christopher Carney 06/09/2023 10:38:18 AM

Signatures Show Details (5)
D Signature Type signed by signed on/at Remark

Compliance Manager: Alex Kim... 05/22/2023 03:24:11 PM for Demo

Pl

1 5 Assign Metric
Metric Owner: Christopher Car... 06/09/2023 10:34:40 AM

X

2 B4 Assign Metric

3 B4 Accept Metric Implemtation Task 2 Metric Implementer: Julia Briere  06/09/2023 10:36:26 AM i ll do it
4 B Metric Implemented 2 Metric Implementer: Julia Briere  06/09/2023 10:37:02 AM seems alright
5 7 Release Metric Implementation 2 Metric Owner: Christopher Car... 06/09/2023 10:38:18 AM

Figure 54. CCD - view on the workflow verification information

4.8.3 TRL

The TRL of the CCD component can be evaluated as 5. As it is embedded in the Fabasoft Cloud
Process Ecosystem, it already has several core features with TRL 9 — 10, however, the Cloud
Solution itself is only tested as a demonstrator showcase in a controlled real-world scenario.
More on that in deliverable D6.4, October 2023.
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5 MEDINA Integrated User Interface (block #8)
This section provides an in-depth description of the MEDINA Integrated User Interface (1Ul).

5.1 Implementation

During the third integration round (M27-M33) two more components were integrated into the
MEDINA IUl, the Trustworthiness System, and the Self-Sovereign Identity. The focus was on the
harmonization of the components GUIs and on extending the authorization strategy, including
more roles and users.

The implementation of the authentication was reorganized introducing the “anonymous” user
concept: the user now lands to the MEDINA |UI open access page*® which provides an overview
on what the platform offers (see Figure 8). Then, he/she can sign in and access to the whole
framework functionalities.

5.1.1 Functional description

The MEDINA Integrated User Interface is the landing page the user access to when he/she is
searching for the MEDINA framework over the Internet.

The MEDINA framework architecture adopted for the User Interface is the micro frontend
architecture [24]. This type of architecture is a modern pattern introduced to decompose the
monoliths frontend application into smaller and simpler parts. This type of approach makes it
easier to develop and deploy the User Interface and allows teams to work independently.

The micro frontend architecture fits well with the microservices approach adopted in the
MEDINA framework: the entire application is composed of multiple microservices that
collaborate with each other to made up the overall functionalities of the application. At the same
time, each microservice can have its own user interface, called micro-frontend. The MEDINA Ul
encapsulates the graphical user interfaces (GUI) of all components.

During the M27-M33 period, the main focus relied on improving the look and feel, and user
experience.
Fitting into overall MEDINA Architecture

The Ul is part of block #8 in the MEDINA Architecture (see Figure 16). It acts as entry point for
users to the MEDINA framework: it integrates with existing authentication and guides users
based on their authorization level to the user interfaces of specific components.

The Ul implements the authorization and authentication strategies and adopts the micro-
frontend architecture. Our goal for this component is to realize a user comfortable experience
and guide each component GUI to adopt the same look and feel and authorization strategies.

Component card

Table 29 show the component card of the MEDINA Integrated User Interface.

48 http://demo.medina-project.eu redirects to https://integrated-ui-test.k8s.medina.esilab.org/
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Table 29. IUI Component card

Component

Int ted U Interf Ul
Name ntegrated User Interface (1Ul)

The component provides the following functionalities:
e Secure primary point of access for the MEDINA framework
e Integration with the existing authentication
e Integration of all the separated components GUI into a single point of
access
e Guide the users based on their authorization level to specific
components Uls

Main
functionalities

Sub- No subcomponents exist in the Ul
components
Description
Interface name Description \Interfacetechnology \
Main logical % Main point of access to the | HTTPS (browser)

Interfaces framework, integrates all the
other micro frontends

List of requirements covered by this component
1UI.01, 1UI.02, IUL.O5, IUI.06

Requirements
Mapping

Interfacing Component Interface Description

Catalogue Integrates the Catalogue Ul
CNL Editor Integrates the CNL Editor Ul
CCE Integrates the CCE Ul

Interaction AMOE Integrates the AMOE Ul

with other Orchestrator Integrates the Orchestrator Ul

components RAOF Integrates the RAOF Ul
Trustworthiness System Integrates the Trustworthiness System Ul
SSI Framework Integrates the SS/ Framework Ul
Keycloak Interacts with Keycloak for the authentication
and authorization

Relevant Not applicable
sequence
diagram/s

{8 TRL5

T E LS Angular)S
language

License Proprietary. Copyright by HPE

BRI R 8 WPS5 — Task 5.3

T4y | WF2 Preparation of MEDINA Components

5.1.1.3 Requirements

Below is the list of the requirements of the Integrated User Interface. For each requirement
there are details on how it has been fulfilled.
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Table 30. 1UI.01 requirement

Requirementid 1UI.01

Short title Authentication integration via Keycloak Adapter

Description Every component must implement an adapter that allows it to
authenticate with the Catalogue’s Keycloak authentication service in order
to prevent unauthenticated users to access its resources.

Status Fully implemented

Priority Should

The requirement 1UL.O1 is fully implemented: the IUl uses a Keycloak Adapter in the Angular
application which decodes the token and verifies the user’s authentication: if the user is not
signed in, he/she will be redirected to the Keycloak login page, otherwise the MEDINA
framework Ul will be displayed.

Table 31. IUI.O2 requirement

Requirementid 1UI.02

Short title Authorization integration via Keycloak

Description Every component that has resources that should only be accessed by
specific user roles must enforce authorization on its internal logic (e.g., in
a REST API, define at controller level that a specific endpoint can be
accessed only with the Product Engineer role). This can be obtained by
defining appropriate configuration on the Catalogue’s Keycloak (Role

Mapping).
Status Fully implemented
Priority Should

The requirement |UI.02 is fully implemented. The Ul displays different sections which can be
navigated through the left side menu: depending on the user’s role, some menu sections are
hidden and not accessible by the user.

Table 32. IUI.O5 requirement

Requirementid 1UI.05

Short title External Identity Provider Configuration

Description Users should be able to authenticate using their existing enterprise
identity provider once it has been configured to do so. Ideally, MEDINA
Generic Roles should be inherited from existing claims / roles.
Status Fully implemented
Priority Should

The requirement IUI.05 has been implemented using the Bosch external identity provider as a
proof of concept on how external providers can be integrated. In the current IUl version, user
can login both through a MEDINA account registered in the MEDINA Keycloak or using existing
Bosch user credentials.

Table 33. IUI.06 requirement

Requirement id 1UIL.06

Short title Homogeneous look and feel

Description Each component micro-frontend embedded into Ul should abide to a set
of graphical constraints and rules that the MEDINA consortium agreed on
in order to homogenize look and feel.
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Requirement id 1UIL.06 ‘
Status Implemented
Priority Should

The requirement [UI.06 is the one that was implemented during the M27-M33 period. The Ul
indeed embeds the micro-frontends, which are developed by each team independently. The
consortium agreed on generic rules to be followed by each component in order to achieve a
consistent and comfortable style. These rules have been reported both in a document and in
HTML and CSS files shared on the private GitLab repository.

5.1.2 Technical description

This section describes how the MEDINA [UI implements the micro frontends architecture [25]
and how it assures authentication and authorization. This kind of architecture allows to embed
in a main frontend component (Integrated Ul) any other Uls in the framework regardless of the
underlying technology.

5.1.2.1 Component architecture

Figure 55 describes a simplified architecture from the Integrated Ul perspective. The client
searches for the MEDINA application over the Internet and its requests are processed by the
nginx reverse proxy. The client lands on the Integrated Ul and then can navigate to the GUIs
provided by other components. The nginx proxy redirects the client requests to the right
component. All the components need to implement a Keycloak adapter in order to enforce
authentication and authorization.

[

Client

https://integrated-ui-test.k8s.medina.esilab.org/

Keycloak
adapter

CATALOGUE
AUTH SERVICE

Keycloak
adapter

[
O'
b3
=

Kubernetes Environment

Figure 55. MEDINA Ul Architecture

5.1.2.2 Description of components

The IUl interacts with the Catalogue auth service through the implementation of the Keycloak
Adapter and embeds the components GUI using the IFrame strategy.

5.1.2.2.1 Authentication and authorization

The Catalogue auth service is managed by Keycloak [26] open-source identity and access
management service. It is configured using its dashboard and makes possible advanced
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authentication and authorization capabilities, including SSO, identity brokerage and role
mapping.

Every component implements a “Keycloak adapter” which acts as an HTTP interceptor and
checks on resources requests whether:

e The client requesting user authentication is a registered client.

e The user is authenticated, if not it redirects to login page.

e The user is authorized for the requested resource based on its role on Keycloak
configuration, if not it redirects to an appropriate error page.

Once a user is authenticated, a JWT containing information about the user and roles is provided.
This allows features such as conditional formatting and routing based on the user's role to be
securely implemented. This feature is therefore essential to implement the role-based GUI
adaptation described in section 3.4. For debugging purposes, the Keycloak JWT fields are listed
into a dedicated IUl page, as shown in Figure 56.

User Info ucl_secgov &

User information - DEBUG PURPOSE ONLY

Username ucl_secqov
eyJhbGeiOiJSUzITNilsInR5cClgOiAiSIdUliwiaZIkliAGICIAWWZISUF SMFdjeGe1cFBwbmFwdFhGalgwelESb1o4Y)

Token
DEMkKSLgfSYdDOHyY2jTZWTCcuy6Dlgedu2jngDz9aFYxG10jGwyC8jLHZiyzc74cYHz-62XnKneFks7xRIBWAZIc G

Decoded
Token 35586422-bd0d-4a01-a467-7ced9c388748,5a69a810-b523-4ch7-8f46-600098a9754f,945d9c38-b2ad-4db5-9d
cloudserviceid

Decoded :
Token cladmin ' *

Client Roles showCatalogue,showCNL,showSATRA, showOrchestrator,showUser,admin,showAMOE showCCE
Realm Roles manage-accountmanage-account-links,view-profile,offline_access,SecurityGovernance,uma_authorization
E-mail verified No

Figure 56. MEDINA JWT fields

Moreover, in MEDINA the user authentication is available also with an external identity provider,
in particular the Enterprise ldentity Provider authentication provided by UC1 (Bosch Active
Directory) is successfully integrated and the login page allows the user to sign in as a Keycloak
user or as a Bosch user, as shown in Figure 57.

MEDINA

Sign in to your account

Username or email

admin

Or sign in with

Bosch Login

Figure 57. MEDINA login page
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During this third integration round, Keycloak has been extended to provide more users and roles
required by the UCs. Table 34 shows the list of all roles and usernames used.

Table 34. Roles and usernames implemented in Keycloak

Role ‘ Keycloak Role Username

IT Security Governance SecurityGovernance |UCl_SecGov

Security Analyst SecurityAnalyst UCl SecAnalyst

Domain Governance DomainGovernance |UCl_ DomGov

Product and Service Owner ProductOwner UC1l_ProdOwn

Product (Security) Engineer ProductSecurityEng |UCl ProdSec

Chief Information Security Office (CISO) CISO UCl CISO

Customer Customer Non-Authenticated User
Auditor Auditor UC1l Auditor

The logic implemented for the authorization feature depends on the user’s role and is described
in detail in section 3.4. For the IUIl, the authorization access for each role has been defined in
Table 28.

In order not to lose the Keycloak configuration, a backup is periodically done.
5.1.2.2.2 Integration of components

The 1UlI embeds the MEDINA components GUIs, and during the M27-M33 period two more
graphical user interfaces have been added: the SSI Framework Ul and the MEDINA Evidence
Trustworthiness System Ul. The integration of micro-frontends is achieved by means of IFrames.
In particular, since the micro-frontends are deployed in the Kubernetes cluster, we are able to
integrate them by providing the URL of the component and automatically update the referred
services in the application, with great benefits to productivity. Table 35 shows the list of all the
components that have been integrated.

Table 35. List of all components integrated in the MEDINA 1UI

Component Name Integration Strategy
Catalogue of Metrics and Controls IFrame
Orchestrator IFrame
CNL Editor IFrame
Continuous Certificate Evaluation IFrame
Risk Assessment and Optimisation Framework IFrame
Organizational Evidence Gathering and Processing IFrame
MEDINA Evidence Trustworthiness System IFrame
SSI Framework IFrame

Since the GUIs of the components are developed by different teams, during the M27-M33
period we agreed with the consortium on a common set of style rules. The result of this
decision are two HTML and CSS files available on the private GitLab, that all development
teams can use as guidelines or import into their code. The main impact of this decision
involves:
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e A common toolbar, present on each micro frontend, containing navigation buttons
with the same format. This toolbar has a new button, the “Help” button, which links
to the specific User Manual of each component, described in the APPENDIX G: User
Manual.

e A common footer, with the copyright and the logo of the European project and the
partner.

¢ Aunified background colour and common buttons for the most used operation (e.g.,
delete, create, modify).

Figure 58 shows an example of the results achieved.

g MEDINA Catalogue of Controls and Metrics admin &

@ oot

Catal of
® Controls and Frameworks
Metrics

toolbar user manual =
Name Deseription Version Categories

Cloud Servions cerlicsion scheme August 2022 Categories 4 # Edit

Figure 58. Ul of components - common styles

5.1.2.3 Technical specifications

The Ul prototype is developed using Angular 12 [27], a modern typescript framework that
allows to build high-performance, scalable, component-based single page web applications The
framework is enriched with Angular Material 2 library [28], a set of high quality animated
responsive components that follows Material Design Ul specifications. The application runs on
a Nginx web server [29].

The IUIl develops a cornice in common with all micro frontends, which is composed by a left
menu navigation and a header with the component name and user information, as shown in
Figure 59.
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g MEDINA Catalogue of Controls and Metrics
= Catalogue ~

@ Avout

Catalogue of F o

Conti rameworks : i
© G Header with component name and user info

- Refresh list
§ Orchestrator
Home » Frameworks

5 :usl?rmzduun of

tequirements Name Description Version Categories

Continuous
2 Certificate s g e e 22 Catgeres + @view | # £
A Risk Assessment

Organisational Micro-frontend IFrame
|8 Evidence

Assessment

Credentials and

& Proofs of
Certificates -
left side menu
) Integrity Validation

of Evidence

This project has reces
from the Europesn Uni

2020 research and
programme under gran agreement [IERESSITSIS]
No952633. =

Figure 59. MEDINA IUI cornice

During the M27-M33 period, the main focus was on the look and feel of the IUl and the micro
frontends. The IUl introduced the highlighting of the user’s chosen menu option and the name
of the section in the page header.

Other important change concerns the “About” page, which is the page the IUl is responsible for
and contains an overview of the framework (see Figure 60). This page now contains a description
of the MEDINA project, a role-based diagram, and links to the social media and a video showing
an overview demo of the MEDINA framework.

Q MEDINA Abouit MEDINA admin &

@ At MEDINA: Security framework o achieve a compliance claud

loud it based certification with sutomation. 250 or mefrics d e e MEDINA

e Providers (CSP) to achieve cor

* "

atod compliance tool

ftod model g visibilty o the MED

mors secure

e et
X i
“ -
Y
a
o :
o N -1
[
& Itegrted 1
g

Figure 60. IUI - About page for the admin user role

5.1.3 Delivery and usage

5.1.3.1 Package information
Table 36 shows the IUI package has the following structure.
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Path

Table 36. Package Structure

Description

/conf Contains specifications that are used by docker when generating an
image to configure the Nginx web server

/dist Contains the result of the build

/keycloak-dev-docker- The docker compose for local development described in the readme

compose file

/kubernetes Contains kubernetes configuration files for deployment

/Kubernetes-test

Contains kubernetes test configuration files for deployment

/node_modules

Contains installed npm modules

/realm-config

Contains a backup of the keycloak realm configurations

/src/Dockerfile

Contains specifications that are used in order to build a docker
image

/src/assets/config/config.json

Contains application configuration which can be modified at
runtime

/src/environments/

Contains static configurations based on environment (dev or test)

/src/app/services

Contains services that are generated via OpenAPI specs in order to
integrate with other applications in the MEDINA framework

/src/app/

Contains the main components of the application

5.1.3.2 Download

The Integrated User Interface is a closed-source and published on the private TECNALIA GitLab
at: https://git.code.tecnalia.com/medina/wp5/task 5.3/integrated-ui [internal use only —

authentication required].
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6 Conclusions

This document reports on how the objectives for M33 related to task 5.3 have been fulfilled.
The adoption of the CI/CD strategy enables the automatic release of the components in the two
virtual environments of the Kubernetes cluster, “dev” and “test”. The components that made
up the eight building blocks of the MEDINA reference architecture have reached a high level of
maturity and they have been completely integrated in the IUl. From M33 until the end of the
project the environment will be kept in maintenance.

In addition, the document shows the nine scenarios of the generic MEDINA workflows extended
by introducing roles and their level of visibility that define the allowed actions. At the same time,
integration activities have been conducted with the support of technical webinars and
demonstrations on different topics regarding the DevOps approach integrated with the
Kubernetes environment, the Keycloak integration, and how to manage the authorization and
filtering in MEDINA.

Finally, the solution has been improved with feedback coming from the Use Cases and by
improving the security pipeline by adding the MEDINA component Codyze. A satisfactory status
of completion has been reached for each component and the Integrated User Interface has been
finalised with the fulfiiment of all requirements, in particular regarding the look and feel and the
introduction of the Welcome Page for an unauthenticated user.
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8 APPENDIX A: Operating Environment

The MEDINA framework functionalities are made up by the collaboration of all the micro-
services, which communicate each other through REST API, are packaged in Docker images and
run in Docker containers. Kubernetes orchestrates all these containers in a virtual environment
running on high-available cluster.

8.1 Kubernetes Installation and Configuration

This section illustrates the container orchestration solution that is executed over the setup
infrastructure.

Different resources are needed to proceed with the installation and configuration of the cluster.
We used Rancher Kubernetes Engine (RKE) [30] for the installation of Kubernetes [5] in the three
nodes, Rook/Ceph [31] for the configuration of storage and MetallLB [32] for the network
configuration.

The Kubernetes cluster is configured and managed by RKE, an open-source distribution that
simplifies the installation and operations of Kubernetes (see Figure 61). The RKE client is installed
on a console host at the cicd.medina.esilab.org VM and communicates with the nodes of the
cluster through SSH [33]. Through RKE, we have configured each cluster node to be both Master
and Worker, guaranteeing fault-tolerance and high availability. To do so, RKE creates on each of
them the control plane, kubelet and kube-proxy resources in Docker containers.

scheduler

1
Control P\ane /

RKE & Kubect! (cicd VIVI})

s N N
| \ \
controller -| ] ! controller }
P i
-~
\ i
i
|
scheduler i : scheduler

H i
! Worker 5 Control Plane A Worker AN Control Plane ’,‘

Master & Worker (k8s01 VM) Master & Worker (k8s02 VM)

K8s cluster

Figure 61. Kubernetes cluster installation with RKE

All the micro-services can store their data in an easy and secure way thanks to the configuration
of a distributed filesystem. Indeed, each node of the cluster provides 200 GB of storage,
managed by Rook/Ceph, and exposed as a single, unified cluster filesystem.

Ceph is an open-source distributed storage solution for deliver block storage, object storage and
shared filesystem in a single, unified system. It ensures cluster state monitoring and handles
data replication, recovery, and rebalancing.

Ceph is deployed to the Kubernetes cluster by Rook that is an open-source cloud-native storage
orchestrator enabling Ceph to easily run on a Kubernetes cluster. The Rook operator is a
Kubernetes resource that automates the Ceph management and installation and turns Ceph into
a self-scaling, self-managing, and self-healing storage service.
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Thanks to this configuration, the data are replicated across the three nodes, 200 GB of storage
and fault-tolerance and high availability are assured.

The micro-services running on the Kubernetes cluster are packaged in Docker images and stored
on a private Docker Registry running on Artifactory by Jfrog [7].

In order to have Kubernetes access the Docker Registry, a specific integration has been done: a
secret has been created with the registry credentials. This allows Kubernetes to pull the micro-
service image and then run it on the cluster.

The images are pushed to the Docker registry according to the structure shown in Figure 62, that
was agreed in the project.

<medina_registry_url>/<work_package>/<task >/<image>:<tag>

B optima-medina-docker-dev-local

ri' wp5

Figure 62. Excerpt of MEDINA’s Docker registry

The REST APl exposed by each micro-service is reachable from the Internet using the
“* k8s.medina.esilab.org” URL, corresponding to the static public IP 172.26.124.120. In
particular, on the Kubernetes cluster a nginx [29] service is configured as a proxy to redirect all
the requests to the correct micro-service component. The binding between the nginx service
and the public IP is setup with MetalLb. MetallLb [32] is a network load-balancer implementation
that associates the public IP to the nginx service and uses standard routing protocols to make
available (part of) the network behind the Kubernetes cluster. It is essential for the MEDINA
cluster because, unlike a public cloud provider cluster, this one has no load balancer and
Kubernetes does not provide it by itself.

The user can address the environment s/he wants using this URL naming convention (see Figure
63):
<component_name>-<environment [test or dev]>.k8s.medina.esilab.org

For example, if the user needs to refer to the API exposed by the “api-swagger” component
running on the Kubernetes “test” environment, s/he will address it as:
api-swagger-test.k8s.medina.esilab.org
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______________

<component_name>-dev DEV

k8s.medina.esilab.org

<compeonent_namex>-test

.k8s.medina.esilab.org TEST

9 Kubernetes Cluster |

Figure 63. URL naming convention for dev/test environments

8.2 Kubernetes Dashboard

The Kubernetes Dashboard is a web-based User Interface for the Kubernetes cluster (see Figure
65). It is helpful to deploy containerized applications to a Kubernetes cluster, troubleshoot them,
and manage the cluster resources. We installed K8s Dashboard using the Helm package manager
[34].

To have access to the Dashboard it is needed to generate a Service Account token by creating a
service account (see Figure 64). We have two service accounts with different permissions: one
is “dashboard-admin” that has access to all cluster resources and the other is “partner-user” for
the partners’ access that has restricted permissions only to “dev” and “test” namespaces. We
must copy the token to sign into the Dashboard.

Kubernetes Dashboard

(@ Token

Every Service Account has a Secret with valid Bearer Token that can be used to log in to Dashboard. To find out more about how to configure and use Bearer Tokens, please refer to the Authentication section

O Kubeconfig

Please select the kubeconfig file that you have created to configure access to the cluster. To find out more about how to configure and use kubeconfig file, please refer to the Configure Access 1o Multiple Clusters
section

Figure 64. Service Account type used for the Kubernetes Dashboard

The Dashboard is exposed over HTTPS (see Figure 65) at
https://dashboard.k8s.medina.esilab.org/#/login [internal use only — authentication required].
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Figure 65. Kubernetes Dashboard

We have a secure Dashboard since certificates are used to expose it over HTTPS. These
certificates are installed using Cert-Manager [35]. Cert-Manager automates the provisioning of
certificates and provides a set of custom resources to issue certificates and attach them to
services.

One of the most common use cases is securing web apps and APIs with SSL certificates from
Let’s Encrypt®. Basically, we have installed Cert-Manager using the manifest file, created an
issuer that uses the Let’s Encrypt API for the specific domain “dashboard.k8s.medina.esilab.org”
and exposed the Dashboard over HTTPS.

8.3 Hardware Infrastructure

This section describes the list of the hardware equipment used to setup the “dev” and “test”
environments and the CI/CD Server Automation tool. These environments run on Virtual
Machines (VM) hosted by TECNALIA and based on Ubuntu OS 20.04. The domain for all the
machines is medina.esilab.org. The access to the virtual machines is provided via SSH protocol,
using digital certificates.

The “dev” and “test” Environments are implemented on a 3-node Kubernetes cluster that
virtualizes both environments, making them independent and isolated (see Figure 66). These
environments run the MEDINA micro-services in containers.

49 https://letsencrypt.org
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Figure 66. Kubernetes cluster on the MEDINA infrastructure

A dedicated VM hosts the CI/CD orchestration engine, the tools that support the CI/CD
processes, and the Kubernetes cluster management. Its current resource status is as follows:

e RAM: 16 GB
e Cores:4
e Hard Disk: 400 GB

The CI/CD is reachable at: cicd.medina.esilab.org.

The three nodes for the Kubernetes cluster (k8s00, k8s01, k8s02.medina.esilab.org) share the
same specifications:

e RAM: 16 GB
e C(Cores: 8
e Hard Disk: 200 GB + 200 GB

The 200 GB of storage of each node are organized as a distributed filesystem for data persistent
layer. The Kubernetes cluster offers 200 GB of storage, and the data is duplicated among the
three nodes.

An additional VM is provided for the Wazuh and VAT tools, in order to produce fake data for the
MEDINA framework. The specifications are:

e RAM: 8GB

e Cores: 4

e Hard Disk: 60 GB
e 0OS: Ubuntu 20.04
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9 APPENDIX B: Webinars

This appendix includes a description of all the webinars that have been organized in the context
of T5.3.

9.1 Docker and Kubernetes Webinar with Sample Component
Integration example

In the first round, all partners manually integrated the component cluster, to be automated in
the following versions of the MEDINA framework. To support all partners with this first
integration, a webinar was organized in which an example project was presented.

The webinar included a part dedicated to the explanation of the main aspects and operations of
Docker and Kubernetes and another part for the demonstration of all needed steps to deploy a
sample project in the MEDINA environment.

The sample project, which is a spring swagger application, is available on the project’s private
GitLab located at TECNALIA. As shown in Figure 67, it exposes a REST API and stores data on
PostgreSQL database while the Dockerfile, the Kubernetes manifests files and the README
instructions are available on the repository.

Name Last commit Last update
& kubernetes Added kubernetes yaml configuration files 1 month ago
& sic Initial commit 8 months ago
¢ .gitignore Initial commit 8 months ago
& Dockerfile Initial commit 8 months ago
B3 LICENSE Initial commit & menths age
M+ README.md Updated readme 1 menth agoe

pom.xml Initial commit 8 months ago

Figure 67. Spring Swagger Template on GitLab

The demo of the sample project illustrated step by step all the actions to do for the correct
configuration and deployment of it, starting from the build and up to its release in the k8s cluster
(see Figure 68).

Figure 68. Sample project deployment steps
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First of all, the project was packaged with Maven [36] and an executable jar is created. This jar
is included in the Dockerfile for the docker image creation. Then, after the login on the private
Docker Registry Artifactory, the docker image was pushed following the path convention at:

optima-medina-docker-dev.artifact.tecnalia.com/wp5/t52/springswagger-template:latest

The final step was the deployment of the docker image in the k8s cluster through the Kubernetes
Dashboard. Once applied the Kubernetes manifests, the application was reachable from the
internet (see Figure 69) according to this URL convention:

<component_name>-<namespace {dev, test}>.k8s.medina.esilab.org
For example, the access to the application in the “dev” environment is at:

http://api-swagger-dev.k8s.medina.esilab.org/swagger-ui/index.html#/

E—

My Project Template REST AP|®

e o |

template-service-implementation rempate senvice implementaion v
/vijcalltemplate/{param}/ CallGet mothad
fulfperson riavsFacpis

/vifperson

/vl/tanplate/(paran}/ Getih

/viftemplate/{paran}/ updats

/viftenplate/{paran}/ croat

[ceicre [T Op——
[rero [T —

Figure 69. Demo project in the test environment

9.2 Keycloak Webinar

Keycloak [26] is an open-source identity and access management tool. It supports multiple
standards, the one used in MEDINA is OpenlID. Its role in MEDINA is to act as source of truth for
identity and to provide login Ul. The Keycloak server is reachable, for example, for the “dev”
environment at this URL: https://catalogue-keycloak-dev.k8s.medina.esilab.org/auth. Every
microservice client uses a Keycloak adapter in order to communicate with the Keycloak server.

The Keycloak webinar aimed to help partners with their micro-frontend configuration. It was
divided in two parts. The first one described theoretically how Keycloak works and the flow it
covers when a user initiates a request: the result is the token containing the user’s information
for authentication and authorization. The second part showed a demo with a SpringBoot
application for the configuration of a Keycloak adapter and the configuration on Keycloak server.

9.3 Authorization and Filtering Webinar

This webinar consisted of a demonstration about the topics of Authorization and Filtering in
Keycloak for MEDINA. The first topic dealt with the configuration in Keycloak of the Composite
Roles used by each component to give access permissions to endpoints within a component. In
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Keycloak it is possible to manage users and roles. For example, a user without any role assigned
cannot see anything in the Ul, to grant permission it is necessary to define roles. These roles are
defined within the Client (micro-frontend) and are only available to this Client.

The second topic was addressed by using the user-related properties obtained from the token
used for authentication. These properties correspond to the token fields
“cloudserviceproviderid” and “cloudserviceid” which are used to restrict the visibility of the
provider (Fabasoft or Bosch) and the resources the user is interested in.

9.4 CI/CD Webinar

This webinar was focused on Continuous Integration and Continuous Delivery (CI/CD). It could
be considered a second part of the first webinar dedicated to the integration with Kubernetes
cluster (see section 9.1). The webinar was structured by presenting first the CI/CD environment
already setup for MEDINA, then the ad-hoc pipelines developed and finally a live demo with a
sample project called “springswagger-template” was shown. This example provided guidelines
for partners to create their own pipelines.

9.5 Codyze Webinar

A webinar on Codyze is being prepared at the time of writing. The focus of the webinar is an
introduction into the usage of Codyze to assess cloud service components in relation to the
EUCS. As part of the webinar, the necessary configuration of Codyze is being presented.
Moreover, the current integration into the MEDINA Jenkins environment is presented. This
integration runs as part of the security task. It reports findings to DefectDojo which in turn
provides a summary report as artefact of the security task. Partners are encouraged to include
a project specific configuration file for Codyze into their MEDINA projects. The format and
configuration options are going to be presented. In addition, the webinar will include a primer
on how to write custom rulesets for Codyze. This primer should enable partners to have specific
checks tailored towards their specific implementations.
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10 APPENDIX C: Component Integration Rounds

This Appendix describes the workshops held to complete the first and the second releases of the
MEDINA framework in “dev” and “test” and the status of component integration achieved.

10.1 First Round - First integration workshop

The aim of the workshop for the first round was to release the first version of the MEDINA
framework in the “dev” environment of the cluster. The integration and release of components
was done manually by the partners which, however, would be automated through the CI/CD
pipelines in the next rounds. To carry out the integration of the components, partners were
provided with access credentials to GitLab, Docker Registry Artifactory and the Kubernetes
Dashboard.

During the workshop the first five actions foreseen by the defined methodology were
successfully completed by all partners: first of all, each project had been uploaded to GitlLab,
then the Docker images had been pushed on the Artifactory registry and finally the Kubernetes
manifest files had been created and applied to the “dev” environment via the Kubernetes
Dashboard. At the end of the workshop, all components planned for this round were successfully
released in the “dev” environment (see Figure 70).
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Figure 70. K8s Dashboard: Components deployed in dev environment

Figure 71 lists all the components of the MEDINA framework at the end of the first round: the
green ones were released on the “dev” environment, the yellow one was deployed in the final
round, and the blue ones would not be released in the Kubernetes cluster. In particular, the
Codyze component has been integrated in the MEDINA Security pipeline and Wazuh and VAT
run on a dedicated standalone VM provided by TECNALIA.
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INTEGRATION COMPONENTS STATUS

Integration Steps

Component Owner (Partner) |Work Package| Task TECNALIA GltLab Containerization|K8s file| OpenAPI specs Push to Docker Registry Deploy Dev Deploy Test
CNL Editor HPE WP2 T2.4 yes yes yes yes yes yes no
Metrics and measures catalogue TECNALIA WP2 T2.2 yes yes yes yes yes yes no
NL2CNL Translator CNR/Fabasoft WP2 T2.3 yes yes yes yes yes yes no
DSL Mapper CNR/Fabasoft WP2 T2.5 yes yes yes yes yes yes no
Cloud Evidence Collector (Clouditor) FhG WP3 T3.2 yes yes yes yes yes yes no
Security Assessment (Clouditor) FhG WP3 T3.2 yes yes yes yes yes yes no
Orchestrator (Clouditor) FhG WP3 T3.1 yes yes yes yes yes yes no
Codyze FhG WP3 T3.3 yes (partly) yes \ no yes no (integrated Jenkins) no
Blockchain Monitoring Tool TECNALIA WP3 T3.5 no (proprietary component) yes yes yes (partially) yes yes no
Static Risk Assessment and Optimisation Framework CNR WP2 T2.4 yes yes yes yes yes yes no
Dynamic Risk Assessment and Optimisation Framework CNR WP4 T4.4 no \ \ \ \ Ay N\
Wazuh + VAT evidence collector (interface to sec.ass.) XLAB WP3 T3.2 yes yes no no yes no no
Wazuh & VAT proprietary XLAB WP3 T3.2 no (proprietary component) no \ no no no (standalone VM) no
Continuous Certification Evaluation XLAB WP4 T4.1 yes yes yes no yes yes no
Life Cycle Manager FhG WP4 T4.3 yes yes yes no yes no no
Organisational evidence management tool Fabasoft WP3 T3.4 no no no no no no no
Integration Ul HPE WP5 T5.3 yes yes yes no yes yes no

Figure 71. Status of the first integration of the MEDINA components
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Furthermore, partners performed point-to-point tests to verify the communication in pairs of
the released components. Table 37 shows the working ones in green.

Table 37. Status of point-to-point connections during the first round

Component Name ‘ Component Name Status ‘
Orchestrator Continuous Certification Evaluation CONNECTED
Orchestrator Trustworthiness System CONNECTED
Orchestrator Security Assessment CONNECTED
Orchestrator Catalogue of Controls and Metrics NEXT ROUND

Cloud Evidence Collector Security Assessment CONNECTED

Security Assessment Wazuh + VAT Evidence Collector CONNECTED

DSL Mapper Orchestrator NEXT ROUND

DSL Mapper Catalogue of Controls and Metrics NEXT ROUND

NL2CNL Translator Catalogue of Controls and Metrics NEXT ROUND

CNL Editor DSL Mapper NEXT ROUND

CNL Editor NL2CNL Translator NEXT ROUND

CNL Editor Catalogue of Controls and Metrics NEXT ROUND

AMOE Catalogue of Controls and Metrics NEXT ROUND

SS;;?;::tf;iznr;zrxj:(d Catalogue of Controls and Metrics NEXT ROUND

Continuous Certification Evaluation Catalogue of Controls and Metrics NEXT ROUND

Continuous Certification Evaluation Dynan?ic'Rislf Assessment and NEXT ROUND
Optimisation Framework

Dynamic Risk Assessment and Life Cycle Manager NEXT ROUND

Optimisation Framework

e Catalogue oflfe(;r::cr)zllj and Metrics CONNECTED

Integrated Ul Catalogue of Controls and Metrics CONNECTED

Integrated Ul NL2CNL Translator CONNECTED

Integrated Ul Orchestrator NEXT ROUND

AMOE Orchestrator NEXT ROUND

Integrated Ul AMOE NEXT ROUND

10.2 Second Round - Continuous Integration

During the second round, we did not have a dedicated workshop session but the partners
continuously integrated and updated their components. Thus, all component owners
implemented the CI/CD pipelines, which allowed the partners to automatically release them in
the Kubernetes cluster. Section 2.2 describes the strategy and implementation of the CI/CD
pipelines.

One of the goals we reached during the second round is the integration of the MEDINA
components into the Kubernetes cluster. In fact, the AMOE component was not integrated
during the first workshop session and the SSI Framework component was introduced in recent
months. AMOE and SSI are now deployed in the “dev” and “test” environments.

Figure 72 lists all the components of the MEDINA framework at the end of the second round:
the green ones were released in the Development and Test environments and the blue ones
would not be released in the Kubernetes cluster. The Codyze component has been integrated in
the MEDINA Security pipeline and Wazuh and VAT run in a dedicated standalone VM provided
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by TECNALIA. Interested readers can see the progress of the integration of the MEDINA
components by comparing with the previous status of integration in M15, that is shown in
Figure 71 in the Appendix First Round - First integration workshop.
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INTEGRATION COMPONENTS STATUS

Integration Steps

Component Name Ppwner (PartnerWork Packagy Task TECMALIA Private GltLab [ontainerizatiol(8s file OpenAPl specs Push to Docker Registry Deploy Dev Deploy Test
CNL Editor HPE WP2 T2.4 yes yes yes |yes yes yes yes
Metrics and measures catalogue TECNALIA WP2 T2.2 yes yes yes |yes yes yes yes
NL2CNL Translator CNR/Fabasoft WP2 T2.3 yes yes yes |yes yes yes yes
DSL Mapper CNR/Fabasoft WP2 T2.5 yes yes yes |yes yes yes yes
Cloud Evidence Collector (Clouditor) FhG WP3 T3.2 yes yes yes |yes yes yes yes
Security Assessment (Clouditor) FhG WP3 T3.2 yes yes yes |yes yes yes yes
Orchestrator (Clouditor) FhG We3 T3.1 yes yes yes |yes ves yes yes
Codyze FhG WP3 T3.3 yes (partly) yes NN yes neo (integrated Jenkins) no (integrated Jenkir
Blockchain Monitoring Tool TECNALIA WP3 T3.5 no (proprietary component) yes yes |yes (partially) yes yes yes
Static Risk Assessment and Optimisation Framework CNR WP2 T2.4 yes yes yes |yes yes yes yes
Dynamic Risk Assessment and Optimisation Framework CNR WP4 T4.4 yes \ NN no \ \
Wazuh + VAT evidence collector (interface to sec.ass.) XLAB WP3 T3.2 yes yes no [no {uses clouditor’s API) |yes no no
Wazuh & VAT proprietary XLAB WP3 T3.2 no (proprietary component) no AY no {uses clouditor’s API} |yes no {dedicated VM) no {dedicated VM)
Continuous Certification Evaluation XLAB We4a Ta1 yes yes yes |yes ves yes yes
Life Cycle Manager FhG WP4 T4.3 yes yes yes |yes yes yes yes
Assessment and management of organisational evidences (AMOE) Fabasoft WP3 T3.4 yes yes yes |partially yes yes yes
Integration Ul HPE WPS T5.3 yes yes yes [no apis yes yes yes
Self-Sovereign ldentity (S51) TECNALIA WP4 T4.3 yes yes no |yes yes yes yes

Figure 72. Status of the second integration of the MEDINA components
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The last four actions foreseen by the defined methodology in section 2.1.1 were successfully
completed by all partners: first of all, each project was released in the Kubernetes “test”
environment and the standalone and point-to-point tests were performed, finally the Use Cases
tested the end to end scenarios verifying that the workflows described in section 3 were working
properly in their own “Validation” environment. Further details on the validation of the
workflows can be found in D5.2 [3] and in D6.3 [9].

During the regular bi-weekly WP5 meetings we checked the status of the components and the
updates of the point-to-point connections. Table 38 shows the status of these connections as
follows:

e Light green: the connection was implemented during the first round

e Dark green: the connection was successfully implemented during the second round
e Orange: the connection was in progress

e Grey: the connection was no longer needed

Comparing the contents of Table 38 with the previous status shown in Table 37, we can see that
most of the point-to-point connections were completed: 20 connections were implemented in
addition to the previous 6, 3 connections were discarded and 3 connections were still in
progress.

Table 38. Status of point-to-point connections during the second round

Component Name A ‘ Component Name B Status
Orchestrator Continuous Certification Evaluation CONNECTED
Orchestrator Trustworthiness System CONNECTED
Orchestrator Security Assessment CONNECTED
Orchestrator Catalogue of Controls and Metrics CONNECTED
Orchestrator NL2CNL Translator CONNECTED

Codyze Orchestrator CONNECTED

Cloud Evidence Collector Security Assessment CONNECTED
Security Assessment Evidence Collection from VAT IN PROGRESS
Security Assessment Evidence Collection from Wazuh CONNECTED

DSL Mapper ‘ Orchestrator CONNECTED
NL2CNL Translator ‘ Catalogue of Controls and Metrics CONNECTED
NL2CNL Translator ‘ CNL Editor CONNECTED

CNL Editor ‘ DSL Mapper CONNECTED

CNL Editor Catalogue of Controls & Metrics DISCARDED

AMOE |
AMOE |

Catalogue of Controls and Metrics

Catalogue of Controls and Metrics

Orchestrator

Static Risk Assessment and Optimisation
Framework

CONNECTED
CONNECTED

IN PROGRESS

Continuous Ce.rtlflcat|on Catalogue of Controls and Metrics CONNECTED
Evaluation

Continuous Ce.rtlflcatlon Dynan'uc.RlsI'( Assessment and CONNECTED
Evaluation Optimisation Framework
Continuous Ce.rtlflcat|on Life Cycle Manager CONNECTED
Evaluation
Dynamic Risk Assessment and
Optimisation Framework

Life Cycle Manager CONNECTED
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Component Name A ‘ Component Name B Status
AMOE ‘ Orchestrator CONNECTED
SSI Framework Life Cycle Manager CONNECTED
Integrated Ul Catalogue of Controls and Metrics CONNECTED
Integrated Ul NL2CNL Translator DISCARDED

Integrated Ul ‘ Orchestrator CONNECTED
Integrated Ul ‘ CNL Editor CONNECTED

Integrated Ul SSI Framework IN PROGRESS

Static Risk Assessment and Optimization CONNECTED
Framework

Integrated Ul ‘ Continuous Certification Evaluation CONNECTED
Integrated Ul ‘ AMOE CONNECTED

Integrated Ul
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11 APPENDIX D: Pipelines

This appendix describes the implementation of the CI/CD solution that is put in place for
supporting the MEDINA framework through the pipelines’ schema.

The implemented pipelines at M15 were three, named Build pipeline, Deploy pipeline and
Security pipeline. These pipelines are called following a hierarchy: the Build pipeline is triggered
automatically at every push of a project in the MEDINA public GitLab and automatizes the build
of the project, the creation of the Docker image and its push on the TECNALIA Artifactory. Then,
if the previous pipeline succeeds, without any errors, the second Deploy pipeline is triggered
that will automatically deploy the component to the “dev” environment by default. Finally, the
Security pipeline starts automatically if the Build and the Deploy pipelines succeed.

As described in D5.2 [3], to automate the deployment process we make use of the Jenkins Seed
Job that automatically creates the pipelines for each component of the MEDINA framework. This
is a plugin that consists in filling a form by entering parameters such the software repository URL
where to retrieve the source code, the container file descriptor (in Docker format), the
generated container image for publishing to an internal private registry and a list of one or more
Kubernetes deployment manifest files.

This procedure is quite the same for all components because all the CI/CD tools involved are
organized to simplify the deployment with a convention agreed by the consortium. The GitLab
repository is divided into groups that are folders which contain the projects. The structure
reflects the Work Package and Tasks division of the MEDINA project. Also, Jenkins and
Artifactory are organized following this convention.

All these concepts and steps were described during the CI/CD Webinar (see section 9.4) using a
Demo with the sample project “springswagger-template”. First of all, a new project named
“springswagger-template” was created in GitLab. The Jenkins Seed Job could then be run by
filling it with the parameters customized for the project.

Following there is the description of these parameters and an example of how to compile the
form to create the specific pipelines for the project “springswagger-template”. Figure 73 shows
these parameters:

e Work Packages/Task folder, where the Jenkins Jobs will be created. We can choose the
correct path from the picklist that is previous created in Jenkins. Select “wp5/task_5.2".

e Job basename, i.e., the component name: for example, springswagger-template.

e GitLab URL, retrieved from the TECNALIA GitLab web interface, is the source code re-
pository for the project.

e GitLab branch, is the default “master”.

e Build template, chosen from a preconfigured template, can be empty or customized
with a build automation tool like Maven. Select “Maven”.

e Docker file, the name of the dockerfile that contains the instructions to build the con-
tainer image. In this case the folder in which is the file is “docker” and the name of the
file is “Dockerfile”.

e Image, the name of the container image pushed to the private registry, which is the
Artifactory owned by TECNALIA. The image will have the absolute path, for example:
“wp5/t52/springswagger-template”.

e Kubernetes manifests, the yaml files used for the deployment in the Kubernetes cluster,
which are contained in GitLab folder “113ubernetes”.
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Once these details are provided, the Seed Job automatically creates the three pipelines (Build,
Deploy and Security) for the “springswagger-template” in the selected folder (see Figure 74).

Project HPE-MEDINA-seed-job

This build requires parameters:
WPT_FOLDER

wWph/task 5.2 v

Please specify the Work Padkage,/Task folder where the Jenkins job{s) will be created.

JOB_BASENAME

pringswagger-template

omMponent Name, 2.g. springswagger-templats
gewagger-temnplate-{build deploy security]} jobs.

GITLAB_URL

git@git.codetecnalia.commedinafwp/task_3.2/springswagger-template.git

specify the git repositony. Just copy the git ur from GitLab web interface (Clone with 35H).

m
i

B
Eg. gin@git.cods tecnalia.com:medingfwp5,aszk_5.2/springswagger-template git

[I=

GITLAE_BRANCH

master

Pleass specify the git branch if not the default 'master,
E: i

- main

(1=

BUILD_TEMPLATE

Plzaz= build template. Select 'empty’ if not other choice apply and you will hawe to customize manually the build job.
Eg. ‘'maven’ will setup stages for mvn compile / test / package
DOCKER_FILE
Dockerfile
Plzass specify the name of the dockerfile to build your contziner image, eg. Dockerfile.
IMAGE

wp5/t52/springswagger-templat

'23z= specify the name of the container image [w/o tag), &g wpS/t52/springswagger-templats

The image will be pushed to the private registry at job build time.
The tag ‘lstest’ tag is always used, but you can ==t another tag when you manuslly run the generated build job.

YAML_FILES

kubernetes/api-swagger-deployment.yam
I api-swagaer-inaress.yam

;agger-sveyaml«

he list of yaml files to deploy the build in a multi-line format. Files are relative to source code directory and path can be
lubematas/spi-swagger-deploy

tyaml
kubemsetes/spi-swagger-ingress.yam|
lubemetes/spi-swagger-svcyaml

Figure 73. Jenkins Seed Job
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Dashboard *+ MEDINA * wp5 * task52 »

$ Up

Status

[ task 5.2

ask 5.2 - Framework CI/CD strategy definition
. Configure

= New ltem +
() Delete Folder

&' People @ :C:): clean-cluster
= Build History @ :C:]: springswagger-template
Project Relationship @ :(:): springswagger-template-build
2] Check File Fingerprint @ & springswagger-template-deploy
-L Veve @ & springswagger-template-security

J-' Rename
Figure 74. Pipelines

During the CI/CD Webinar demo (see section 9.4) it was shown how the creation of the pipelines
flows through their stages after configuring and building the Jenkins Seed Job. Every pipeline
has several stages, with a name describing what they have done.

As described theoretically in the CI/CD strategy in D5.2 [3], the Build pipeline foresees stages
where the code is checked out from GitLab and the docker container is setup to execute the
other build stages (see Figure 75). These stages are Compile, Testing and Package, and they can
be different depending on the Build template field selected in the Seed Job before running it. In
this case we have selected Maven, so “mvn” commands are executed. The next three stages are
referred to the Docker image building and pushing to the Artifactory repository. By default, the
image is pushed with the “latest” tag but there is an optional phase to tag it differently. At last,
if no errors occur the Deploy Job is automatically called.

Stage View

Build push Optional Tag  Clean-up Built
Setup Build Manage
Compile Testing Package . Container Container and Push Container
Container ainer
Image Latest Image Container Image

Call Deploy Aschive Declarative:
Checkout Code Job

Artifacts Post Actions

679ms 1s 55 S5 35 404ms 2 3min 155 oms 365ms

Figure 75. Build pipeline

The Deploy pipeline deals with the release of the components in the Kubernetes cluster. As
described in Section 2.1, the Kubernetes cluster is divided in two isolated and virtual
environments, “dev” and “test”. The stages of this pipeline (see Figure 76) include first the step
where Jenkins accesses to the Kubernetes cluster with exchanged credentials, and then the step
in which the Kubernetes manifests files are applied to release the configuration to the
environment. By default, the Deploy pipeline releases the component on the “dev”
environment.
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Stage View

Apply YAML Declarative:
Checkout Code Startup " .
files Post Actions
Average stage times: 690ms 674ms 3s 142ms
(Average full run time: ~9s) - .
35

Oct 18 | S o
11:39 i o

Figure 76. Deploy pipeline

Partners can also use this pipeline to manually release the component on the “test”
environment changing it with one click from the Deploy pipeline, rebuilding the pipeline and
choosing among the available environments, as shown in Figure 77.

Pipeline integrated-ui-deploy
This build requires parameters:
PRJ_ENV

test
PRJ_IMAGE_TAG

Environment for deployment: dev - Development, test - Test

latest

Specify the tag for the component docker image, .. latest, 1.00, etc

YAMLS OVERRIDE

£

(optional) Please specify a list of yaml files to deploy the build in a multi-line format. If the lst is empty, it will use the default files you set in the seed job. If you specify a value in this field, it will not consider any default yaml file you specified in the seed job.
If present, the placeholder {itime]} inside the yaml files will a replaced with a timestamp. f there is a host" field in the yam| files and the hostname part follows the format my-hostname-dev.domainarg, the ‘dev part will be replaced by the PRI_ENV
(e.g,, my-hostname-test.domain.crg)

Files are relative to source code directory and path c Eg

kubernetes/api

er-syc-test yaml

Figure 77. Deploy pipeline with available ENV

The Security pipeline is automatically triggered upon a successful Build and Deploy. This pipeline
includes various steps (shown in Figure 78) representing the different types of security analysis
performed: Static Code analysis for checking the source code, Container security for scanning
vulnerabilities into the container packages, and Software Composition Analysis (SCA) for
spotting security issues in third party libraries.

Stage View
S Stati S Contai S OWASP
Copy Build S:::E Cao:e :::uri:n :_Ii::r I::: nenden: Prepare for Publish to Declarative:
Artifacts | g P Y DefectDojo DefectDojo Post Actions
for Security Grype Check
Average stage times: 886ms 33s 20s 9s 284ms 1min 13s 196ms
(Average full run time: ~3min 23s) ° 3 3 :
Oct 18 @ - - - - -
16: i 225 374ms 2min 40s 264ms

Figure 78. Security pipeline

The two first security controls are performed respectively by Semgrep and Anchore. These tools
are running into containers called in the security pipeline. Once the scanning is done, these
containers, in which the tools are installed, are destroyed but the output file of the analysis
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persists. The advantage of this choice to use the container lives in the fact that it is possible to
fast and easily update the tool to the latest version, forcing the download of the latest tag of the
container images.

Regarding the third security control, SCA, the tool that performs this analysis is OWASP
Dependency Check, installed via command line. In the latest stages of this Security pipeline a
report is prepared, that collects all the analysis outputs of the previous stages, and finally is
published to DefectDojo, the vulnerability report aggregator tool adopted to make possible to
see all the analysis results in a unique view. The report is visible directly inside Jenkins, but
DefectDojo provides a graphical interface with several metrics and dashboards to analyse the
results using different parameters, such as the time or the severity of the vulnerabilities.

In addition to the three pipelines available in M15, a new pipeline called “clean-cluster” was
added in M27 to deal with dangling docker images that caused no disk space to be left. Figure
79 shows the stages that compose this pipeline. Basically, the dangling docker images are listed,
then removed, and finally the disk space is shown.

Pipeline clean-cluster

Full project name: medina/wp5/task_5.2/clean-cluster

Clean the kubernetes cluster from the docker dangling images.

(MBI

=@ Recent Changes
==

Stage View

Sh
B List the Remove the ow_spafe
Show disk danalin danalin status in disk
space status g 9 g 9 after docker

docker images docker images R
images clean
Average stage e 379ms 505ms 15 376ms
Average full ru g ~3 S— S— S

Figure 79. Clean-cluster pipeline

All these steps provide an example of how to use the CI/CD tools to adopt the SecDevOps
approach in MEDINA. The aim was to give guidelines to partners to enable a conventional way
of using the overall infrastructure that is setup.
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12 APPENDIX E: Generic Architectural Workflows

This Appendix revisits and updates the details related to the generic architectural workflows as
presented in D5.4 [2], and related to the same roles which are being presented in section 3 of
the present deliverable.

12.1 WF1 - Preparation of Target of Certification (ToC)

This initial workflow, despite not invoking any of the MEDINA components, is an evident pre-
requisite for the CSP to fulfil before the certification process starts. Its main goal is for the CSP
to prepare the Target of Certification (ToC), both from a technical (e.g., deploying the actual
cloud service in the hyperscaler) and organizational (e.g., gather the operational manuals in
electronic format) perspectives.

12.1.1 Related Architectural Components

As mentioned above, this workflow does not involve any of the MEDINA components. However,
it setups the ToC elements in building blocks 5 and 7 from Figure 16, namely:

e ToC’s organizational evidence (electronic format)
e Cloud services comprising the ToC (e.g., laaS/PaaS/SaaS), which can be deployed in one
or more hyperscalers.

12.1.2 Workflow

Table 39 describes the steps associated to this workflow. Please notice that in this case, the role
“CSP” refers to any of the internal ones defined in section 3.3.1, namely:

e |T Security Governance

e Security Analyst

e Domain Governance

e Product and Service Owner

e Product (Security) Engineer

e Chief Information Security Office (CISO)
e Auditor (only internal)

Table 39. WF1 description

| Step  Description ________________ Role _ Comments

1 Documentation related to organizational | CSP | The documentation can be made
measures implemented by the Cloud available in portable formats like PDF.
Service is gathered and made available in
electronic format.

2 All Resources that comprise the Cloud Ccsp Using the hyperscaler’'s native
Service/ToC (VMs, SQL, Web Apps, Saas, interfaces, the corresponding
etc.) are deployed in the hyperscaler. resources (i.e., the ones comprising the
ToC) are deployed.

12.2 WF2 - Preparation of MEDINA Components

The second generic workflow of the architecture (WF2) refers to the actual configuration and
deployment of those MEDINA components which are needed for certifying the Cloud Service.
This WF2 does not perform any actual assessment, but it is a required set of deploying actions
before the certification process is triggered by WF3.
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12.2.1 Related Architectural Components

This workflow involves the components in building blocks 1, 2, 7 and 8 from Figure 16, namely:

e Catalogue of Controls and Metrics

e Organizational Evidence Gathering and Processing

e Security Assessment (CS Level and OS) — Clouditor Assessment

e Evidence Collection / Security Assessment CS level and CSP Native (Azure Policies)
e Evidence Collection / Security Assessment Application Level (Codyze)

e Evidence Collection Wazuh

e Evidence Collection VAT

e Company Compliance Dashboard / Integrated Ul

12.2.2 Workflow

Table 40 describes the steps associated to this workflow. Once again, the CSP role relates to any
of the following internal ones defined in section 3.3.2, namely:

IT Security Governance

Security Analyst

Domain Governance

Product and Service Owner

Product (Security) Engineer

Chief Information Security Office (CISO)
Auditor (only internal)

Table 40. WF2 description

m Description Role \ Comments \

1 Configuring the following settings in the csp The Integrated Ul provides the entry
Company Compliance Dashboard / point to the MEDINA framework, and
Integrated Ul: as such it needs to become integral part

a. SSO integration of the CSP’s systems. Therefore, actions

b. Setup users and roles like SSO integration are needed. A role-

c. Add cloud service IDs to the based authorization model allows
respective users. MEDINA users to only perform specific

actions.

2 Setting up the Catalogue of Controls and | MEDINA>® | The Catalogue of Controls and Metrics

Metrics: is prefilled with EUCS and related

a. Configure the EUCS catalogue with all information (including mappings and
assurance levels, and including guidelines), so it comes out-of-the-box
corresponding for the CSP (see WF3).

controls/requirements/metrics.

b. Check that there is a list of controls
that are similar in other security
frameworks (e.g., C5:2020,
SecNumCloud, ISO/IEC 27002,
ISO/IEC 27017 and Cisco CCF)

c. Check that there exist an
Implementation Guidance for each of
the EUCS high level requirements
related to continuous monitoring.

50 This role means the actual MEDINA framework (non-human role).
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m Description Role Comments

3 Configuring the Clouditor Evidence Csp Please refer to D6.3 Appendix B [9].
Collector (laaS, PaaS):

a. Clouditor’s Service Principal /
Technical User is configured and
deployed on the ToC

4 Configuration of CSP Native Evidence CSpP In analogy to the collector described in
Collector (laaS, PaaS): Step 3, this CSP-Native one is used to
a. CSP-Native is part of the default gather evidence  from  technical
Clouditor configuration for Azure measures.
5 Configuration of Security Assessment Ccsp Used to gather evidence from technical
Application Level (Codyze) Evidence measures (code-level).

Collector (SaaS):

a. Codyze is configured

6 Configuration of Wazuh and VAT Ccsp Used to gather evidence from technical
Evidence Collectors (laaS): measures.

a. Wazuh is configured
b. VAT is configured

12.3 WF3 - EUCS deployment on ToC

After the ToC has been deployed on the hyperscaler (WF1) and the corresponding MEDINA
components were configured/deployed by the CSP (WF2), then it is possible to use the later for
certifying the Cloud Service. That is the goal of this WF3.

12.3.1 Related Architectural Components

This workflow involves the components in building blocks 1, 2, 5 and 6 from Figure 16, namely:

e Catalogue of Controls and Metrics

e CNL Editor

e Organizational Evidence Gathering and Processing
e Orchestrator / Clouditor Orchestrator

12.3.2 Workflow

Table 41 describes the steps associated to this workflow. As in previous WFs, the CSP role refers
to the following internal ones defined in section 3.3.3, namely:

o |T Security Governance

e Security Analyst

e Domain Governance

e Product and Service Owner

e Product (Security) Engineer

e Chief Information Security Office (CISO)
e Auditor (only internal)

Please notice that in the case of Step 3, only the Product (Security) Engineer has the permissions
to manage the organizational evidence in MEDINA’s AMOE component (except evaluation,
which will be discussed afterwards).
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Table 41. WF3 description

Step | Description Role | Comments

1 The Orchestrator Ul is used to perform the | CSP | Each Resource is automatically
following actions: discovered and assigned to its
a.In the “Cloud Services” tab the corresponding cloud service.

corresponding cloud service is selected In the current version of the
b. General information is checked on the framework, the assignment of

“Overview” tab Resources into Cloud Services is
C. Both General and Target of Evaluation®! manually performed and hardcoded

information is configured for the cloud in the Clouditor.

service (“Configuration” tab)
d. If the Target Values of a specific set of

Metrics need to be customized, then the

corresponding Requirements are selected

from the “Configuration” tab (Target of

Evaluation -> Configure Controls in Scope).

2 The Ul from the CNL Editor (Customization of | CSP | Once the corresponding Obligations
Requirements) is used to customize any have been selected and configured
Requirement selected in the Orchestrator with a Target Value, then they are
(previous step): ready to be stored along with the
e. From the List of displayed REOs, select the -(g?:::hesl'?r?c:r?iiot;e flonrm (';/;ZDFLES)S

Requirement which Obligations need to be ’
customized.
f. On the Edit window, modify the target
value(s) of the metric(s) to customize.
g. Finalize the REO creation process (Edit >
Complete).

3 The Organizational Evidence Assessment is | CSP | These documents (PDF) are stored
used to upload the collected documentation directly on the database of the
of the ToC (see WF1) component, and not on the

Orchestrator’s.

Assessment results and associated
evidence can be forwarded to the
Orchestrator on demand (see WF5).

12.4 WF4 - EUCS Preparedness - ToC Self-Assessment

This workflow relates to the components in charge of performing the static risk management
(SATRA) and the EUCS self-assessment (Catalogue of Controls and Metrics - Questionnaire) as
documented by D2.8 [12] and D2.2 [13] respectively. Although SATRA implements a “stand alone
functionality”, which does not need to be technically deployed in the Cloud Service (cf. WF3), it
is integrated into the whole MEDINA framework thanks to the Integrated UL.

12.4.1 Related Architectural Components

This workflow involves the components in building blocks 1 and 3 from Figure 16, namely:

e Risk Assessment and Optimization Framework

51 As mentioned in WF2, the MEDINA framework support EUCS as default certification scheme.
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e Catalogue of Controls and Metrics - Questionnaire

12.4.2 Workflow

The related activities in WF4 are described in Table 42. In this case besides the internal CSP roles
defined in section 3.3.4, namely:

e |T Security Governance

e Security Analyst

e Domain Governance

e Product and Service Owner

e Product (Security) Engineer

e Chief Information Security Office (CISO)
e Auditor (only internal)

we also consider external auditor roles or CABs (Conformance Assessment Bodies) which can
take over the final assessment of evidence using the corresponding MEDINA tools.

Table 42. WF4 description

mm

In the Catalogue of Controls and Metrics Ul: The tool is based on a questionnaire
interface containing requirements
from EUCS, just as described in the
referenced D2.2 [13].

a. Select the “Questionnaires” menu option,
then either fill in the details of a New
questionnaire (cloud service name,

assurance level), load an existing one, or A closed set of possible answers
proceed to generate an audit report®2. guarantees the computation of a

b. Provide answers to the questions for each degree of compliance, which
requirement, based on any of the represents the CSP’s level of
following potential answers: preparedness for obtaining an EUCS
e Fully supported certificate.

Partially supported The format of the audit report is

* Not supported at all presented in D2.2 [13].
e Not applicable

c. Provide some evidence to support the
answers to the questionnaire

d. Include some comments

e. Save the questionnaire

f. Generate the report

2 In the Catalogue of Controls and Metrics Ul: Ccsp The format of the audit report is
a. Assess the service to identify the level of |(internal | presented in D2.2 [13].
conformity auditor)
b. Include non-conformities, if needed or CAB
c. Save the questionnaire

d. Generate the report

52 Corresponding functionality depends on the user’s assigned MEDINA role, which will be described in
Deliverable D6.4 [10]
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mm

In the Catalogue of Controls and Metrics Ul: The compliance results are sent to
SATRA each time the user exits the

a. The compliance result for each . .
questionnaire.

requirement is calculated based on the
answers provided for its related
questions.

b. The compliance results are sent to the
SATRA end point.

4 In the Risk Assessment and Optimization CsP The ToC information required for
Framework Ul: the static risk assessment s
manually entered into the tool
(contrary to the automated
discovery of Resources in WF3),
mostly because less granular details
are needed for the preparedness
assessment. For example, details
about the actual Resources’
configuration are not needed for
this static assessment.

a. A Target of Certification is defined, by
selecting the cloud service layer,
certification scheme and assurance level.

b. The “Conduct static risk assessment”
option is selected.

c. The SATRA questionnaire is automatically
filled in with the answers provided in the
Catalogue - Questionnaire®.

d. Asset information is entered
(identification, number of units, C/I/A-
impact levels).

e. ToC information and Impact level (per-
Resource type) are entered into the tool.

5 The Risk Assessment and Optimization MEDINA | The preparedness report includes
Framework Ul computes and reports: the identification of major and
minor non-conformities, and
comparison between the ideal
conformity case and the provided
CSP answers. More details are
presented in D2.8 [12].

a. The degree of compliance for each
requirement, based on the CSP’s answers
to the questionnaire.

b. The Suggested Optimization functionality.

12.5 WF5 - EUCS Compliance Assessment

MEDINA proposes the notion of “continuous audit-based certification”, which departs from the
EUCS definition of “continuous (automated) monitoring” referring to periodically assessing the
ToC. This WF5 describes discrete compliance assessments, which should then be periodically
executed for the MEDINA framework to start the certification lifecycle (cf. WF6).

Further information about the underlying evidence collection mechanisms can be found in D3.3
[19].

12.5.1 Related Architectural Components

This workflow involves the components shown in building blocks 5 and 7 from Figure 16, namely:

e Organizational Evidence Gathering and Processing

e Security Assessment (CS Level and OS) — Clouditor Assessment

e Evidence Collection / Security Assessment CS level and CSP Native (Azure Policies)
e Orchestrator / Clouditor Orchestrator

53 Alternatively, the SATRA questionnaire can be also manually answered by the user (i.e., in case the
Catalogue — Questionnaire has not been used).
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e Evidence Collection / Security Assessment Application Level (Codyze)

e Evidence Collection / Clouditor Discovery

e Evidence Collection Wazuh
e Evidence Collection

12.5.2 Workflow

The different interactions corresponding to this WF5 are shown in Table 43. Notice that in this
workflow the “non-human” MEDINA role is in charge of performing most of the related actions,
with exception of Step 2 which is executed by the CAB role. All other internal CSP roles have

limited accesses as presented in section 3.3.5.

Table 43. WF5 description

Step ) Descrition _ Step  Description _________________ Role _ Comments

The Organizational Evidence Assessment | MEDINA | MEDINA supports EUCS auditors in
ul: their  currently  manual/time-
a. Automatically assesses the uploaded consu.mln.g aCtIV.Ity of assessing
. . organizational evidence of the CSP
organizational documentation from the .
ToC based on the selected Metrics. (e.g., operation manuals).
The automated assessment of
such organizational evidence is
expected to release auditors from
most of this time-consuming
activity, although a minimum level
of human interaction is still
expected (e.g., to confirm the
assessment results of the tool, or
to provide training data which is
CSP-specific).
2 The Organizational Evidence Assessment CAB> A human-in-the-loop (CAB)
ul: approach is followed to take final
a. Automated assessments (based on action  on the  NLP-based
o ) ) assessments.
organizational metrics) confirmed by
the human-operator either with a
Compliant or Not Compliant status.
b. For each Metric, the confirmed
assessment) is sent to Orchestrator by
the human-operator.
3 Evidence Collection Codyze: MEDINA | D3.3 [19] includes an analysis of
a. Assesses code-level Resources from the the . high assurance level
. requirements covered by the
ToC based on selected Metrics.
. MEDINA tools.
b. Assessments results are automatically
sent to the Orchestrator.
54 In this case we refer to the external Auditor
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Step _ Description ___Role _ Comments |

4 Evidence Collection Clouditor: MEDINA | Please refer to D3.3 [19] for
. further details on  metrics’
a. Assesses cloud service-level Resources coverage
from the ToC based on selected ge.
Metrics.
b. Assessments results are automatically
sent to the Orchestrator.
5 Evidence Collection Wazuh: MEDINA | Please refer to D3.3 [19] for
. further details on  metrics’
a. Assesses cloud service-level Resources
coverage.

from the ToC based on selected
Metrics.

b. The status of the Wazuh vulnerability
assessment is sent to the Orchestrator

using VAT.
6 Evidence Collection CSP Native (Azure | MEDINA | Please refer to D3.3 [19] for
Policies): further details on  metrics’
a. Assesses cloud service-level Resources coverage.
from the ToC based on selected
Metrics.
7 Orchestrator: MEDINA | Organizational and technical
i ED
a. Assessment Results from fawdence are managed by MEDINA
. .. . in the same manner, so they can
organizational and technical

be postprocessed homogeneously
by the rest of components (cf. WF6
WF7 and WF9).

assessments are stored.

b. Evidence from organizational and
technical assessments is stored.

c. Assessment Results are sent to
Continuous Certification Evaluation
(see WF7).

d. Evidence and Assessment Results are
hashed and sent to the MEDINA
Evidence Trustworthiness Management
System.

12.6 WF6 - EUCS - Maintenance of ToC certificate

This WF6 departs from the current definition of certificate maintenance in the EUCS core
document (see Figure 80) and, for the purposes of MEDINA, also adds an initial stage of
“certificate issuance”. The main objective of WF6 is to take the “discrete/point in time”
assessments from WF5 in order to trigger the different statuses of the corresponding EUCS
certificate.
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12.6.1 Related Architectural Components

Figure 80. Certificate maintenance (source: EUCS [11])

This workflow involves the components shown in building blocks 3 and 4 from Figure 16, namely:

e Continuous Certification Evaluation
e Risk Assessment and Optimization Framework
e Automated Certificate Lifecycle Management

12.6.2 Workflow

The different interactions corresponding to this WF6 are shown in Table 44.

Step Description

stored
Storage.

Table 44. WF6 description

1 Continuous Certification Evaluation:

a. Assessment Results (point-in-time
assessment) are received from Or-
chestrator / Clouditor Orchestrator
(push-mode).

b. Tree-based evaluation is performed
with received Assessment Results
(which are received per-Resource).

c. Tree-based evaluation results are

in Certification Evaluation

Role

MEDINA | This

\ Comments
component
currently manual

automatizes

the

audit process for
analysing a set of evidence (in particular
when operational efficiency is in scope,
like in the case of EUCS High).
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d. If a non-compliance is found®>, then
the Risk Assessment and Optimiza-
tion Framework is invoked (RAOF,
see Step 2 below)

2 Risk Assessment and Optimization | MEDINA | As mentioned in WF4, the “degree on
Framework (RAOF): non-compliance” is computed
comparing the real (e.g., based on
monitored/declared status of
requirements) risk level and ideal one
(i.e., with all requirements satisfied). A
threshold is to be set which determines
if the difference is higher (major non-
conformity) or lower (minor non-
conformity). See D2.8 [12] for more
details.

a. In analogy to WF4, the degree of
non-compliance is computed based
on the (point-in-time) assessments
obtained from the Continuous Certi-
fication Evaluation.

b. The degree of non-compliance is
communicated to the Certificate
Lifecycle Manager (see Step 4 be-
low).

3 Automated Certificate Lifecycle | MEDINA | The core EUCS document defines the

Manager: basis for MEDINA to implement the
. . automation of the certificate lifecycle
a. Based on the Operational Effective-
management.

ness Criteria defined by EUCS, the
certificate maintenance lifecycle is
triggered.

b. The status of the certificate can be
updated to any of New Certificate,
Renewal, Continuation, Update,
Withdraw, or Suspension.

4 Automated Certificate Lifecycle | MEDINA | Thisisarequired stepin EUCS to provide
Manager: transparency to the certification

a. Certificate status is published/up- process.

dated on the MEDINA’s Public Reg-
istry.

12.7 WF7 - EUCS -Report on ToC Certificate

The goal of this WF7 is to report about the status of an EUCS certificate corresponding to the
ToC and at different levels of detail, depending on the targeted audience (CAB, CSP, etc.). This
WF7 considers for example, the case where a CAB needs to verify the technical/organizational
evidence which resulted on the suspension of a certificate.

12.7.1 Related Architectural Components
This workflow involves the components shown in building block 4 from Figure 16, namely:
e Orchestrator

e Automated Certificate Lifecycle Management
e Continuous Certification Evaluation

55 Compliances are not reported to the Risk Assessment and Optimization Framework
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12.7.2 Workflow

The different interactions corresponding to this WF7 are shown in Table 45. Please notice that
in this WF7, the CSP role refers to the following ones defined in section 3.3.7, namely:

e |T Security Governance

e Security Analyst

e Domain Governance

e Product and Service Owner

e Product (Security) Engineer

e Chief Information Security Office (CISO)
e Customer

e Auditor (only internal)

Table 45. WF7 description

Step Description Role ‘ Comments \

1 The Orchestrator Ul is used to: CAB The Orchestrator Ul shows the
assessment result for each selected
Metric, adding additional information as
timestamp, ResourcelD, ResourceType
and comment (if any).

a. Visualize the security assessment re- cSp
sults (cf. “Assessment” tab).

NCCA®®

2 The Automated Certificate Lifecycle CAB Details to display include certificate’s

Management Ul: history, ToC, degree of non-compliance,

CSP | etc.
a. A lookup on the Public Registry(-ies)

is performed to search for a specific | NccaA
criterion (e.g., Certificate_ID, ToC,
CSP, period of time, etc.). Custo
b. If found on the Public Registry, the mer
corresponding certificate is shown.

3 The Continuous Certificate Evaluation CAB The CCE Ul implements a tree-like view to
ul: visualize the (aggregated) compliance

csp ifferent levels of abstraction.
a. The CloudServicelD to visualize in status at different levels of abstractio

the tree is selected from the corre- | NCCA
sponding drop-down menu.

b. The point-in-time assessment is se-
lected from the corresponding drop-
down.

c. The tree is navigated to visualize the
compliance status of different EUCS
Requirements and associated Re-
sources.

12.8 WF8 - Auditor- Verifiable credentials for certificates (NEW)

The goal of this WF8 is to issue verifiable credentials to the CSPs and generate verifiable proofs
to CSP customers. For this purpose, a Self-Sovereign Identity (SSI) Framework is considered. The
SSI Framework provides CSPs with the capability to manage their own security certificates as
part of their identity through verifiable credentials. “To manage their own identity” ultimately

56 The NCCA can also obtain non-compliance information from these MEDINA components.
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means that they store their identity on their own “user space” without intervention of a third-
party.

12.8.1 Related Architectural Components

This workflow involves the components shown in building block 4 from Figure 16, namely:
e Self-Sovereign Identity (SSI)

12.8.2 Workflow

The different interactions corresponding to this WF8 are shown in Table 28. For this WF8, the
CSP role refers exclusively to the internal auditor.

Table 46. WF9 description

Step Description Role Comments |
1 Simulated issuer Ul: CAB More details are provided

a. The simulated CAB SSI graphical interface (issuer) on the SS.I Framework User
. ) ) > . manual in APPENDIX G:
is at: https://medina-webapp.cybersec.digi-
tal.tecnalia.dev/. No authentication is needed. User Manuals.

b. A connection screen will be automatically shown
to the user. A connection with the issuer must be
established.

c. Once the issuer connection is established, the
“MEDINA Wallet” logo (upper left side of the
screen) must be pushed to start the operation.

d. The user, as issuer, can issue new credentials
through the “Create Credential” button on the
Credentials section.

e. For this purpose, the user needs to complete the
required form and press the “Accept” button.

e Connection: to whom the credential will be is-
sued. By default, “SSI Tecnalia Holder TEST”
should be selected.

e Owned schema: the specific format considered
for the credential. By default, “medina-ssi (ver-
sion 1.0)".

e Attributes (id, status): these will be automati-
cally completed every time new information is
received from the LCM (every time the LCM de-
tects a change on the certificate status).

f.Once issued, the new credential will be automati-

cally shown in the credentials list on the CSP (see

step 2).

2 The SSI Framework Ul for automatic validation is Ccsp The CSP can only execute
available on the MEDINA IUI. “Read actions”.

Once authenticated, the user can check existing e CSP cannot issue

credentials and proofs: credentials, just list the
existing ones.

a. The user will be able to see received credentials, e CSP cannot emit proofs

and can copy or remove them. on demand; the proofs

b. The user will be able to see emitted proofs and can are automatically

copy or remove them. generated when a
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verifier makes a proof
request.

3 Simulated verifier Ul: Cus- More details are provided

a. The simulated customer SSI graphical interface (is- tomer*? | on the SS.I Framework User
suer) is at: https://medina-webapp.cybersec.digi- manual in APPENDIX G:
tal.tecnalia.dev/. No authentication is needed. User Manuals.

b. A connection screen will be automatically shown
to the user. A connection with the verifier must be
established.

c. Once the verifier connection is established, the
“MEDINA Wallet” logo (upper left side of the
screen) must be pushed to start the operation.

d. On the Proofs section, a list of previous proofs re-
quests (and their status) is shown.

e. The user, as verifier, can ask the CSP for proofs
about the certificate status through the “Request
Proofs” button on the Proofs section.

f. For this purpose, the user needs to complete the
required form and press the “Accept” button.

e Connection: to whom the proofs will be re-
quested. By default, “SSI Tecnalia Holder
TEST” should be selected.

e Comment: thisis a comment for the proof (the
reason could be provided). This is a text pa-
rameter.

e Attributes: this is a list of the attributes the
verifier wants to know about the CSP. In ME-
DINA there are only two attributes (ID and sta-
tus). Any of them (or both of them) should be
included. If a different attribute is provided,
the process works but the proof will be finally
abandoned as the CSP cannot probe the re-
quired information.

e Conditions: this is an optional parameter re-
lated to the ZKP concept. This is not really ap-
plicable in MEDINA although it can be verified
with the ID attribute.

g. Once requested, the new request will be automat-
ically shown in the proofs list on the CSP (see step
2) and will be automatically included in the proofs
list on the verifier, obtaining the requested values
and indicating the “done” state (shown in green).

12.9 WF9 - Auditor- Integrity verification (NEW)

The goal of this WF9 is to validate the integrity of both evidence and assessment results. For this
purpose, the information currently available on the Orchestrator needs to be compared with
the information recorded on the MEDINA Evidence Trustworthiness Management System.
Thanks for this, integrity is verified.

57 This entity represents a non-authenticated user of the framework
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There are two modes of operation: automatic (though the MEDINA Integrated Ul) and manual.

12.9.1 Related Architectural Components

This workflow involves the following components shown in building block 6 from Figure 16,
namely:

Orchestrator (only for the manual operation)

12.9.2 Workflow

The different interactions corresponding to this WF9 are shown in Table 47. For this WF9, the
CSP role refers exclusively to the internal auditor.

Table 47. WF8 description

e MEDINA Evidence Trustworthiness Management System (DLT)

Step Description Role \ Comments
1 The Trustworthiness system Ul for automatic CAB Any authenticated user can access the
validation is available in the MEDINA [UI. csp system.
NCCA
2 In the Trustworthiness system Ul: CAB Options available at the header are:
a. The user selects if evidence or assessment * L's_t of evidence
. . . csp e Evidence
results integrity are to be validated (on the ;
header; evidence list is shown by default). NCCA e List of assessment results
e Assessment result
3 In the Trustworthiness system Ul (List of CAB The validation is automatically
Evidence): executed for the evidence recorded on
CSP | the Orchestrator.
a. In the “List of Evidence” section (header), € Drchestrator
for evidence, different optional filters | Ncca
(cloud service ID and/or tool ID) can be ap-
plied to limit the evidence to be validated.
b. Once filters are included (if needed), the
“Submit” button needs to be pressed.
c. The current integrity validation status is
shown for each piece of evidence recorded
on the Orchestrator (ID, integrity check).
4 In the Trustworthiness system Ul (Evidence): CAB This is especially useful for obtaining
. . . . . details of the integrit lidati
a. For each evidence in the list obtained in more . etalls o' € Integrity vai 'a on
steb 3. the ID can be obtained for evidence with wrong results in the
P e ” ; ’ . list from Step 3 as the information from
b. In the “Evidence” section (header), the evi- o
. Orchestrator and Blockchain is shown.
dence ID can be provided to better analyse
the hash values of the evidence recorded in
the Orchestrator and in the Trustworthi-
ness system. By this way, an integrity prob-
lem can be identified.
5 In the Trustworthiness system Ul (List of CAB The validation is  automatically
Assessment Results). executed for the assessment results
CSP inth h :
a. In the “List of Assessment Results” section recorded in the Orchestrator
(header), for assessment results, different | NCCA
optional filters (cloud service ID and/or
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metric ID and/or only compliant assess-
ment results) can be applied to limit the as-
sessment results to be validated.

. Once filters are included (if needed), the
“Submit” button needs to be pressed.

c. The current integrity validation status is

shown for each assessment result recorded
in the Orchestrator (ID, integrity check).

a. From the Orchestrator, the user should ob-
tain the evidence or assessment result

In the Trustworthiness system Ul (Assessment CAB This is especially useful for obtaining
Result): more details of the integrity validation
. . CSP | for assessment results with wrong
a. For each assessment result in the list ob- . .
tained in step 5, the ID can be obtained. NCCA .res“'ts ”.1 the list from Step 5 as the
.In the “Assessment Result” section |nformat|-on. from Orchestrator - and
(header), the assessment result ID can be Blockchain is shown.
provided to better analyse the hash values
of the assessment result recorded in the
Orchestrator and in the Trustworthiness
system. By this way, the integrity problem
can be identified.
The Trustworthiness system also provides a CAB Authentication is needed (considering
dashboard for manual integrity check. It is the same users as in MEDINA).
available at: csp
https://kibana.medina.bclab.dev/. NCCA
8 In  the Trustworthiness system manual CAB For evidence, the following information
dashboard: is shown:
a. The authenticated user will see the com- csP * Ev!dence ID
plete list of recorded evidence and assess- | NCCA * Evidence Hash
ment results associated to a specific cloud * Resource
service provider. e Evidence Collector
. The user can apply different filters lo look o CSP
for specific evidence or assessment result. * Orchestrator timestamp (when
. Once the specific evidence or assessment evidence was received in the
result is found, the user can obtain the rec- orchestrator).
orded hash on the Blockchain. e Blockchain  timestamp  (when
evidence was recorded on the
Blockchain).
For assessment results, the following
information is shown:

e Assessment Result ID

e Assessment Result Hash

e Metric

e Associated evidence

e Orchestrator timestamp (when
assessment result was received in
the orchestrator).

e Blockchain timestamp (when
assessment result was recorded on
the Blockchain).

9 In the Orchestrator Ul: CAB This is the manual validation.
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value. For this purpose, in the Orchestrator, CSP
the “cloud service” section (header) is
needed. Here, the “Show More Info” in the | NCCA
Assessment tag needs to be consulted.

b. The user manually calculates the hash of
the obtained information (evidence or as-
sessment result) using SHA-256 algorithm.
For example, the wuser can use:
https://emn178.github.io/online-
tools/sha256.html

c. Both hashes (the one recorded on the
Blockchain from Step 8 and the one just cal-
culated) can be compared to identify if the
obtained evidence or assessment result
value has been tampered or modified.
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13 APPENDIX F: Published APIs

13.1 Component: Catalogue of Controls and Metrics

The following screenshot series show the list of available APls that can be used by the
components interacting with the Catalogue of Controls and Metrics.

cloud-service-provider-reSouUrce cioud senice Provider Resource ~
l fapifcloud-service providers getAiCloudSenviceProviders vl
[ POST fapi/cloud-service-providers createCloudServiceProvider vl
l /fapi/cloud-service-providers/count countCloudServiceProviders VI
[ fapi/cloud service providers/{id} cetCloudServiceProvider vl
|“ fapi/cloud-service-providers/{id} updateCloudServiceFrovider v|
l fapi/cloud-service-providers/{id} deleteCloudServiceProvider Vl
| Japi/cloud-service-providers/{id} ssrisUpsaiClousSenvieProvder v|

cloud-service-resource cioud service Resaurce ~
l fapi/cloud-services getAliCloudServices \/I
[ POST fapi/cloud-services createCloudService vl

[ fapi/cloud-services/count countCloudServicas vl
l fapi/cloud-services/{id} g=tC VI
|“ fapi/cloud-services/{id} updateCloudService V|
l fapi/cloud-services/{id} deleteCloudSarvica vl

| fapifcloud-services/{id} partialUpdateCloudSenvice v|
question-anSwer-reSouUrce Queston Answer Resource ~

l /api/question-answers get4/QuestionAnswers VI
[ fapifquestion s/fcount countQuest Vl
[ fapi/question s/{id} getQuestions vl

question-assurance-level-reSource oueston Assurance Level Resource ~
[ fapifquestion-assurance-levels getAlQuestionfAssurancelavels vl
l J/apifquestion-assurance-levels/count countQuestionAssurancelevels \/I
[ fapifquestion-assurance-levels/{id} getQuestionAssurancelevel VI
question-resource cuestion Resource ~

(IR /ori/avestions oemiouesion %)
[ fapifquestions/count couniQuestions Vl

l fapifquestions/count-extended countQuestionsExtended LY I
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questionnaire-non-conformity-resource auestonnairs Non Gonformity R ~
l fapifquestionnaire-non-conformities getAllQuestionnairsMonConformities vl
l fapi/questionnaire-non-conformities/count countQuestionnaireNonConformities VI
[ /apifquestionnaire-non-conformities/create crealeQuestionnaireNonConformity vl
l fapifquestionnaire-non-conformities/save saveQuestionnaireMonConformity VI
[ fapi/questionnaire-non-conformities/{questionnaireName} getQuest anformiti i i Vl

questionnaire-resource Questionnairs Resource ~

[ fapifquestionnaires getAlQuestionnaires Vl
l fapifquestionnaires/count countQuestionnaires Vl
l fapi/questionnaires/count-questions countQuestions VI
[ fapifquestionnaires/create createQuestionnaire vl
l fapi/questionnaires/deleteByN deleteQuestionnaireByN; VI
[ /api/questionnaires/report-pdf ssveQuesionnsieReporAseDF vl
l fapifquestionnaires/save saveQuestionnaire Vl
[ fapifquestionnaires/{id} getQuestionnairz Vl

reference-tom-resSource Reference Tom Resource ~

l fapifreference-toms geitlReferenceToms. vl
[ fapi/reference-toms/count countReferenceToms Vl
[ fapi/freference-toms/{id} getReferenceTom Vl
| fapi/reference-toms/{id} updateReferenceTom v|

| PATCH Japifreference-toms/{id} partislipdateReferenceTom ~ |

resource-resource Resource Resource ~

[ fapi/resources gstAlResources Vl
[ fapifresources createResource v]
l fapi/resources/count countResources Vl
[ fapi/resources/{id} geResource Vl
| fapi/resources/{id} updasteResource v|
l fapi/resources/{id} deleteResource v]
| Japi/resources/{id} parislpdateRescurce v|
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resource-type-reSource Resource Type Resource ~

l /api/resource-types getAliResourceTypes Vl
[ /api/resource-types createResourcaType V]
[ fapifresource-types/count countResourceTypes v l
[ fapi/resource-types/{id} getResourceType v]
| /api/fresource-types/{id} updateResourceType ~ |
l fapifresource-types/{id} deleteResourceType Vl

| /fapifresource-types/{id} partislUpdateRasourcaType V|
security-control-category-reSource secuity Control Category Resource ~
[ /api/security-control-categories getAllSecurityControlCategories V]
[ /api/security-control-categories/count countSecurityControlCategories Vl
[ fapi/security-control-categories/{id} getSecurityControlCategory V]
| /api/security-control-categories/{id} updateSecurityControlCategory V|
| fapi/security-control-categories/{id} partalUpdateSecurtyControlCategory V|
security-control-framework-resource securiy Control Framework Resource ~

Japi/security-control-frameworks getAllSecurityControlFrameworks L I

fapi/security-control-frameworks-full getAlSecurityContralFullFrameworks LY l

fapi/security-control-frameworks/count couniSecurityControlFrameworks WV l

= ]
= ]
[ fapi/security-control-frameworks/checkHasRequirements/{name} checkHasRequirements Vl
e
= ]

/api/security-control-frameworks/{id} getSecurityControlFramework vl
‘ Japi/security-control-frameworks/{id} updateSecurityControlFramework v|
‘ Japifsecurity-control-frameworks/{id} sertislUpdaeSecurtyCantrolFramawork v|
security-control-reSource security Contiol Resource o~
[ fapi/security-controls getAllSecurityControls VI
[ /api/security-controls/count countSecurityControls VI
[ fapi/security-controls/{id} getSecurityControl Vl
‘ Japifsecurity-controls/{id} updateSecurityControl v|
‘ fapi/security-controls/{id} partialUpdateSecurityControl V|
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security-metric-reSource securiy Metic Resource ~

[ fapi/security-metrics getAllSecurityMetrics Vl
[ fapi/security-metrics createSecurityMetric vl
[ fapi/security-metrics/count countSecurityMetrics Vl
[ fapi/security-metrics/{id} geiSecurityMetric Vl
| fapifsecurity-metrics/{id} updsteSecurityMetic V|

l fapifsecurity-metrics/{id} deleteSecurtyMetric Vl
| fapifsecurity-metrics/{id} partislUpdateSecurityMetric V|
similar-control-reSource simiar Control Resource ~

[ fapi/similar-controls getAlSimilarControls Vl
[ fapi/similar-controls/count countSimilarCantrals Vl
[ fapifsimilar-controls/{id} getSimiarConirol vl
| fapifsimilar-controls/{id} updsteSimilarControl V|

| fapifsimilar-controls/{id} partislUpdateSimisrControl V|
target-value-resource Target Value Resource ~

l Jfapi/target-values geiAlTargetvalues vl
IS /epi/target-velues cmseTagetvave v|
l“ Japi/target-values/count countTargetvalues vl
l fapiftarget-values/{id} getTargetvalue vl
| fapi/ftarget-values/{id} updateTargetvalue v|
l Jfapi/target-values/{id} deleteTargatvalue Vl
|m Japi/target-values/{id} partialupdst=Targefvalue v|

toM-resource Tom Resource A~

= e 7]
[“ Japi/toms/count countToms Vl

[ /fapi/toms/framework-assurance/{frameworkName} gefTomsByFrameworkName vl
[ /api/toms/framework-assurance/{frameworkName}/{assuranceLevel} get ¥ avel vl

[“ /api/toms/{id} gefTem Vl
| Japi/toms/{id} updateTom v|
|m fapiftoms/{id} partalUndaicTam v|

User-resource UserResource ~

(IR /v wiminusers esivses v
l /api/admin/users/{login} gstUser Vl

© MEDINA Consortium Contract No. GA 952633 Page 137 of 147
www.medina-project.eu



http://www.medina-project.eu/

D5.5 — MEDINA integrated solution-v3 Version 1.0 — Final. Date: 03.08.2023

13.2 Component: NL2CNL Translator and DSL Mapper

The following screenshots show available APIs that can be used by the other components to
interact with the NL2CNL Translator and the DSL Mapper, respectively.

/livez Liveness Check

/readyz Readiness Check

T /create_reo_for_requirement/{username} GetReo For Tom

/livez Liveness Check

/readyz Readiness Check

ST /map_obligations_to_rego/{reoid} Map Obl2Rego

13.3 Component: CNL Editor

The following screenshot shows the list of available APIs that can be used by the components
interacting with the CNL Editor.

reo-operations-controller Rreo operations controller

‘ m /reo/create/{username} Creates newREQ

‘ﬂ /reo/delete/{reoid} Delete REO

‘ﬂ freo/filterby/cloudservice Fetch the details of the REO filter by cloud service ID
‘ﬂ /reo/get/{reoid} RetrivetheREQ file

‘ﬂ /reo/map/{recid} Send REO to Mapper

‘ m /reo/update/{reoid} Update the REQ file

13.4 Component: Risk Assessment and Optimisation Framework

The following screenshots shows the list of available APIs that can be used by the components
interacting with SATRA/RAOF. The API can be used for two purposes:

1) Operate the risk and non-conformity assessment process through a custom-built
dashboard.

2) Use of the dynamic risk assessment functionality during the continuous certification
monitoring phase by other MEDINA components.
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SATRA - Self-Assessment Tool for Risk Analysis ©

[ Base URL: /api/vl ]
lapi/v1/swagger.json

Manage interaction with the SATRA engine

registration Register a new practice for that user Y

‘ POST /registration/ToE/ Create a new practice

‘ /registration/access_resp/{username}/{password} Getthe access token from keycloack ‘

{ /registration/delete_contract/{UUID} Delete a ToE }

‘ /registration/update_contract/{UUVID} Update ToE

pl’actice Interact with the survey, update question/answers and get risk...

‘ m /practice/analysis/{UUID} Send information on a test result

‘ POST /practice/answer/{UVID}/{question_id}/{answer_id} Send (eventually, update)an answer for a specific question

‘ /practice/answer/{UVID}/{type_id} Getallthe possible answers by type_id

‘ /practice/answers/{UUID} Getthe question and the answers chosen by the user for the ToE

‘ POST /practice/asset_answers/{UUID} Send (eventually, update) an asset answers

‘ /practice/assets/{UUID} Getallassets type

‘ /practice/assets_answers/{UUID} Getall assets answer

{m /practice/assets_answers/{UUID}/{asset_id} Delete a specific asset throughout the name

‘ /practice/assets_dynamic_answers/{UUID} Get all dynamic assets answer

‘ /practice/assurance/{UUID} Get all possible assurance levels

‘ /practice/certification/{UUID} Get all possible certification schemes

‘ /practice/csp_market/{UUID} Get all possible CSP's markets
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‘ /practice/dynamic_evaluated_risk/{UUID} Dynamic evaluated risk computation

‘ /practice/map/{UUID} Map an external questionary

‘ m /practice/non_conformity_gap/{UUID} Get all possible non conformity gap

‘m /practice/question/{UUID} Get allthe questions

‘ m /practice/question/{UUID}/{question_id} Getone question and its possible answers

‘m /practice/risk/{UUID} Getthe updated risk

‘m /practice/threats/{UUID} Getthe updated threat

13.5 Component: Continuous Certification Evaluation

The following screenshots shows the list of available APIs that can be used by the components
interacting with CCE.

cce-api-controller Continuous Certification Evaluation REST API ~
|m /toms Retumns a list of all TOMs \/‘
| m /toes/{targetOfEvaluationId} Retums the current tree state for the chosen ToE. ~ ‘

1 s 43 Retums the statistics (operational effectiveness values) for the specified ToE and the time period between start and end times. End time parameter is optional,
/toes/{targetOfEvaluationId}/statistics op N ) = B B B ~
if not specified it defaults to the current time.

| m /toes/{targetOfEvaluationId}/listHistory Retums alist(iree state ID and timestamp) of all saved tree states for the specified ToE. ~ ‘
L3
| m /toelist Retums alist of avallable Targets of Evaluation (ToE) with their ID, name, and Cloud Service ID v ‘
| m /history/{treeStateld} Retums the specified tree state by ID ~ ‘
| ﬂ /complianceReport Retums compliance report for all user's targets of evaluation ~ ‘
gRPC functions

* cce.Evaluation.AddAssessmentResult(AssessmentResult) returns (google.protobuf.Empty)
* cce.Statistics.GetTreeStatistics(StatisticsQuery) returns (TreeStatistics)

* cce.Notification.TargetOfEvaluationCreated(TargetOfEvaluation) returns (google.protobuf.Empty)

See src/main/proto/ for message entities definitions.

The complete technical specification (request and response parameters and types) of the gRPC
API is available in the CCE repository: https://git.code.tecnalia.com/medina/public/continuous-
certification-evaluation/-/tree/main/src/main/proto

13.6 Component: Life Cycle Manager

The following screenshot shows the list of available APIs that can be used by the components
interacting with LCM.
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POST /certificate Create anew certificate N

PUT /certificate Update a certificate v

pINJ I /certificate Delete a certificate N

POST /evaluation Provide a risk evaluation N

GET /statechange/{certificate_id} Getinformation about the state history of a certificate o

13.7 Component: Automated Self-Sovereign Identity-based certificates
management (SSI)

The following screenshot shows the list of available APIs that can be used by the components
interacting with SSI Framework.

[ SEY 8 /certificate/id

[ GET /certificate/id

‘ [certificate/id

[ GET /certificates

[ POST /certificates
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13.8 Component: Assessment and Management of Organizational
Evidence - AMOE

The following screenshot shows the list of available APIs that can be used by the components
interacting with AMOE.

GET fapi/vl/files/{cloud_service_id} AMOE List Files Cloud Sevice v‘

POST fapi/vl/files/ AMOE List Files Cloud Sevices \/1

GET fapi/vl/file/{file_id} AMOE Get File v~

GET /api/vl/file/last/{cloud_service_id} get_amoe_last_file v

GET [/api/vl/evidence/list/{file_id} AMOE Get List Evidence For File v~

POST /api/vl/evidence/list_per_metric_id AMOE Get List Evidence Per Metric v~

GET /api/vl/evidence/{evidence_id} AMOE Get Evidence

POST /api/vl/evidence/assessment AMOE Set Assessment Result v

GET /api/vl/evidence/send_to_orchestrator/{evidence_id} AMOE Send Assessment Result v~/

GET /api/vl/evidence/file/{evidence_id} AMOE Get HTML File

Japifvi/file/pdf/{file id} AMOE Get PDF File v/
l /api/vl/file/{cloud_service} AMOE Upload PDF File v‘
‘ Japi/vl/file/delete/{file id} AMOE Delete File And Evidence v}
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13.9 Component: Orchestrator

The following screenshots show the list of available APIs that can be used by the components
interacting with the Orchestrator.

Orchestrator ~

GET

POST

GET

POST

GET

PUT

DELETE

GET

POST

GET

PUT

DELETE

GET

GET

GET

POST

GET

PUT

DELETE

GET

POST

/v1/orchestrator/assessment_results
/v1/orchestrator/assessment_results
/v1/orchestrator/assessment_tools
/v1/orchestrator/assessment_tools
/v1/orchestrator/assessment_tools/{toolld}
/v1/orchestrator/assessment_tools/{toolld}
/v1/orchestrator/assessment_tools/{toolld}
/v1/orchestrator/catalogs
/v1/orchestrator/catalogs
/v1/orchestrator/catalogs/{catalogld}
/v1/orchestrator/catalogs/{catalogld}

/v1/orchestrator/catalogs/{catalogld}

/v1/orchestrator/catalogs/{catalogld}/categories/{categoryName}/controls/{controlld}

/v1/orchestrator/catalogs/{catalogld}/category/{categoryName}

fvl/orchestrator/certificates
/v1/orchestrator/certificates
/v1/orchestrator/certificates/{certificateld}
/v1/orchestrator/certificates/{certificateld}
/v1/orchestrator/certificates/{certificateld}
/v1/orchestrator/cloud_services

/v1/orchestrator/cloud_services
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GET
PUT
DELETE
GET
PUT
DELETE
GET
GET
PUT
GET
GET
POST
GET
PUT
GET
PUT
GET

POST

13.10

Mv1/orchestrator/cloud_services/{cloudServiceld}

/vl /orchestrator/cloud_services/{cloudServiceld}
/vl/orchestrator/cloud_services/{cloudServiceld}
/v1/orchestrator/cloud_services/{cloudServiceld}/catalogs/{catalogld}/toes
/v1/orchestrator/cloud_services/{cloudServiceld}/catalogs/{catalogld}/toes
/v1/orchestrator/cloud_services/{cloudServiceld}/catalogs/{catalogld}/toes
/v1/orchestrator/cloud_services/{cloudServiceld}/metric_configurations
/v1/orchestrator/cloud_services/{cloudServiceld}/metric_configurations/{metricld}
/v1/orchestrator/cloud_services/{cloudServiceld}/metric_configurations/{metricld}
/w1 /orchestrator/controls

/v1/orchestrator/metrics

/v1/orchestrator/metrics

/v1/orchestrator/metrics/{metricld}

/v1/orchestrator/metrics/{metricld}
/v1/orchestrator/metrics/{metricld}/implementation

/vl /orchestrator/metrics/{metricld}/implementation

/v1/orchestrator/toes

/v1/orchestrator/toes

Component: Trustworthiness System

The following screenshots show the list of available APIs that can be used by the components
interacting with the MEDINA Evidence Trustworthiness System.

[ POST /client/account

‘ /client/account

[ POST /client/wallet

‘ /client/wallet

[ /client/registration

‘ /client/admin

[ /client/admin

[ /client/admin

© MEDINA Consortium Contract No. GA 952633
www.medina-project.eu

Page 144 of 147
EED) ev-sn |


http://www.medina-project.eu/

D5.5 — MEDINA integrated solution-v3 Version 1.0 — Final. Date: 03.08.2023

[ /client/adminnum

GET /client/orchestratorsnum

/client/orchestrator/evidence/check

GET /client/orchestrator/assessment/checkhash

GET /client/orchestrator/assessment/checkcompliance

GET /client/orchestrators

/client/authorizedowner

POST /client/authorizedowner

n S /client/authorizedowner

/client/authorizedownernum

POST /client/orchestrator

POST /client/orchestrator/evidence

POST /client/orchestrator/assessment

/client/orchestrator/evidence/{id}

GET /client/orchestrator/assessment/{id}

GET /client/orchestrator/evidences

GET /client/orchestrator/assessments

/client/orchestrator/owner

GET /client/orchestrator/creationtime

GET /client/orchestrator/id

13.11 Component: Evidence Collection (Cloud Discovery)

The following screenshot shows the list of available APIs that can be used by the components

interacting with the Evidence Collection.

Discovery ~
POST vl/discovery/query

POST v1/discovery/start
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13.12 Component: Security Assessment (Clouditor)

The following screenshot shows the list of available APIs that can be used by the components
interacting with the Security Assessment.

Assessment ~

POST Mvl1/assessment/evidences
GET /v1/assessment/results
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14 APPENDIX G: User Manuals

This Appendix includes the user manuals for those components of the MEDINA framework
described in section 4 that have a graphical user interface, namely:

Catalogue of Controls and Metrics (see section 4.1.1)

Orchestrator (see section 4.6.1)

CNL Editor (Customization of Requirements) (see section 4.2.2)

Risk Assessment and Optimization Framework (see section 4.3.1)
Organizational Evidence Gathering and Processing (see section 4.5.1)
Continuous Certification Evaluation (see section 4.4.1)

Self-Sovereign Identity (S51) Framework (see section 4.4.3)

Evidence Trustworthiness Management System (see section 4.6.2)
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1. Introduction

The Catalogue of Controls and Metrics (a.k.a. Catalogue) provides the necessary technological
means for the endorsement of any security scheme and their related attributes. Furthermore, it
provides guidance for the implementation, as well as the (self-)assessment of security
requirements.

The Catalogue allows the compliance manager of a CSP (Cloud Service Provider) or an auditor
to select the EUCS (European Cybersecurity Certification Scheme for Cloud Services)! and obtain
all the information and guidance related to that security scheme, namely the controls, security
requirements, assurance levels, etc. In other words, everything that can be considered as
“static" information that appears in the certification standard. This information has been
enriched with the following facilities:

e Filtering of information based on some values for the attributes, such as the selection
of requirements of a certain assurance level, the selection of requirements from a
certain framework or the selection of metrics related to a requirement.

e Homogenization of different certification schemes, in the sense of showing the
requirements that are equivalent in different security frameworks with reference to the
EUCS.

e Consultation of implementation guidelines. An implementation guideline is an
explanation of how a specific security requirement can be implemented, in a vendor and
technology-agnostic way. Examples from larger CSPs are provided for inspiration.

e Finally, the Catalogue also contains a first implementation of a Questionnaire that allows
a CSP to perform a self-assessment of the fulfiiment degree of the EUCS scheme. It
covers all the requirements of EUCS for all levels of certifications (Basic, Substantial and
High).

1.1. User Roles and Permissions

Access to the Catalogue is managed by Keycloak?. The visibility of the different components of
the Catalogue, and the operations that are allowed to be carried out, are conditioned by the
role to which each user is assigned.

The table below details which actions are allowed for each of the defined roles in MEDINA:

Roles AllowedActions
IT Security Governance Read entities, Load questionnaire, Generate report
Security Analyst Read entities, Load questionnaire, Generate report
Domain Governance Read entities, Load questionnaire, Generate report

Read/Write entities, Start/Edit questionnaire,

Product and Service Owner . . . .
Save questionnaire, Generate report, Remove questionnaire

Product (Security) Engineer Load questionnaire, Generate report
Chief Information Security Office (CISO) | Load questionnaire, Generate report
Customer (non-authenticated user) None

Load questionnaire, Edit Non-conformities, Save

Auditor . .
questionnaire, Generate report

L EUCS - Cloud Service Scheme https://www.enisa.europa.eu/publications/eucs-cloud-service-scheme
2 https://www.keycloak.org
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2. User Manual

2.1. Toolbar

The Catalogue of Controls and Metrics includes a toolbar (see Figure 1), always accessible in the
upper area, with all the options that are available in the tool:

Figure 1. Catalogue toolbar
The different menu options, which are described in the following sections, are as follows:

e Catalogue: Provides access to information about Frameworks, Categories, Controls,
Requirements, Metrics, Similar Controls, and Implementation Guidelines.

e Questionnaires: Provides access to the self-assessment questionnaires.

e Help: Provides access to the user manual.

e Administration: Provides access to the gateway and REST API information. This option
is only available to users with administration rights.

2.2. Catalogue

The Catalogue menu option displays a submenu with the following options that are detailed
below:

e Frameworks
o (Categories

e Controls
e Requirements
e Metrics

e Similar Controls
e Implementation Guidelines

2.2.1. Frameworks

The main Frameworks window (see Figure 2) shows the list of all the registered frameworks in
the Catalogue. The current version only includes the EUCS Security Framework.

£= Catalogue ~

Frameworks
& Refresh list
Home » Frameworks
Name Description Version Categories
EUCS EU Cloud Services certification scheme August 2022 Catsgories # Edit

Figure 2. List of Security Frameworks
The following fields are listed for each Framework:

e Name
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e Description
e \ersion

At the right of each Framework, two buttons allow to Edit/View the details of the entity, in this
case the Framework. In the Edit window (see Figure 3), only the description and the version
fields can be updated®. While clicking on the View button, a similar window (see Figure 4), but
in this case with view-only fields, is shown®.

Edit a Framework

Name

EUCS

Description

EU Cloud Services certification scheme

Version

August 2022

Figure 3. Edit the details of a Framework

Framework

Name EUCS
Description EU Cloud Services ceriification scheme

Version August 2022

Figure 4. View the details of a Framework

Finally, each Framework offers the possibility to access its related Categories (see Figure 8) by
clicking on the Categories link:

Name Description Version Categories

EUCS EU Cloud Services certification scheme August 2022 Categories W @ View / Edit

3 The Edit options are further limited by the role-based access feature, so that some roles can use this
option and others cannot.

4 As these View/Edit options are repeated in almost all entities, and as the structure of the two windows
is quite similar, in the remainder of this manual we will only show one of the two windows.

© MEDINA Consortium Contract No. GA 52633 Page 6 of 27
www.medina-project.eu (co) R



http://www.medina-project.eu/

MEDINA Catalogue of Controls and Metrics - User Manual Version 1.0 — Final. Date: 31.07.2023

Categories | (Framework: EUCS)

£ Refresh list
Home » |Framework: EUCS |» Categories

Code Name Description Framework Controls
Organisation of Information Plan, implement, maintain and continueusly improve the information security - _
At Security framework within the organisation S Centrols © View | ¢ Edt
Provide a global information security policy derived into policies and
Az Information Security Policies procedures regarding security requirements and to support business | EUCS/ Controls W @ View | ¢ Edit

requirements

Provide a global infermation security policy, derived into policies and
A3 Risk Management procedures regarding security requirements and to support business EUCS Controls @ View | ¢ Edit

reguirements

Figure 5. Security Categories belonging to the EUCS Framework

2.2.2. Categories

The main Categories window (see Figure 6) lists all the Categories stored in the Catalogue.

£= Catalogue ~

Categories

< Refresh list

Home » Frameworks » Categories

Code Name Description Framework Controls
Organisation of Information Plan, implement, maintain and continuously improve the information security P
Al Security framework within the organisation Eues ™ Gontrols & © View ! Edit
Provide a global information security policy derived into policies and
A2 Information Security Policies procedures regarding security requirements and to support business  EUCS 4 controls & @ View | & Edit

requirements
Provide a global information security policy, derived into policies and

A3 Risk Management procedures regarding security requirements and to support business EUCS Controls ¥ @ View | # Edit
requirements

Ensure that employees understand their responsibilities, are aware of their

Ad Human Resources responsibilities with regard to information security, and that the organisation’s EuCS 4 Controls ¥ @ View / Edit
assets are protecied in the event of changes in responsibiliies or
termination
Identify the organisation’s own assets and ensure an appropriate level of prp——
A5 Asset Management EUCS Controls
9 protection throughout their ifecycle * e © View | # Edit

Figure 6. List of Categories
The following fields are listed for each Security Category:

e Code
e Name
e Description

As with any other entity in the Catalogue, each Security Category allows to view its details or to
edit it. Let us look at the Edit window (see Figure 7), where only the description can be updated:
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Edit a Category

Code

A1

Name

Organisation of Information Security

Description

Plan, implement, maintain and continuously improve the information security framework within the organis

Framework

EUCS

Figure 7. Edit the details of a Category

Finally, for each Category in Figure 6, the user can access its related Controls (see Figure 8) or
can go back to the Framework window, by clicking on the Controls and EUCS links, respectively:

Code Name Description Framework Controls

Organisation of Information Plan, implement, maintain and continuously improve the information security S
Al EUCS Contrels
Security framework within the organisation © View | # Edit

Controls | (Category: Organisation of Information Security)

Show/Hide filter

Home » Frameworks »|Calegory: Organisation of Information Securityl» Controls

Other
Code Name Description Category Requirements Frameworks

The CSP operates an information security
e Ty ———— gz;/:l;gemen( sy;‘emc(;;m) The S‘CDpe‘ of tTe
4 e — covers the s organisational s,
locations and processes for providing the cloud

Sernvice.

Organisation of Information

. S
- Requirements Similar Controls & @ View | & Edit

Figure 8. Controls belonging to the Category “Organisation of Information Security”

2.2.3. Controls
The main Controls window (see Figure 9) shows all the Security Controls registered in the
Catalogue.

The following fields are listed for each Security Control:

e Code
e Name
e Description
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£= Catalogue ~

Controls

Home » Frameworks » Categories » Controls

Code Name

INFORMATION SECURITY

Description

The CSP operates an information security
management system (1SMS). The scope of the

Category

Organisation of Information

Requirements

Other
Frameworks

Show/Hide filter

0Is-01 MANAGEMENT SYSTEM ISMS covers the CSPs organisational units, security Requirements ¥ Similar Controls ¥
locations and processes for providing the cloud
senvice
Confiicting tasks and responsibilities  are
separated based on an RM-01 risk assessment o
o802 SEGREGATION OF DUTIES reduce the risk of unauthorised or unintended  Organisation of Information L Similar Gontrols &
changes or misuse of cloud customer data Security
processed, stored or transmitted in the cloud
senvice
The CSP stays informed about cumrent threats and
vulnerabilities by maintaining the cooperation and
CONTACT WITH coordination of security-related aspects with )
0Is-03 AUTHORITIES AND relevant authorities and special interest groups. C;:E::I:{aiﬂn of information Requirements ¥ similar Controls ¥
INTEREST GROUPS The information flows info the procedures for

handling risks (cf. RM-01) and vulnerabilities (cf
Figure 9. List of Controls

This list of Security Controls can be customized using the implemented filters (code, name,
description, and category), as shown in Figure 10). Also, each Control can be edited (see Figure
11), and its details can be consulted by clicking on the View button.

£= Catalogue ~

Controls

Show/Hide filter

Home » Frameworks » Categories » Controls

Code Name Description

Category

Figure 10. Filtering of Controls

Control

Code OIS-01
Control ID OIS-01
Name INFORMATION SECURITY MANAGEMENT SYSTEM
Description The CSP operates an information security management system (ISMS). The scope of the
ISMS covers the CSPs organisational units, locations and processes for providing the cloud

service.

Category Organisation of Information Security

Figure 11. Edit the details of a Control
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Finally, for each Control in Figure 9, the user can go back to its Category, can access its related
Requirements (see Figure 12), or can consult Similar Controls in other frameworks, by clicking
on the following links:

Code

INFORMATION SECURITY
MANAGEMENT SYSTEM

QI8-01

Name

The CSP operates an information security
management system (ISMS). The scope of the
ISMS covers the CSPs organisational units,
locations and processes for providing the cloud

service.

Description

Category

Organisation of Information
Security

Requirements

Other
Frameworks

Requirements |

| Similar Controls |

Requirements

Home »

Code

ols-
01.18

ols-
0128

(Control: OI1S-01)

Framework: EUCS » Category: Organisation of Information Security »

Description

The CSP shall have an information
security management system (ISMS),
covering at least the operational units,
locations, people and processes for
providing the cloud service

The CSP shall provide documented
information of the ISMS applied to the
cloud service

ol

01 |» Requirements

Assurance Level Type Control
translation-not- o onal .
e o Pe— rganizational 2
fransiation-not- Organizational oIs01 4
found[cocGatewayApp Assurancel evel Basic]

Implementation

guidelines Metrics

— No Metrics

— No Metrics

Figure 12. Requirements belonging to the OIS-01 Control

2.2.4. Requirements

Show/Hide filter

(o] rd
View | Edit
© rd
View | Edit

The main Requirements window (see Figure 13) shows the list of Requirements registered in the

Catalogue.
Requirements
Show/Hide filter
Home » Frameworks » Categories » Controls » Requirements

Code

Qls-
01.18

Qls-
0128

ois-
01.18

Description

The CSP shall have an information
security management system (ISMS),
covering at least the operational units
locations, people and processes for
providing the cloud service.

The CSP shall provide documented
information of the ISMS applied to the
cloud service.

The CSP shall have an information
security management system (ISMS}),
covering at least the operational units,
locations, people and processes for
providing the cloud service, in
accordance with EN ISO/IEC 27001
Where the controls referred to in
ISOMIEC 27001 6.1.3 shall be the
controls in this TS on level Substantial

Assurance Level Type

translation-not-

Or i 1]
found[cocGatewayApp AssuranceLevel Basic] rganizational

translation-not-

3 Organizational
found[cocGatewayApp. AssuranceLevel Basic]

translation-not-

Organizational
found[cocGatewayApp AssuranceLevel Substantial]

Control

oIs-014

ois-014

ols-014

Figure 13. List of Requirements

The following fields are listed for each Requirement:

Implementation

guidelines Metrics

,,,,, No Metrics

,,,,, No Metrics

----- No Metrics

Lol
View | Edit
© | ¢
View | Edit

® | ¢
View | Edit
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e Code

e Description

e Assurance Level
o Type

The list of requirements in Figure 13 can be customized using the implemented filters (code,
description, type, and assurance level) as shown in Figure 14. In addition, a Requirement can be
edited by clicking on the Edit button (see Figure 15).

E= Catalogue ~

Requirements

Show/Hide filter

Home » Frameworks » Categories » Controls » Requirements
Code Description
Type Assurance level

& Clearfilter | Q Search

Figure 14. Filtering of Requirements

Requirement

Code 0IS-01.1B
Description The CSP shall have an information security management system (ISMS),
covering at least the operational units, locations, people and processes for
providing the cloud service.
Assurance Level translation-not-found[cocGatewayApp.Assurancelevel.Basic]

Implementation guideline NO

Control 0OIS-01

Figure 15. Edit the details of a Requirement

For each Requirement listed in Figure 13, the user can go back to the Controls window or can
access its related Metrics (if any) (see Figure 16), by clicking on the following links:

Signature-based and behaviour-based >
oPs- translation-not- " @ 4
malware protection tools shall be Organizational OPS$-05 1 — No Metrics 5
05.2H found[cocGatewayApp.Assurancel evel High] view | Edit
updated at least daily.

The CSP shall automatically monitor
the systems covered by the mahware
protection and the configuration of the

oPs- corresponding  mechanisms  to  translation-not- Implementation @ &
Organizational OPS-051 - Metrics
05.3H guarantee  fuffiment  of above  found[cocGatewayApp.Assurancelevel High] guideline view | Edit
requirements, and the antimaiware

scans fo frack detected malware or
imeguiarities

© MEDINA Consortium Contract No. GA 52633 Page 11 of 27
www.medina-project.eu (co) R



http://www.medina-project.eu/

MEDINA Catalogue of Controls and Metrics - User Manual Version 1.0 — Final. Date: 31.07.2023

Metrics |(Requirement: OPS-05.3H)

Show/Hide filter
Home » Framework: EUCS » Category: Operational Security » Control: OPS-05 » Requirement: OPS-05.3H |» Metrics

Category Name Source Description Operator Requirements

Operational (o]
perational D, e This metric Is used to assess If the antimalware solution is enabled on the respective __ OPS-05.3H

security resource. View

Operational ) ®

NumberQfThreatsFound Technical This metric is used to assess if the antimalware solution reports no iregularities. == OPS-05.3H ™

security View

Operational This metric states whether automatic notifications are enabled (e.0. e-mail) about e
" MalwareProtectionOutput Technical &0 ) = OPS-05.3H

security malware threats. This relates to ELUCS’ definition of “continuous monitoring”. View

Figure 16. Metrics implemented for the OPS-05.3H Requirement

2.2.5. Metrics

The main Metrics window (see Figure 17) shows the list of all the registered metrics in the
Catalogue.

= Catalogue ~

Metrics

Show/Hide filter

Home » Frameworks » Categories » Controls » Requirements » Metrics

Category Name Source Description Operator Requirements
[ (o]
Operational e et T This metric is used to assess if the antimalware solution is enabled on the - OPS05.3H 4
security respective resource. View
Operational This mefric is used to assess if the antimalware solution reporis no @
NumberOfThreatsFound Technical = OPS-05.3H
security imegularities. View
Operational @
perationa| BackupEnabled Technical This metric is used to assess if backups are enabled for a cloud service/asset == OPS-07.2H
security View
Operational This metric is used to assess the configured backup refention (days) on a @
BackupRetentionSet Technical > OPS-OT.2H M
security cloud service/asset View

Figure 17. List of Metrics
The following fields are listed for each Metric:

e (Category

e Name

e Source

e Description
e QOperator

The list of Metrics in Figure 17 can be customized using the implemented filters (category, name,
source, description, and requirement), as shown in Figure 18. Also, the user can consult the
details of each Metric by clicking on the View button (see Figure 19).
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= Catalogue ~

Metrics

Show/Hide filter

Home » Frameworks » Categories » Controls » Requirements » Metrics

Category Name Source

Description Requirement

Figure 18. Filtering of Metrics

Metric

Metric Id

Category Operational security

Name MalwareProtectionEnabled

Source Technical

Description This metric is used to assess if the antimalware solution is enabled on the
respective resource.

Scale [true, false]

Operator ==

Target Value true

Target Value Datatype Boolean

Interval
Target Resource Type VirtualMachine
Requirements OPS-05.3H

Resource Type

Security feature malwareProtection.enabled

Keywords

Figure 19. View the details of a metric

For each metric listed in Figure 17, the user can go to its related requirements by clicking on the
corresponding link.
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2.2.6. Similar Controls

The Similar Controls window (see Figure 20) shows the list of Controls belonging to other
Security Frameworks that are equivalent to each of the controls of the EUCS Security
Framework.

£Z Catalogue ~

Similar Controls

Show/Hide filter

Home » Frameworks » Categories » Similar Controls

EUCS Similar Similar Control
Control ID  EUCS Control Name Framework Control ID  Name
Information Security ®
018-01 IRel T S S B C5.2020 GERMANY o1s-01 Management System Categories l
MANAGEMENT SYSTEM e view | Edit
) @ &
0I5-02 SEGREGATION OF DUTIES C5.2020 GERMANY 0I5-04 Segregation of Duties Categories 4 ~
View | Edit
Contact with Relevant
@
015-03 :SS.\I—:?;:VE‘;? [?;Bﬂa:'T'ES C5.2020 GERMANY 0I13-05 Government Agencies and Categories 1t l
Interest Groups View | Edit
Contact with Relevant
@
015-04 INFORMATION SECURITY IN C5.2020 GERMANY 0I5-05 Government Agencies and Categories P !
PROJECT MANAGEMENT Israst Groups view | Edit

Figure 20. List of Similar Controls
The following fields are listed:

e EUCS Control ID

e EUCS Control Name

e Framework (other than EUCS) e.g., C5-2020 GERMANY
e Similar Control ID in that framework

e Similar Control Name in that framework

The list of Similar Controls in Figure 20 can be customized using the implemented filters (EUCS
Control ID, EUCS Control name and Framework), as shown in Figure 32. Also, each Similar
Control can be edited by clicking on the Edit button (see Figure 22).

= Catalogue ~

Similar Controls

Home w» Frameworks » Categories » Similar Controls

EUCS Control ID EUCS Control Name Framework

£ Clear fitter Q, Search

Figure 21. Filtering of Similar Controls
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Edit a Similar Control

EUCS Control

0IS-01: INFORMATION SECURITY MANAGEMENT SYSTEM v

Framework

C5.2020 GERMANY

Similar Control ID

0I8-01

Similar Control Name

Information Security Management System (ISMS)

Figure 22. Edit the details of a Similar Control

2.2.7. Implementation Guidelines

An Implementation guideline is an explanation of how a specific security requirement can be
implemented, in a vendor and technology-agnostic way. Examples from larger CSPs are provided
for inspiration.

The Implementation guidelines window (see Figure 23) shows the list of Implementation
Guidelines included in the Catalogue. The following fields are shown for each Implementation
Guideline:

e Requirement Code

e Requirement Description
e Control Code

e Control Name

£E Catalogue ~

Implementation guidelines

© Refresh list

Home » Frameworks » Categories » Controls » Req its » ion guidelines
Requirement Control
Code Requirement Description Code Control Name
The CSP shall monitor the i of il and tasks to ensure that measures related to (o] f
01S-02.4H , ois-02 SEGREGATION OF DUTIES
segregation of duties are enforced View | Edit

The list of exceptions shall be automatically monitored to ensure that the validity of approved exceptions has not @ 4
1SP-03.5H 15P-03 EXCEPTIONS
expired and that all reviews and approvals are up-to-date view | Edit
All shall vl ina form the information security policies and procedures presented to
HR-03.4H them before they are granted any access to CSC data, the production environment, or any functional component HR-03 EMPLOYEE TERMS AND ® j
’ thereof, and the verification of this acknowledgement shall be automatically monitored in the processes and automated CONDITIONS View | Edit

systems used to grant access rights to employees

Figure 23. List of Implementation guidelines

Figure 24 shows the details of an Implementation guideline.
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Implementation guideline
Requirement 0IS-02.4H

The EUCS requirement 0IS-02 4H slates.

“The CSP shall automatically manitor the assignment of responsibiliies and tasks to ensure that measures related to
sagregation of duties ara enforced”

and references as ‘measures” the following requirsment also from OI5-02 Segragation of Duties:

“The CSP shall perform a risk assessment as defined in RM-01 about the accumulation of responsibilities or
tasks on roles of individuals, fegarding the provision of the cloud service, covering at least the follawing areas,
Insofar as these are applicable to the provision of the cloud service and are in the area of responsibility of the

CSP.

0IS-021H (1) Administration of rights profiles, approval and assignment of access and access authorisations (cf. 1AM-
o1),

(2) Development, testing and release of chenges (cf. DEV-01, CCM-01), and

(3) Operation of the system components "

EUCS Security Control
Cade Name Objective

"Conflicting tasks and responsibilities are separated based on an RM-01 sk
01802 |Segregation of Duties assessment to reduce the risk of unauthorised or unintended changes o misuse
of CSC data processed, stored or transmitted in the cloud service ™

References

Intermal references

- EUCS - RM.01: Risk Management Policy
» EUCS - IAM-01: Policies for Access Control fo Information

= EUCS - DEV-01- Palicies for the Development and Procurement of Information Systems.
= EUCS - COM.01: Policies for Changes to Information Systems

Exiernal references

« 2020 GERMANY - 0IS-04: Segregation of Duties
SecNumCloud FRANCE - 6 1. Funclions and responsibilities inked 10 information security
SechumCloud FRANCE - 6 2: Segregation of tasks

» IS0 27002 - 5.3 Segregation of dulies

* IS0 27017 - CLD.6.3 1 Shared roles and responsibillies within & cloud computing environment
= Cisco CCF - CGF 91 Roles and Responsibilities over Security and Gontrol Environment

Key concepts

Term Definition

Framewark of policies, procedures, and processes used to ensure that an organization is operaling
Management System effectively and efficiently. Management systems are used ta guide the activities of an organization and to
help achieve its goals and objectives

An information security management system (ISMS) is a framework of policies, processes, and controls
that organizations use to manage and reduce their information security risks. Generally, an ISMS is
designed 1o protect the confidentiality integrity, and availability of the organization{'s information assets

Information Security
Management system

1SMS)
¢ and can include both technical and non-technical measures

Overall process of isk identification, risk analysis and risk evaluation. An ISMS includes a process for
Risk identfying and security risks, and for developing plans to

mitigate those risks

The goal of sagregation of dutties is to ensure that no single individual has complete control over a
Segregation/ process or activity, which can help to prevent unautharized actions and mistakes. Also, it allows fo
Separation of Duties  separate conflicting duties between different individuals. So, it is a principle that is used in ISMS lo
reduce among others the risk of fraud and efrors

Cloud role-based access control is an authorization system provided by the CSP that provides fine-
Cloud RBAC rained access managemant of Cloud resources to ensure that measures related o segregation of
duties are enforced

Itis the process (grant, change, revoke) of attaching a role definition lo a security principal at a particular

Role assignment
ope

Guidelines

Typically, managing access to cloud resources is a eritical function and is performed by the CSP by implementing a cloud RBAG
(e.0., Azure RBAC, AWS RBAC) to manage who has access to specific cloud resources, what they can da with those resources
and what areas they have access to. The assignmant of tasks to roles will aliow a separation of duties as part of the role
management process. The role assignment is monitored by the CSP.

A defined team shall be defined that is responsible for overseeing the securily and control environments al the arganization. It
will verify the rokes of each member and validate that security and control environments are being reviewed and followed up
upon. Managers will check with each member lo review responsibiliies and roles at least annually

Roles and responsibilities of the users are defined and agreed on in a risk assessment performed by the CSP. The risk
assessment should cover administrative and user rights, and should include definitions related to data ownership, information
sacurity accountability, access pi 0 and approval i testing and release of changes, data
backup and recovery responsibilities, and operation of the system components. Some mitigation measures should be introduced
to monitor the activities in order to detect unauthorised or unintended changes as well as misuse

A fisk assessment for adminisiralive user rights should consider the patential risks associated with granting certain users the
ability to madify or delete logs or log analysis of their actions This could include risks such as

= Tampering with logs to cover up malicious or inappropriate activity.
= Accidentally or intentionally deleting important logs that may be needed for later analysis or investigation.
» Disrupting the inteqrity and reliability of log data, which could hinder incident response and forensics efforts.

To mitigate these risks, it is important to carefully consider which users should ba granted administrative rights and to establish
strict policies and procedures for the use of thesa rights. This might include requiring users to provide a justification for
modifying or deleting logs, requiring multiple approvals before such actions can ba taken, and implamanting strict auditing and
manitoring to detect any inappropriate use of these rights.

This nsk assessment should also consider that a same user could have several roles which gives him different nght and duties.

Figure 24. Details of an Implementation guideline
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2.3. Questionnaires

The Questionnaires allow a CSP to perform a self-assessment of the fulfilment degree of the
EUCS certification scheme for various levels of certifications (Basic, Substantial and High),
defining one or more questions for each security requirement. The user can select the assurance
level for the assessment, and then provide the answer to several questions to check the
fulfilment of every requirement involved. It also allows the user to enter comments related to a
question, and textual references to locate the evidence supporting the answer given. Finally, it
provides a summary dashboard with quantitative values to reflect the degree of fulfilment.
Auditors can also have access to the questionnaire and enter non-conformities for each
requirement that is not fulfilled.

2.3.1. Create a new Questionnaire

The user can create a new questionnaire by clicking on the Questionnaires menu option in the
application toolbar (see Figure 1). To create a new questionnaire, the user must fill in the
following fields as shown in Figure 25:

e Framework: Current version of the Catalogue only includes EUCS
e Cloud Service: Name of the cloud service in the MEDINA framework to be assessed
e Assurance level: Basic, Substantial or High

(® Questionnaires

Questionnaires (i)
Start a new Questionnaire
Select the Framework Select the Cloud Service
EUCS: EU Cloud Services certification scheme v
Select the assurance level
QO Basic O Substantial O High

Figure 25. Start a new questionnaire

The button @ in the top right corner displays the number of questions that are asked to the
user depending on the level of assurance.

Questionnaires info

Number of questions

Basic level of assurance: 504
Substantial level of assurance: 857
High level of assurance: 1003

Figure 26. Number of questions for each level of assurance

When the user clicks on the Start Questionnaire button in Figure 25 a new questionnaire is
created, and the window in Figure 27 is displayed. The panel on the left provides a navigator
through which the distinct Categories of the EUCS Framework can be accessed.

© MEDINA Consortium Contract No. GA 52633 Page 17 of 27
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Each page corresponds to a Control. A navigator at the top of the page allows the user to show
other Controls in the same Category (see Figure 27).

Questionnaire:

2023-05-15 >> Bosch_laaS >> EUCS >> Basic

Categor
Categoriesg y

. mdl@NigAtor

Information Security

s A2: Information Security
Policies

« A3:Risk Management

* A4: Human Resources

|A1: Organisation of Information Securityl Current Category

Choose a Control: @ @ @ @ |C0ntr0| navigator

0IS-01: The CSP operates an information security management system (ISMS). The scope of the ISMS covers the CSPs

organisational units, locations and processes for providing the cloud service.

d -01.1B: The shall have an information security management system covering at least the operational units, locations, people an
O GEBCSTITRE TR 015-01.1B: The CSP shall h format t system (ISMS tleast th tional units, locat le and
.

« AS: Physical Security processes for providing the cloud service. Req u I re me nt
0 LERErE = Ly @1: Does the CSP have an information security management system (ISMS) documented? Qu est i ons
« AB: Identity, Authentication O Fully supported. Evidence: Comments

N ieontict O Partially supported. ~Documented Information Security Management System (ISMS)

Management O Not supported at all.
« A9: Cryptography and Key O Not applicable. 4

Management

o Q2: Does the information security management system cover the operational units?

« A10: Communication

Security O Fully supported. Evidence Comments

O Partially supported. - ISMS scope (operational units)

s A Fcnab.”.“y and O Not supported at all.

Interoperability O Not applicabie P
« A12: Change and

Configuration Management Q3: Does the information security management system (ISMS), cover locations?
« A13: Development of O Fully supported. Evidence Comments

Information Systems O Partially supported. - ISMS scope (locations)
« A14: Procurement © Not supported atall.

O Not applicable. = =

Figure 27. Questionnaire structure

The Control page shows all the Requirements belonging to it, and for each Requirement the
page shows all the questions that the CSP must reply during the self-assessment process. Figure
28 shows the details of a question which includes a field for registering evidence to support the
answer, and another field for entering comments.

Q1: Does the CSP have an information security management system (ISMS) documented?

@) Fully supported. Evidence Comments

o] Partially supported. - Documented Information Security Management System (ISMS)

O Not supported at all.

O Not applicable. 4 4

Figure 28. Details of a question
Each question has four possible answers:

e Fully supported

e Partially supported
e Not supported at all
e Not applicable

The degree of Compliance with a Requirement is calculated based on the answers provided by
the CSP to the corresponding questions and is displayed at the bottom of the requirement (see
Figure 29). This Compliance value is calculated according to the following rules:

Answer to Questions Compliance

All “Fully supported” or “Not applicable” YES
All “Not supported at all” or “Not applicable” NO

© MEDINA Consortium
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All “Not applicable” N/A
Any “Not supported at all” PARTIAL
Any “Partially supported” PARTIAL

015-01.2B: The CSP shall provide documented information of the ISMS applied to the cloud service.

Q1: Does the CSP provide documented information of the ISMS applied to the cloud service?

® Fully supported. Evidence: Comments:
o] Partially supported. - Documented information of the ISMS applied to the cloud service
O Not supported at all.
O Not applicable.

4 4

Non-conformities of the requirement: Compliance:

YES

Figure 29. Compliance value for a requirement

Finally, at the bottom of the Control page there are buttons to Exit the questionnaire and to go
to the Previous/Next Security Control.

2.3.2. Manage Questionnaires

When there is at least one questionnaire stored in the Catalogue the user can select a previously
created questionnaire (see Figure 30) to load it for further editing or just for reading (see Figure
31), depending on the user’s role (see section 1.1).

8 Questionnaires

Questionnaires (i )

Load an existing Questionnaire

v Remove Questionnaire

Select Questionnaire

2023-07-20 >> Bosch_laa$ => EUCS >> Basic

Figure 30. Load an existing questionnaire

Users with the “Auditor” role can edit the questionnaire and fill in the Non-conformities field to
indicate non-conformities related to the compliance of the requirement (see Figure 32).

Finally, a questionnaire can also be removed by clicking on the Remove Questionnaire button
(see Figure 30). This option is only available for the “Product and Service Owner” role.
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Questionnaire:

2023-05-15 >> Bosch_laaS >> EUCS >> Basic

Categories

+ Af: Organisation of
Information Security

s A2: Information Security
Policies

« A3: Risk Management

¢ A4:Human Resources

+ AS5: Asset Management
« AB: Physical Security

« A7: Operational Security

s AB: Identity, Authentication
and Access Control
Management

+ AS9: Cryptography and Key
Management

+ A10: Communication
Security

+ A11: Portability and
Interoperability

A1: Organisation of Information Security

Choose a Control @ @ @ @

0I1S-01: The CSP operates an information security management system (ISMS). The scope of the ISMS covers the CSPs.
organisational units, locations and processes for providing the cloud service.

018-01.1B: The CSP shall have an ir
processes for providing the cloud service.

ion security system (ISMS), covering at least the operational units, locations, people and

Q1: Does the CSP have an information security management system (ISMS) documented?
@® Fully supported.

Evidence Comments:
© Partially supported. - Documented Information Security Management System (ISMS)
© Not supported at all.
O Not applicable. 4 £
@2: Does the information security management system cover the operational units?
® Fully supported. Evidence Comments

O Partially supported.
© Not supported at all.

- ISMS scope (operational units) ‘

Figure 31. Edit/Read an existing questionnaire

Q7: Does the CSP cover processes for providing the cloud service?

O Fully supported. Evidence: Comments
O Partially supported. - ISMS seope (processes for providing the cloud service)
© Not supported at all.
O Not applicable. £ 4
Non-conformities of the requirement:
%

Figure 32. Edit a questionnaire (Auditor role)

2.3.3. Generate a Report

By clicking on the Generate report button (see Figure 30), a report in PDF format containing the
evaluation results of the questionnaire is stored in the file system. A screenshot of a section of
the report is shown in Figure 33.
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A1: Organisation of Information Security

01S-01 (90.0%)
100

-
) \8\0
,

- 60

# \
s
s 40
s
- 20
Vs

015-04 (100.0%) 015-02 (87.5%)

018-03 {0.0%)

0IS-01: The CSP operates an information security management system (ISMS). The scope of the ISMS
covers the CSPs organisational units, locations and processes for providing the cloud service.

- Requirements with FULL compliance:
Requirement: 01S-01.2B

- Requirements with PARTIAL compliance:
Requirement: O1S-01.1B

- NON-COMPLIANT requirements:

- Requirements with compliance NOT APPLICABLE:

Figure 33. Report generated for a questionnaire

2.3.4. Connection to SATRA

The Catalogue of Control and Metrics is connected to SATRA® (Self-Assessment Tool for Risk
Analysis) through the Questionnaires. Every time a questionnaire is saved, those requirements
for which compliance has been calculated are sent to SATRA (see Figure 34).

Q3: Does the information security management system (ISMS), cover locations?

® Fully supported Evidence Comments

O Partially supported. - ISMS scope (locations)

© Not supported at all.

O Not applicable. 4 <
Q4: Does the CSP cover processes for providing the cloud service?

@ Fully supported Evidence Comments

O Partially supported. - ISMIS scope (processes for providing the cloud service)

© Not supported at all.

O Not applicable. — £

Non-conformities of the requirement: Compliance:
YES
4

Figure 34. Calculated compliance

5> For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D2.8 https://doi.org/10.5281/zenodo.7927217
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A questionnaire is saved each time the following actions are performed, as long as the user has
the role of “Product and Service Owner” or “Auditor”:

e The user clicks on the Exit, Previous or Next buttons
e The user changes to another Category through the Category navigator
e The user changes to another Control page through the Control navigator

Categories
9 A1: Organisation of Information Security

) X » A1: Organisation of Information
Previous E xit Next Security a

s A2: Information Security Policies

« A3: Risk Management

Figure 35. Actions that cause the saving of a questionnaire

Compliance values for all requirements are sent to SATRA in JSON format, similar to the
following example:

"assurance level": 1,
"certification schema": 1,
"data": "2023-05-16",
"partner survey": [
{
"question id": "1",
"related": "OIS-01.1B",

"answer value": 1

"question id": "2",
"related": "OIS-01.2B",

"answer value": 3

"question id": "3",
"related": "OIS-01.3B",

"answer value": 3

2.4. Administration

The administrator can access the administration options by clicking on the Administration menu
option in the application toolbar (see Figure 1). This menu option displays the following
submenu options, which will be detailed below:

e Gateway

e API
e Audit Logs
© MEDINA Consortium Contract No. GA 52633 Page 22 of 27
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2.4.1. Gateway

The Gateway window shows the status of all the available microservices that make up the
Catalogue architecture, as shown in Figure 36.

Gateway

Current routes

URL Service Available servers

[services/cochackend/** cocbackend
http://10.0.1.2:8081 [ 8081 prod, api-docs no-liquibase 0.0.1-SNAPSHOT @ primary

Figure 36. Administration menu — Gateway

2.4.2. API

The APl menu option opens a Swagger User Interface to operate with the available REST APl in
the Catalogue, as shown in Figure 37.

MEDINA Catalogue vo.0.1-sNAPSHOT A Home EEEnfites ~ (@ Questionnaires 7% Administration ~

@ Swagger ELCWER DG LE cocgateway (default) ~

1eaty SMARTBEAR

cocGateway AP| “®

cocGateway AP| documentation

unlicensed

Filter by tag

account-resource Account Resource A
GET /api/account getAccount v
GET /api/authenticate isAuthenticated N

Figure 37. Administration menu — API|

Both the Backend and the Frontend subcomponents of the Catalogue have their own
independent REST API, that can be consulted by choosing the corresponding option in the select
box:

e Frontend: cocgateway (default)
e Backend: cocbackend

®s

wagger BT LT E LG S TG cocgateway (management) v

et by SMARTBEAR cocgateway (default)
cocgateway (management)
cochackend
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Through the Backend API, operations on the Entities (Frameworks, Categories, Controls,
Requirements, Metrics, Similar Controls, and Implementation Guidelines) and on the
Questionnaires can be executed. For example, the available operations for Frameworks are:

security-control-framework-resource Security Control Framework Resource ~

GET /api/security-control-frameworks getAllSecurityControlFrameworks 4
GET /api/security-control-frameworks-full getAllSecurityControlFullFrameworks v
GET /api/security-control-frameworks/checkHasRequirements/{name} checkHasRequirements v
GET /api/security-control-frameworks/count countSecurityControlFrameworks V4
GET /api/security-control-frameworks/{id} getSecurityControlFramework v

/api/security-control-frameworks/{id} updateSecurityControlFramework v

/api/security-control-frameworks/{id} partialUpdateSecurityControlFramework v

And following the same example, the operation to obtain all the information about a Framework
given its ID is the following:

GET /api/security-control-frameworks/{id} getSecurityControlFramework ~
Parameters
Name Description
id * required

integer(SintG4)id
(path)

id - id

Entering a Framework ID and clicking on Execute, the result obtained is the following:

"id":
"name": "EUCS",

"description": "EU Cloud Services certification scheme",
"version": "December 2828"

Finally, the Frontend API is mainly used to operate on users and accounts:
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account-resource Account Resource ~
GET /api/account getAccount v
GET /api/authenticate isAuthenticated N
auth-info-resource Authinfo Resource A
GE /api/auth-info getAuthinfo v
gateway-resource Gateway Resource ~
GE /api/gateway/routes activeRoutes v
logout-resource Logout Resource ~
/api/logout logout v

2.4.3. Auditlogs

The Audit logs window (see Figure 38) lists all the operations performed by the users on the
following entities of the Catalogue:

e Frameworks
e (Categories

e Controls
e Requirements
e Metrics

e Implementation Guidelines
e Similar Controls

& Administration ~

Audit Logs
Date User Entity Identifier Operation
20230515 12:18:06 wct_secgov Implementation Guidelnes HRO3.4H UPDATE
20230515 121800 vt _secgor Controis 0Rs.02 URDATE
20230515 121757 uct_secgov Controls HROZ UPDATE
20230595 121754 vt _secgov Controls oisaz UPDATE
2023.05-15 1217:50 ue1_secgev categones Information Secuty Polices UPDATE
20230515 1217:42 ue1_secgov Requirements ois01.28 UPDATE
20230515 1217.38 wci_secgov Requirements oiso118 UPDATE

2023-05-15 121728 uet_secaow Calegones Information Secuity Pelicies UPDATE

Figure 38. List of Audit logs

In this way, each time one of the aforementioned elements is updated, a record is stored in the
Catalogue with the following information:

e Date: date and time when the operation has been performed

e User: user who conducted the operation

e Entity: Frameworks / Categories / Controls / Requirements / Implementation Guidelines
/ Similar Controls

o Identifier: ID of the updated element
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e Operation: this current version of the Catalogue only accepts the UPDATE operation.
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3. Delivery and Usage

3.1. Licensing information

This component is offered under Apache 2.0 license. The license files and more detailed
information can be found in the MEDINA Public GitLab repository®.

3.2. Download

The code of the component is available at the public GitLab repository of the MEDINA project:

https://git.code.tecnalia.com/medina/public/catalogue-of-controls

3.3. More information

Interested readers can find more information about the Catalogue at this link:
https://doi.org/10.5281/zenodo.7794478 “D2.2 Continuously certifiable technical and
organizational measures and Catalogue of cloud security metrics-v2”

The MEDINA web site (https://medina-project.eu/ ) also includes several deliverables and blog

posts related to the Catalogue of Controls and Metrics.

6 https://git.code.tecnalia.com/medina/public/catalogue-of-controls
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1. Introduction

The Orchestrator is a central component of the MEDINA framework and processes and stores all
evidence and assessment results. It receives them from the evidence collection and security
assessment tools, and forwards them to the appropriate components, such as the Continuous
Certificated Evaluation® (CCE). Furthermore, it provides a database that stores evidence and
assessment results, as well as metrics, and other data.

Via its graphical user interface, the Orchestrator additionally provides users with multiple
possibilities to review and manage cloud services, metrics, and many other information.

1.1. User Roles and Permissions

Access to the Orchestrator is managed by Keycloak?. The operations that are allowed to be
carried out are conditioned by the role to which each authenticated user is assigned. The cloud
services that are shown are filtered according to the read permissions by the authenticated user.
Similarly, the certificates are filtered. The Metrics and Catalogues views, however, are not
filtered.

! For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D4.3 https://doi.org/10.5281/zenodo.7927231
2 https://www.keycloak.org
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2. User Manual

2.1. Toolbar

The Orchestrator offers four main views: Cloud Services, Metrics, Catalogues, and Certificates
(see Figure 1).

& Cloud Services ¢ Metrics [ Catalogues ¥ Certificates

Figure 1. The four main views of the Orchestrator Ul

2.2. Cloud Services

The Cloud Services view is the main view of the Orchestrator Ul. It first presents an overview of
existing cloud services and the possibility to create a new one.

e Creating a new cloud service: To create a new cloud service click on the Add service
button and enter a name and description. Then click on Save. This will save the new
service in the Orchestrator.

e Creating a new Target of Evaluation: Creating a new cloud service does not trigger its
evaluation. To trigger its evaluation for a certain certification schema, a Target of
Evaluation (ToE) must be created. To do so, click on a cloud service and navigate to the
Configuration tab (see Figure 2). Within the Configuration tab, click on Target of
Evaluation and select the desired certification schema and assurance level.

e Deleting a cloud service or ToE: To delete a cloud service or ToE, navigate to the
respective overview and click on the red button (see Figure 2).

Cloud Services | Bosch_laaS

@ Overview ¢ Configuration i'h Discovery @ Metrics @ Assessment

Bosch_laaS

945d9c38-b2ad-4db5-9d33-cd10b7d5d840
Bosch Cloud Service 1 (Infrastructure-as-a-Service)

39 discovered resources

Configure |a

Figure 2. Overview of an individual cloud service

Additionally, to the configuration options described above, multiple tabs within a cloud service
present information about resources, metrics, and assessment results. The Discovery tab shows
which resources have been discovered for the service (see Figure 3). The Metrics tab presents
similar information to the Metrics view described in Section 2.3, but filtered for the respective
cloud service. Finally, the Assessment tab shows the assessment results that have been
submitted related to that cloud service (see Figure 4).
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Cloud Services [/ Bosch_laaS

@ Overview £ Configuration @' Discovery @ Metrics @ Assessment

BlockStorage

0 2 4 6 8 10 12
0 0,1 0,2 0,3 0,4 0,5 0,6 0,7 0,8 0,9 1,0
Name Resource type Raw
medina-poc-testbed-wazuh-server-centos- BlockStorage
vmOS__1_75440b2124154f37a314d33203950f1c
medina-poc-testbed-wazuh-server-centos BlockStorage -

Figure 3. The Discovery overview of a cloud service which shows the resources that have been discovered.
The "Show more info" button reveals more detailed information about the resource

Cloud Services [ Bosch_laaS

M Overview £ Configuration i'd Discovery @ Metrics @ Assessment

Filter results

Compliant Metric Category
Not compliant v Operational Security v
Metric Resource Type Start Time End Time
OSLoggingRe v v 2023-07-10 2024-02-01T10
Resource Metric Non-compliance
Compliant Date Resource ID Type Metric Category t More info
A 15.7.2023 07:04:52 medina-poc-testbed- VirtualMachine OSLoggingRetention Operational No comments so
wazuh-windows-vm security far
A 15.7.2023 07:04:52 medina-poc-testbed- VirtualMachine OSLoggingRetention Operational No comments so
wazuh-server-centos-vm security far

Figure 4. The Assessment tab of a cloud service. It allows to filter the assessment results for various
parameters, and also reveals detailed information about any assessment results via the "Show more
info" button

2.3. Metrics

The Metrics view presents information about metrics stored in the Orchestrator’s database
along with their configuration. When opening the view, the user is presented with information
like shown in Figure 5.

For viewing details about a metric’s concrete implementation, the user can click the Show Code
button and is then presented with the information shown in Figure 6.
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Configured Metrics

The following metrics are configured in the Clouditor orchestrator.

# Category Description Implementation
ActivityLoggingEnabled Operational security ~ This metric is used to assess if activity logs  Language:
are enabled for the cloud service/asset. LANGUAGE_REGO
AnomalyDetectionEnabled Operational security ~ This metric is used to assess if Anomaly Language:
Detection is enabled for the cloud LANGUAGE_REGO

service/asset

Figure 5. The Metrics view: It shows configured metrics with their name, category, description, and
implementation

Language: LANGUAGE_REGO

package clouditor.metrics.activity_logging_enabled
import data.clouditor.compare
default applicable = false
default compliant = false
enabled := input.activitylLogging.enabled
applicable {
enabled != null
}
compliant {

compare(data.operator, data.target_value, enabled)
}

Figure 6. The view when opening the code of a metric's implementation

2.4. Catalogues

The Catalogues view presents information about catalogues stored in the Orchestrator. As
MEDINA focuses on the EUCS, this view presents the EUCS catalogue (see Figure 8), and shows
details about its categories and controls when opening the catalogue (see Figure 9).

Catalogues

EUCS

EU Cloud Services certification scheme

Figure 7. The overview of a catalogue is shown when opening the Catalogues view
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MOverview &'k Categories

Organisation of Information Security
Information Security Policies

Risk Management

Human Resources

Asset Management

Physical Security

Operational Security

Identity, Authentication and Access Control Management

Figure 8. The overview of the EUCS categories

2.5. Certificates

The Certificates view visualizes information about the certificates that have been created via the
Automated Certificate Life Cycle Manager®.

Figure 9 shows how certificates are displayed in the Certificates view. They include basic
information, such as the name, the corresponding cloud service ID, and the certification schema,
as well as information about the state history of the certificate.

"Bosch_laaS"

ID: 2111

Name: Bosch_laaS

Service ID: 945d9c38-b2ad-4db5-9d33-cd10b7d5d840
Issue Date: 2023-03-27T10:06:55Z

Expiration Date: 2024-03-27T710:06:54Z

Schema: EUCS

Assurance Level: high

CAB: CAB123

Description: Bosch laaS

State History

State Deviation Timestamp Tree ID
new 28 Jun 23 10:00 UTC 123456
suspended major 30 Jun 23 08:01 UTC 223456
continued minor 30 Jun 23 08:16 UTC 234567

Figure 9. An example of a certificate as displayed in the Certificates view in the Orchestrator Ul

3 For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D4.3 https://doi.org/10.5281/zenodo.7927231
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3. Delivery and usage

3.1. Licensing information

The Orchestrator is offered under Apache 2.0 license. The license files and more detailed
information can be found in the MEDINA Public GitLab repository*.

3.2. Download

The code of the component is available at the public GitLab repository of the MEDINA project:
https://git.code.tecnalia.com/medina/public/orchestrator.

3.3. More information

Interested readers can find more information about the Orchestrator at this link:
https://doi.org/10.5281/zen0do.7927225 “D3.6 Tools and techniques for collecting evidence
of technical and organisational measures —v3”.

The MEDINA web site (https://medina-project.eu/ ) also includes several deliverables and blog

posts related to the Orchestrator.

4 https://git.code.tecnalia.com/medina/public/orchestrator
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1. Introduction

The Customization of Requirements functionality in MEDINA is provided by the CNL Editor tool.
CNL Editor is a Web application, accessible via an Internet browser, which allows to view the
Requirement and Obligations (REO) defined for Cloud Services and to make some changes to
them.

A REO is an association between the Requirement, or Security Control, and a set of policies (or
Obligations), where are specified the rules that must be applied to a Cloud Service ResourceType
for the compliancy of Requirement itself.

A REO for a specific Cloud Service Id (CS_Id) is created by the NL2CNL Translator® with the aid of
the Catalogue of Controls and Metrics? and Natural Language Processing (NLP) techniques. This
process starts in the Orchestrator®, where the user can select a list of requirements to customize.
The Orchestrator invokes the NL2CNL Translator, which aims to: associate a set of metrics to a
requirement, translate metrics into obligations and store a requirement and its associated
metrics into a REO object in the CNL Store.

A REO obligation is defined as follows:
ResourceType MUST MetricName TargetValueType (Operator, TargetValue)
As an example:
VirtualMachine MUST MalwareProtectionOutput Boolean (==, true)

Users can see and act on the REOs that are pertaining to those cloud services that are included
in their Keycloak profile (filtering on Cloud Service Id).

A user can modify a REO by deleting Obligations, changing the operator, or updating the
TargetValue of the metric to customize it for a specific Cloud Service Provider instead of using
the default value (i.e., the value defined in the Catalogue of Controls and Metrics).

CNL Editor has a vocabulary containing an Ontology to control the selection of the operator and
in some cases the definition of TargetValues. It also includes internal databases to store REO
files and data.

1.1. User Roles and Permissions

Access to CNL Editor is managed by Keycloak®. Only authorized users can invoke the tool within
the MEDINA IUI (Integrated User Interface). The visibility of the REO, and their eventual
management, is allowed depending on Cloud Service Id, i.e., a user can show and manage a REO
if its Keycloak profile contains the Cloud Service Id associated to that REO.

At the time of writing this manual, we are considering, as an enhancement to the CNL Editor,
the implementation of the Role Authorization feature as specified in the following table:

! For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D2.5 https://doi.org/10.5281/zenodo.7927213

2 For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D2.2 https://doi.org/10.5281/zenodo.7794478

3 For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D3.6 https://doi.org/10.5281/zenodo.7927225

4 https://www.keycloak.org
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Role Ul Actions ‘
IT Security Governance Read
Security Analyst Read
Domain Governance Read
Product and Service Owner Read
Product (Security) Engineer Show/Edit/Complete/Map to CNL Editor Ul
Chief Information Security Office (CISO) Read
Customer None
Auditor Read

Thus, a user with “Read” role will only be able to “Show” REOs and a user with “Write” Role
[Product (Security) Engineer] will be authorized to perform all available operations on REOs,
described in this manual.
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2. User Manual

2.1. Toolbar

CNL Editor includes a toolbar (see Figure 1), always accessible in the upper area. The Help button
allows the user to get to the user manual.

g MEDINA Customization of Requirements niZenl_test &

@ help|

nizen_test
nlzenl_test

nlzenl_test

@ Completed

@ Compieted

2eni_test
nl2en_test
ni2eni_test

nlzenl_test

REO from

REO from PM.04.8H

RED from OPS-13.1H

@ Completed

®con

Figure 1. CNL Editor toolbar

2.2. List of REOs

The user invokes the CNL Editor in the MEDINA IUl by selecting the “Customization of
Requirements” left menu option. The web page in Figure 2 is displayed showing the list of all
REOs filtered by Cloud Service Id (CS-1d).

g MEDINA Customization of Requirements ni2eni_test &

@ help

RED nizenl test

REQ from HR-06.2H nizenl test

REO fre i
nizen_test
nlzenl_test
nizen test
nlzenl test

REO from OPS-12 nizen_test

RED from CCM, nl2ent test

REO from OPS-21.1H nl2cn_test

REO from INQ-03

I, test

REQ from AM-0

Itest

18.6H nizeni test ® comp

om HR-03.4H

2enl test @ Completed

OPS09.2H @ completed

REO from PM-04.8H

nizenl test

nizent test DEATe

DSA-8!

nizenl_test

nizenl test @ Completed

Figure 2. List of REOs
For each REO, the tool displays this metadata:

e Name: Description name of the REO.
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e Creator: User that created the REO through the Orchestrator, with the help of NL2CNL
Translator (to associate a set of metrics to a requirement, translate metrics into
obligations and store REO).

e Status: Status of the REO (see Figure 3), which can have one of the following values:

o Customised: the REO has been changed but has not been declared as completed
by the user.

o Completed: the REO was declared as completed by the user, so the Map
operation (invocation to DSL Mapper®) can be performed on it to translate the
REO into Rego code®.

o Auvadilable: the REO was translated into Rego code after the execution of the Map
operation.

Edit to Update REO

Edit to Complete REQ Completed

Map REO

.70@816 REO

Edit to Update REO

Available
Delete REC

Delete REO

Delete REO

Figure 3. REO status diagram

e Creation Date: Date of creation of the REO.
e |D: Universal Unified ID of the REO.
e Cloud Service ID: Cloud Service Id for which the REO has been defined.

When the user selects a REO, a menu appears on the right-hand side of the web page showing
the operations allowed on the REO according to its status (see Figure 4 and Figure 5). The
available Operations are:

e Show: Visualizes the REO details.

e Edit: Allows editing of the REO (only available for “Customised” or “Available” REO
status)

e Map: Invokes DSL Mapper that translates the Obligation into Rego code (only available
for “Completed” REO status).

e Copy: Duplicates the REO.

e Raw: Shows, in .xml format, the file contained in the internal database with the REO
data.

e Delete: Removes the REO from the internal database.

5> For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D2.5 https://doi.org/10.5281/zenodo.7927213
6 https://www.openpolicyagent.org/
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e Cancel: Makes the visualization come back to the List of REOs.

Customization of Requirements

Hame Craater Status [} Coud Service 1D

RED from OP

nizcnl_test @ Completed 0230522 c0%1b244.13a6-43af-

522

2023-0; DSA-05222, 02524 Beede5eh 18-1306-2

RED from PS-02.8H nizcnl_test

@ Completed 20230522 DSA-D8bE2791 -2l 3.9741-d486adib2468 91b24a-13a6-43af

RED from OPS-02.2H nlzcni_test @ Completed 2023-05.22 D5A- 8329.015db05c2a33 c091b24a-13a6-43af

RED from HR-D5.2H nizeni_test @ Completed 2023-05-22 DSA-17331810-50b-45/5-b36d-66483a46949¢ €091b24-1326-43a

RED from IAM-03.2H nlzcnl_test @ Completed 2023-0522 D5A-2093a19; c091b244-13a6-43af-

REO from OPS-12.2H nizenl_test @ Completed 2023-05-22 DSA-25595664 c091b24a-13a6-43af

RED from COM-05.1H ni_test eco 2023-0522 13a6-434f.
RED from OPS-21. nlzcnl_test @ Completed 2023-05-22 D5A-292726f8-6600-265¢-abce-16b7a 7355003 c091b24a-1

RED from INQ-03.4H Zenl_test Custornised 0230522 [: {700c-T ER 125¢0c5e9 0% -
RED from AM-03.4H nizcni_test Customnised 2023-05-22 D5A-32305680-4616-482 €091b24a-1326-43af-

RED from OPS-16.6H nlzenl_test @ Completed

2023-05-22

b39c

RED from HR-03.4

nizcnl_test ® Completed 20230522

7813e-eB1 464

REO from OFS. nizen|_test @ Completed c09b24a

REQ from PM-0 nil2enl_test Custornised 2023-05-22 DSA-641508¢ €091b244-1346-
REO from O nizenl_test @ Completed 20230522 DSA-6C231256-ded3-4367-6b50-90b2e 7625 ee c091b24a-1
REO from OPS-05.3H nizen|_test @ Completed D5A-7ad565bd-3ea7- c091b24a

RE

nl_test @ Completed

RED from IAM-03.5H nizcnl_test @ Completed 20230522 1bdg38318d

RED

m IAM-03.1H nizenl_test 2023-05-22 DEGIETI ! c091b24.

THE WEBSITE AND ITS SERVICES ARE IN BETA AND ARE PROVIDED FOR RESEARCH PURPOSES, EXPERIMENTATION AND SCIENTIFIC
Em,,:,ﬂ,':““'m COPYRIGHT © 2023 HEWLETT PACKARD ENTERPRISE DEVELOPMENT COMPANY, LP. ALL RIGHTS REESERVED.

Cancel

Figure 4. Operations available on a selected REO (status “Customised”)

Customization of Requirements

Name Creator Status D Cloud Service 1D

REO from OP!

® completed

DSA-03456388-16

7b4-9710-be1 9439678

RED from Customised
@ Complen

®comp

REO from AM-0

a3af-

REO from PS-02

1336-43at-

REO from OP!

@ Completed DSA-119d87ca-3

-4a66-8385-015db0Sc2a33 4a-13a6-43af

REO from HR-05.2H @ Completed 2023-05-22 DSA-1733181d.5/0b-45/5-b86d 6453346949 -13a6-43af

REQ from LAM

.20

oo
* 0o
® o

DSA-20933192-045 -13a 2

REOQ from OPS-12.2H

D5A-2559566a- 5341 -1386-43af

REO from CCMA05.1H DSA-2836T! a 34 a-13a6-43af

[

REO from INQ-03,4 Customised DSA-288f7b0¢-7763-4c93-8¢34-a0f1 2560¢569 ¢

RED from AM-03.4H Customised 202305-22 DSA-32805680-461 6-4e24-80c9-f4bbecS8d09d c091b24a.

REQ from OPS-18.6H

@ Completed 2023-05-22

oo

290-4042-0087-67 3065003840 c0%1b2da-

REO from HR-03.4H

REQ from OPS-09.2H

7aD-dbe3-5727-b8dedB1ab7 3 oo

REQ from PM-04.84 DS5A-6415d801.1d082-46¢5-9292-cc421 ee00eTh

REQ from OPS-13.1H @ Comg DEA-6c331256-ded0-4367-8000-00b4e7625ee

REO from OP!

@ Completed D5A-7ad565bd-3ea7-4184-6f57-4437f4ee031d c091b2da-1

REO from

@ Completed DS 833.0216.2586.8e56. 202426 5eB01 o091b24a.1

REQ from LAM C091b242-1326-4

REG from 1AM co91b2da-t

Delete

Cancel

THE WEBSITE AND
Hawlett Packard C
Enterprise L
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PYRIGHT © 2023 HEWLETT PACKARD ENTERPRISE DEVELOPMENT COMPANY, LP: ALL RIGHTS REESERVED,

Figure 5. Operations available on a selected REO (status “Completed”)

The following explains the main operations on REOs: Show, Edit and Map.

2.2.1. Show operation

The Show operation allows the user to view the details of the REO on a web page consisting of
two sections: “Metadata” and “Obligations”.

The “Metadata” section shows information about the REO (see Figure 6), such as vocabulary
version, Requirement, Security Control, Cloud Service, Framework (e.g., EUCS), Metric type
(Technical or Organizational), and Assurance level (High, Medium, Low).
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Title REO from AM-01.4H
Status AVAILABLE
Date 2022-04-27 17:42:00

Cloud Service ID 937210b1-a9f2-4929-bbbc-5a7ecc0f085F

Additional

Information

uuiD DSA-5dfcbe9d-694a-4170-90ec-8f568eb46d18.xml

Vocabulary URI hitps:/icnl-vocabulary-test kés.medina. esilab.org/vocabularies/medina_vocabulary_test_v2.0.owt#

Requirement

RequirementCode  AM-01.4H

Security Control  AM-01

Framework EUCS

Type ORGANIZATIONAL

Description The CSP shall automatically monitor the process performing the invertory of assefs to guarantee it is up-to-date
Assurance level HIGH

Obligations

Figure 6. Show the details of a REO: Metadata section

The “Obligations” section shows all policies defined for the requirement, indicating their origin
(catalogue’ or recommender®) on the right-hand side. Policies follow the statement format
described in section 1.

Description The CSP shal automatically monitor the process performing the inventory of assets to guarantee it is up-to-date
Assurance level HIGH
Obligations

Policies Metric ID | Source
PolicyDocument MUST AssetMonitoringQ1 naina na) AssetMonitoringQ1 / catalogue
Virt MUST MahwareProtectionOutput Boolean(==,true) MahwareProfectonOutput

recommender

Application MUST SecureCryptographicPrimiives Boolean(== trug) ?Eeczun:f“il::’dpsfg"ﬁDhiGPrim“NES !
PolicyDocument MUST AssetManagementPolcy02 String(isin [procurement, destruction, none]) f;scs;;'r-"‘:a:‘ifmﬂtpﬂ|'ﬂ‘iﬂz !
PolicyDocument MUST AssetManagementPolcy03 String(isin [services, IP addresses, databases, VM, application, service plan instances, database instances]) J:;scsuit‘l;"‘:rr\‘z%?mentPulicws !
PolicyDocument MUST ChangeManagementPolicy01 na(na,na) SE“;D""?:’:;‘;‘:?EWEH|PU‘\C‘;’U1 !
PolicyDocument MUST DataRestoreTestFrequencyQ1 Float{<=, 100} ?:ézm?s;gﬁslﬁequEHC‘.'OW !

PolicyDocument MUST PalchManagementPolicyCheckQ1 Stringiisin,[every, none, partial]) ;’?E‘CD:'::“”:;J;;E"“’“'iC‘.‘ChEDW -
PolicyDocument MUST SystemHardeningPolicyQ1 na(na,na) fﬁ‘f;ﬂtsﬂﬂr‘l"z?‘;ﬂ:rnmgPﬂhwm i
PolicyDocument MUST EventlogMenitoringQ1 na(na,na) E:;;:“L;gr"-:uenrnurmgm i
Policy UpToDateCheck /

PolicyDocument MUST PolicyUpToDateCheck Integer(<= 365) recommender

Figure 7. Show the details of a REO: Obligation section
Finally, the Back button allows the user to come back to the REO list.

2.2.2. Edit operation

When the user selects the Edit operation for a REO, the tool shows a web page with all REO data
and the possibility to make changes to it (see Figure 4). The Edit operation page, as seen above
for the Show operation page, also includes two sections: “Metadata” and “Obligations” (see
Figure 8 and Figure 9).

7 ‘catalogue’ indicates that the metric comes from the Catalogue of Controls and Metrics tool.
8 ‘recommender’ refers that the metric comes from by the Metric recommender, which is a component
of the NL2CNL Translator tool.
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Update |Complete m

Title REO from AM-01.4H
Status CUSTOMISED
Date 2022-04-27 17:42:00

Cloud Service ID 937210b1-a912-4529-bbbe-5aTecc0i089f

Additional

Information

uuiD DSA-5dfcbeSd-594a4170-80ec-81568eb46d 18 xml [
Vocabulary URI https:/icnl v-lest kis medina.esilab.org. ) y_test_v2.0.owk ?
Requirement

Requirement Code  AM-01.4H ‘
Security Control AN-01 £
Framework EUCS f
Type ORGANIZATIONAL ?
Description The CSP shall automatically menitor the process performing the inventory of assets to guaraniee it is up-to-date d
Assurance level HIGH

Obligations

Figure 8. Edit a REO: Metadata section

Obligations

PolicyDocument MUST AssetMonitoringQ1 na
VirtualMachine MUST MalwareProtectionOutput Boolean
Appiication MUST SecureCryplographicPrimitives Boolean
PolicyDocument MUST AssetManagementPoiicy02 String
PolicyDocument MUST AssetManagementPolicy03 String
PolicyDocument MUST ChangeManagementPolicy01 na
PalicyDocument

MUST DataRestoreTestFrequencyQ Float

PolicyDocument MUST PatchManagementPolicyCheckQ1 String

? AssetMonitoringQ1

Complete the policy

Add additional info for na#1

Complete the policy

? MalwareProtectionOutput

SecureCryptographicPrimitives

AssetManagementPolicy02

Add additional info for Boolean#1

Complete the policy

Add additional info for Boolean#1

Complete the policy

Add additional info for String#1

Complete the policy

7 AssetManagementPolicy03

? ChangeManagementPolicy01

? DataRestoreTestFrequencyQ1

Add additienal info for String#1

Complete the policy

Add additional info for na#1
Complete the policy

Add additional info for Float#1

Complete the policy

B 2 2 2 8 2 @32 @

? PatchManagementPolicyCheckQ1

Add additional info for String1

Figure 9. Edit a REO: Obligations section

The user can perform two actions on an Obligation (see Figure 10):

e delete the Obligation by clicking on the button E

PolicyDocument MUST DigitalCertPolicy02 na

PolicyDocument MUST

PolicyDocument MUST NDAQ1 na

PolicyDocument MUST IncidentManagementPolicy String

PolicyDocument MUST IncidentManagementPolicy5 String

PolicyDocument MUST PolicyUpToDateCheck Integer

RecommendationCustomer01 String ?

-3

DigitalCertPolicy02

Add additional info

Rec String Param| <
Sting Optor{mmesiaiy |

? IncidentManagementPolicy6

? IncidentManagementPolicy5

? PolicyUpToDateCheck

change the Obligation parameters by clicking on the Add info button

Complete the policy

And additional info for naz#1

ste the policy

dditional info for String#1

ste the policy

dditional info for na#1

Complete the policy

Add additional info for String#1

Complete the policy

Add additional info for String#1

Complete the policy

Add additional Info for Integer#1

Figure 10. Edit a REO: changing the Operator and/or the TargetValue for an Obligation
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where Param is the Operator, and Option is the TargetValue.
Finally, the user can select one of the following buttons (see Figure 8):

e Update: Confirms changes and maintains the REO in “Customised” status.

e Complete: Confirms changes and pass the REO status from “Customised” to
“Completed”.

e Back: Cancels the changes and exits from the Edit operation, so the visualization comes
back to the List of REOs.

2.2.3. Map operation

With the selection of the Map operation, which is only available for REOs in the “Completed”
status, the policies contained in the REO are translated into Rego code and can be used by the
Orchestrator®.

If the Map operation is completed with success, the REO goes from “Completed” to “Available”
status, otherwise the message “Failed to Map” is displayed for a few seconds in the lower right
corner of the page (see Figure 11).

Customization of Requirements niZenl_test &

Hame Craatar

REQ from OPS-07.2H nl2er 5080602305

REQ from HR-06.2H 10-5a806d23b0%1

REOQ fron @ Completed f-b410-9a806023b091

f-b410-9a806d23b09

REQ from P @ Completed

f-ba10-5a806d23b09

REQ fron

@ Completed

REQ from HR-05.2H 623609

REQ from [4M-03.2H 60230031

f-b410-9a806023b091

REQ from O

5a806023b0%

ni2eni_test

® completed

56506023b0%

ni2enl_test Cust

10-98806023b091

nizenl_test Customised

@ Completed 767306500384 f-b410-9a806023b09

f5-8faff7c3a525 f-bd 10-9a806d23b0%

@ Completed

3410-9a806d23b0%

® Completed

10-58806023b09

[<

f-5410-938060230091

@ Completed 20230522

@ Completed f-b410-93806023b09

5a806023b0%

@ Compieted

REOQ from IAM-03.5H @ Completed 718-492b-acae-£21bd9383184

DSA-B310302a-7ala-4r34

REQ from [4M-03.1H @ Completed &-7881B66IETI €091b243-1

THE WEBSITE AND ITS SERVICES ARE IN BETA AND ARE PROVIDED FOR RESEARCH PURPOSES, EXPERIMENTATION AND SCIENTIFIC PUBLICATION.
COPYRIGHT © 2073 HEWLETT PACKARD ENTERPRISE DEVELOPMENT COMPANY, LP. ALL RIGHTS REESERVED.

Hewlett Packard
Enterprise

Figure 11. Map of a REO: failed operation

° For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D3.6 https://doi.org/10.5281/zenodo.7927225
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3. Delivery and usage

3.1. Licensing information
The CNL Editor is offered under the Apache 2.0 license and is a proprietary tool of HPE.

3.2. More information

The MEDINA web site (https://medina-project.eu/ ) also includes several deliverables and blog
posts related to the CNL Editor.
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1. Introduction

Cyber security risk assessment is a high-level instrument to evaluate the cyber security of a
system. It serves as a glue between the management and technical levels helping to analyse the
current system state and abstract the results for the further strategic decision making. The main
advantage of applying risk assessment is the focus on the concrete needs of the system owner.

In scope of MEDINA, risk assessment serves for the analysis of requirements demanded by a
certification scheme and ensuring that fulfilment of these requirements is indeed relevant for
the cloud service provider (CSP). Naturally, if a CSP satisfies all requirements it completely
complies with the certification scheme and should obtain or maintain the certificate. But, in
many real cases some requirements may be insignificant for a CSP (e.g., because they focus on
protection of an asset which is not sensitive for this CSP). Such non-conformities should be
evaluated, and risk assessment is used for such analysis. The analysis should tell if the detected
non-conformities are major ones and the certificate should be revoked, or the deviation is minor
and the certificate should be maintained (probably, under some conditions).

Risk assessment functionality is implemented with a Self-Assessment Tool for Risk Analysis
(SATRA), which realises a Risk Assessment and Optimisation Framework (RAOF) component. This
tool provides the following capabilities:

e Simple and fast EUCS'-based risk assessment. The risk assessment requires filling in a
guestionnaire made with EUCS requirements and an asset table. The risk computation
itself is performed automatically, taking into account the cloud service level in order to
define the most relevant threats to analyse.

e (EUCS-based) Non-conformities assessment. The non-conformities assessment
compares risks of full compliance with the risk of reported compliance with EUCS. This
analysis of compliance allows to take into account the needs of the CSP.

e Optimisation support. This is an auxiliary functionality which aims to help a CSP to plan
his investments in compliance with EUCS and obtain the most optimal system
configuration.

e Dynamic and objective risk-based analysis of non-conformities. In contrast to the static
risks assessment mentioned above, the information about the compliance with EUCS
for dynamic risk assessment is collected by various assessment tools, instead of a human
operator. Moreover, this information is provided and analysed in a detailed way, e.g.,
risk for every asset is computed separately.

e Failure prioritisation support. During the dynamic risk computation, the detected
failures are estimated with respect to their contribution to the overall risk picture. These
evaluations aim to help the CSP in prioritising the remediation effort.

1.1. User Roles and Permissions

Access to SATRA is managed by Keycloak?. The following actions are allowed for the defined
roles in the scope of the MEDINA framework.

Role ‘ Allowed Actions ‘
IT Security Governance Risk Computation (Reporting)
Security Analyst Risk Computation (Reporting)
Domain Governance Risk Computation (Reporting)

1 EUCS (European Cybersecurity Certification Scheme for Cloud Services)
https://www.enisa.europa.eu/publications/eucs-cloud-service-scheme
2 https://www.keycloak.org
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Role | Allowed Actions |
Product and Service Owner Create ToE3, ToE Info, Questionnaire, Asset
Information, Risk Computation (Reporting)
Product (Security) Engineer Risk Computation (Reporting)
Chief Information Security Office (CISO) Risk Computation (Reporting)
Customer None
Auditor Risk Computation (Reporting)

8 ToE: Target of Evaluation
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2. User Manual

2.1. Toolbar

There are only two buttons, named Select ToE and Help, in the toolbar of the SATRA tool (see
Figure 1). The Select ToE button leads the user to the initial page of the tool, where he/she can
select the ToE (Target of Evaluation) to analyse. The Help button opens this manual.

B Select ToE @ Help

Figure 1. SATRA toolbar

2.2. Select ToE

First, the user should select the ToE to analyse (see Figure 2) by clicking the Go button next to
the required ToE.

B Select ToE

Targets of Evaluation (ToE) available for analysis

Select a Target of Evaluation for the risk-based analysis

0e37d39¢-d3ba-4a24-aeea-380c4 1 cdebdc ‘Te;tmtz | m
Ibcad2le-c708-11ed-afal-0242ac120002 ‘First ToE | m
1e67df1a-2127-421a-balf-c8731b5e5d3c ‘TEST STEFAND | m
2a9c09a7-ebb7-4a97-835¢-2ad36c 1b38b1 ‘ | m
2feal7b3-1298-4fBa-af6d-fE0e35543804 ‘ | m
34175106-a188-4c7f-9720-53dc7eeaadd ‘First ToE | m
4b60d24a-cHf4- 11ed-afal-0242ac120002 ‘TEST ToE | m
5b51b1d2-bb00-45 12-be37-24819b5d99ab ‘TestHigh | m
600e0e76-df6b-11ed-bSea-0242ac 120002 [ToE TEST CCE | m
8cdBc7d0-1446-4cac-ab96-c3f82cd91ab2 ‘ | m
90acc728-dfd0-41a7-acd6-0b86500f4568 [ N c |

Figure 2. Selection of ToEs

Next, it is required to set up the Cloud Service Layer of the service, the certification scheme, and
the assurance level to comply with (see Figure 3). In the scope of the MEDINA project, only the
EUCS certification scheme is supported.
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B Select ToE

Target of Evaluation Info
Please. provide the cloud service type, select a Certification Scheme and the corresponding Assurance Level (if applicable).

CLOUD SERVICE LAYER

[Saas v
CERTIFICATION SCHEME

[EUCS v]
ASSURANCE LEVEL

[High v

Figure 3. Provide Information about the ToE

After that the user is prompted to indicate whether he/she is interested in conducting static risk
assessment or in preparing for the dynamic risk assessment (see Figure 4). The static risk
assessment is performed by a user before certification (see section 2.2.1) , while the dynamic
risk assessment is an integral part of the certificate monitoring process (see section 2.2.3).

The static risk assessment requires two types of information to be provided: information about
compliance with the EUCS and main assets. The preparatory step for the dynamic risk
assessment prompts only for the sensitivity parameters of the assets (since the information
about the current status of the compliance of the service is monitored by various assessment
tools without human intervention).

B select ToE

Risk-Based Assessment

Static Risk Assessment The main goal of this "Certification Preparedness Tool' is to provide a simple tool for self-assessing the
cyber risk associated to a cloud certification scheme. The tool reguires two types of input: information about implemented security
measures (based on the selected certification scheme), and information about key assets in the Target of Evaluation When all
inputs are provided the tool estimates the expected annual losses for every individual threat. and also computes the overall
estimated loss

Dynamic Risk Assessment The main goal of the "Certification Continucus Monitoring support tool’ is to provide a risk-based non-
confarmity assessment. The assessment itself is performed during the menitoring phase automatically, but the information about
sensitivity of assets should be defined before the monitoring

Conduct Static Risk Assessment
Prepare for Dynamic Risk Assessment

Figure 4. Select Static or Dynamic Risk Assessment

2.2.1. Static Risk Assessment

During the first step of the static risk assessment (see Figure 5), the user is asked to answer
whether the corresponding EUCS requirement is:

e Fully implemented (yes)
e Partly implemented (partial)
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¢ Not implemented (no)
e Not applicable (N/A)

The “partial” option is added for compatibility with the Catalogue of Controls and Metrics* (a.k.a.
Catalogue), as well as for a better representation of the status of compliance. Yet, this option is
treated by the risk analysis tool (as it would be treated by the compliance verification process)
as “not implemented”. The “Not applicable” option should be used with care, assuming that the
CSP has enough evidence to convince the auditor that this requirement is, indeed, not applicable
for the CSP.

It is worth noting that the user has the possibility to import his/her answers from the
questionnaire of the Catalogue (by using the corresponding option). Note, that it is important
to set up the same parameters (in particular, the same assurance level used in the Catalogue)
before starting the risk assessment process. After importing the answers, the user should find
the risk assessment questionnaire already prefilled (as much as it was done for the
corresponding questions in the Catalogue).

I Select ToE

Questionnaire

Please, answer all questions selecting the most suitable answer from the lists of available answers. Then press Submit
Page 1/20. Organisation Of Information Security

Information Security Management System

0I5-01.1H - The CSP shall have an information security management system (ISMS), covering at least the operational units, locations, people and processes for
providing the cloud service, with a valid certification of compliance with the requirements of EN ISO/IEC 27001 or with national schemes based on SO 27001,
issued by an accredited CAB covering the cloud service.

@ Yes.

() Partial

) No

O Not Applicable

0I5-01.2H - The CSP shall provide documented information of the ISMS applied to the cloud service, including at least: (1) ISO/IEC 27001 requirement 6.1.3 item
¢) shall be used for the cloud service using the controls in this document for comparison, with the restriction that all controls shall apply. (2) 1SO/IEC 27001
requirement 6.1.3 item d) producing a Statement of Applicability referring to the controls in this document for the cloud service

@ Yes.

(O Partial

O No

(O Not Applicable

Figure 5. Questionnaire

Requirements are organised according to the EUCS structure, i.e., grouped by controls, and
controls are grouped by categories. Each of the twenty pages contains questions for a specific
category defined by EUCS. Once the user finishes answering questions for a page, he/she should
Go Forward (see Figure 6). The user can take a break pressing Save and Leave to return to the
questionnaire later.

4 For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D2.2 https://zenodo.org/record/7794478
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Contact With Authorities And Interest Groups

0IS-03.1H - The CSP shall maintain regular contacts with relevant authorities in terms of information security and relevant technical groups to stay informed
about current threats and vulnerabilities.

@ Yes.

() Partial

O No

(O Not Applicable

Information Security In Project Management

0IS-04.1H - The CSP shall perform a risk assessment according to RM-01 to assess and treat the risks on all projects that may affect the provision of the cloud
service, regardless of the nature of the project.

@® Yes.

() Partial

O No

(O Not Applicable

M Save and Leave 4 (o to Cloud Resource =» Go Forward

Figure 6. Questionnaire. Bottom

All questions must be answered before the user can move to the second part of the input
provisioning process, i.e., the description of the assets. Yet, if all questions are already answered,
there is no need to pass through all pages. In this case, it is enough to press the Go to Cloud
Resource button in Figure 6. The user should press this button at the end of the questionnaire
to pass to the next step of the input provisioning process.

At the second step, the user is prompted to provide a list of Cloud Resources and assess their
sensitivity (see Figure 7).

CLOUD RESOURCE IDENTIFICATION

ID Cloud Resource

Number Of Unit

Cloud Resource Type Confidentiality Level Integrity Level Availability Level

Al loT Device Provisioning Service v

a2 | Cl CD Service ~ |
A3 | Function v |
™ | Database v
A5 | Virtual Machine ~ |
6

Figure 7. Assets collection
Each resource should be one of the 13 supported “Cloud Resource Types”:

CI CD Service
Container

Container Image
ContainerOrchestration
ContainerRegistry

u b WN B
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6 Database

7 Function

8 loT Device Provisioning Service
9 loT Messaging Hub

10 Local storage

11 Network

12 Virtual Machine

13 VM Image

Once more cloud resource type is obligatory: “Client trust”. It represents how the failure to
maintain confidentiality, integrity or availability of the service impacts the future attitude of
clients to the cloud service. One resource of this type is added to the list of resources by default.
It cannot be removed, and no additional resources of the same type can be added.

In Figure 7, “Number of units” represents the approximate amount of resources of a certain type
which belong to the service.

Also, in Figure 7, “Confidentiality, Integrity and Availability levels” indicate the approximate level
of losses due to a loss of Confidentiality, Integrity and Availability of the considered resource
(e.g., stolen data from a database, or unavailable virtual machine). The rules of thumbs for the
levels are as follows:

Not important at all

Cause only small inconvenience (e.g., require reboot)

Systematic malfunctioning with no further consequences

Some sensitive data is lost

A portion of sensitive data is lost

Unnoticed financial abuse

Failure to function/may stop your business/large amount of data is lost (10,000 affected
and more)

8 May cause injury/get out of business

9 Causing a life loss or a huge amount of sensitive data stolen (10,000,000 affected)
10 Catastrophic consequence with several/many lives lost.

NOoO bk WN R

New cloud resources can be added to the list, by clicking the Create row button, or deleted
from the list, by clicking the Delete row button (requires indication of the row number).

When the setting of resources is finished, it is required to Submit the input. Note, that the tool
will ask you to press the Submit button twice. After that, the tool computes the risk and analyses
the detected non-conformity gap. As a result, the following information is displayed.

First, the radar chart with compliance levels per EUCS category is displayed (see Figure 8).
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Risk Computation

The radar chart sho
table shows the risk ar

e of your organization with regard of some Information Security categeries. The

nterprise

RISK COMPUTATION

Organisation Of Informaticn Security

Information Security Palicies Product Safety And Security

Risk Management, . Dealing With Investigafion Requests From Government Agencies

Human Resources User Documentation

Compliance

Asset Management

Business Continuity

Physical Security

Operational Security Incident Management

Idenfity Authentication And Access Confrol Management

Procurement Management

Cryptography And Key Management Development Of Information Systems

Communication Security Change And Configuration Management

Portability And Interoperability

Figure 8. Compliance radar chart

Second, the overall information about the computed cyber risk for the service is displayed (see
Figure 9):

e “Overall Risk” for the service

o “Best” risk level, which can be obtained by implementing all requirements

e Non-conformance gap, which is the difference between the best and overall risk
values

e Non-conformance assessment result, which compares the non-conformance gap with
a threshold. In case the threshold is exceeded by the non-conformation gap value, the
deviation is considered Major (and Minor, otherwise).

Overall Risk:
56.6500/100

Best
55.9600/100

Non Conformity Gap
0.6900

Major

Figure 9. Overall risk and non-conformance values
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Finally, the risk levels per specific threats are displayed (see Figure 10).

Third party problems 41.02
Account hijacking (client) 34.14
Meta- interfaces (client) 28.42
CI/CD attacks 0.0
Account hijacking (CSP) 40.19
web-application threat (API, GUI, service vulnerabilities) 0.0
Environment threat (DC) 16.44
Exaustion of resources (client) 25.97
On-site tampering/penetration 34.75
Data location failure 45.69
Web-based attack 28.28
Unnecessary disclosure to law enforcement 33.09
Dos (client) 18.72
System glitch 42.56
Malicious client employee 24.97
Malicious client 28.31
Exploit insecure 1am (client) 36.04
Lack of support for compesitienal certification 51.42
Exploit misconfiguration of cloud services (CSP) 34.24
Compromised Communication 24.54
Poor 1aM(client) 25.6
Hardware theft/loss (DC) 24.73
Physical threat (DC) 4.69
Exploit misconfiguration of cloud services (client) 38.57
Exploit insecure 14M (CSP) 33.48
Unlawful client 35.35
CSP's employee Negligence and mistakes 40.94
Insider hacker 79.64
35.95

Meta- interfaces (CSP)

Figure 10. Risk per threats

2.2.2. Risk Optimisation

After conducting the static risk assessment, an operator may use the Risk Optimisation
mechanism. This mechanism allows an operator to analyse failed requirements and select those
of them which may decrease the risk level, taking into account the budget limit for such changes.

In order to use this functionality, an operator should press the Suggest Optimisation button at
the bottom of the risk results page. The functionality requires two types of input (see Figure 11):

e Budget limit (in euro) available for fixing failed requirements
e Cost of implementing each of the failed requirements

The Budget limit amount must be lower than the sum of all failed requirements, otherwise the
selection will be trivial: all failed requirements will be selected. Another extreme is when the
Budget limit is lower than the cheapest requirement; the result will be trivial as well: no
requirements are to be selected. Note that SATRA counts all requirements marked as partial, as
failed (since EUCS does not allow partial fulfilment of a requirement).
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Risk Mitigation

1 & budget. the tool will suggest security activities to invest and the optimal expense amount to minimize the overall risk

Overall Risk:
3.03€

T
€ Bach to Risk Computation

1B - The CSP shall define security perimeters in the buildings and premises related to the cloud service provided 1000 ~ |

Figure 11. Risk optimisation. Input

Once the input is provided and the procedure is started, the tool will run the optimization
procedure and select those requirements whose implementation sum is lower than the target
budget and which maximally reduce the risk value. Moreover, the tool computes the target non-
conformity gap, assuming that the selected requirements are fulfilled, and reports if the
remaining non-conformity is major or minor. Having this information, the CSP may plan its future
steps in improving its system and prepare for certification.

2.2.3. Dynamic Risk Assessment

In order to conduct the Dynamic Risk Assessment, the tool needs to be pre-configured. In
particular, the information about the sensitivity of the assets should be provided to the system.

After clicking on the button Prepare for Dynamic Risk Assessment (see Figure 4), the user will be
directed to the page shown in Figure 12, which is very similar to the one for the collection of the
information about assets (see Figure 7). Yet, this page is slightly different from its static
counterpart.
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CLOUD RESOURCE IDENTIFICATION

Cloud Resource Type
CI CD Service

Cloud Resource

e

Cloud Resource ID

nfidentiality Level

Integrity Level Availability Level

I
d
d

Al Insert
AZ Insert Container
A3 Insert Function
Ad Insert Virtual Machine
A5 Insert ContainerOrchestration
Ab Insert ContainerRegistry
AT Insert Database

Insert Container Image
AG Insert VM Image
AlD Insert loT Device Provisioning Service

A11 Insert loT Messaging Hub

a12 Insert Retiok
Al3 Insert Local storage

A14 Insert Client trust
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Figure 12. Preparation for Dynamic Risk Assessment process. Asset information collection

First, due to the dynamic nature of the cloud, the sensitivity values (i.e., the CIA triad) are
assigned to resource types (i.e., these values will be applied to any resource of this type detected
by the monitoring tools). Thus, it is required to provide the sensitivity values for all 14 types of
Cloud Resources. Yet, if resources of a certain type are not expected to be present in the service
under consideration, the values could be left as 1, and will have a negligible effect on the risk
computation.

There is also the possibility to add specific resources. For these resources an ID must be
provided. During the dynamic risk assessment, if the specific ID is detected, the values specified
for this resource will be used (even though this resource may belong to a cloud resource type
with other values). Only specific resources can be added or deleted.

The Dynamic risk assessment does not have a human readable output. Its results are used and
displayed by other MEDINA components (e.g., Automated Certificate Life-Cycle Manager® and
Continuous Certification Evaluation®).

2.2.4. API
Figure 13 shows the APIs implemented by SATRA/RAQF. This API can be used for two purposes:

[any

) Operate the risk and non-conformity assessment process through a custom-built
dashboard.

) Use the dynamic risk assessment functionality during the continuous certification
monitoring phase by other MEDINA components.

N

> For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D4.3 https://doi.org/10.5281/zenodo.7927231
6 For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D4.3 https://doi.org/10.5281/zenodo.7927231
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SATRA - Self-Assessment Tool for Risk Analysis ©

[ Base URL: /api/vi ]
lapilv1/swagger.json

Manage interaction with the SATRA engine

registration Register a new practice for that user '

‘ POST /registration/ToE/ Create anew practice

‘ /registration/access_resp/{username}/{password} Getthe access token from keycloack ‘

{ SR 38 /registration/delete_contract/{UUID} Delete a ToE }

‘ /registration/update_contract/{UUID} Update ToE

practice Interact with the survey, update question/answers and get risk. ..

‘ oA /practice/analysis/{UUID} Send information on a test result

‘ POST /practice/answer/{UVID}/{question_id}/{answer_id} Send (eventually, update) an answer for a specific question

‘ /practice/answer/{UVID}/{type_id} Getallthe possible answers by type_id

‘ /practice/answers/{UUID} Get the questionand the answers chosen by the user for the ToE

‘m /practice/asset_answers/{UUID} Send (eventually, update) an asset answers

‘ /practice/assets/{UUID} Getall assets type

‘ /practice/assets_answers/{UUID} Get all assets answer

{m /practice/assets_answers/{UUID}/{asset_id} Delete a specific asset throughout the name

‘ /practice/assets_dynamic_answers/{UUID} Get all dynamic assets answer

‘ /practice/assurance/{UUID} Getall possible assurance levels

‘ /practice/certification/{UUID} Get all possible certification schemes

‘ /practice/csp_market/{UUID} Get all possible CSP's markets
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‘ Foban s /practice/dynamic_evaluated_risk/{UUID} Dynamic evaluated risk computation

‘ POST /practice/map/{UUID} Map an external questionary

‘ /practice/non_conformity_gap/{UUID} Getall possible non conformity gap

‘ /practice/question/{UUID} Get all the questions

‘ /practice/question/{uUuID}/{question_id} Get one question and its possible answers

‘ /practice/risk/{UUID} Getthe updated risk

‘ /practice/threats/{UUID} Getthe updated threat

Figure 13. SATRA/RAOF APIs
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3. Delivery and usage

3.1. Licensing information

This component is offered under Apache 2.0 license. The license files and more detailed
information can be found in the MEDINA Public GitLab repository’.

3.2. Download

The code of the component is available at the public GitLab repository of the MEDINA project:

https://git.code.tecnalia.com/medina/public/static-risk-assessment-and-optimization-

framework

3.3. More information

Interested readers can find more information about the Risk Assessment and Optimisation
Framework at this link: https://doi.org/10.5281/zen0do.7927217 D2.8 Risk-based techniques
and tools for Cloud Security Certification — v3.

The MEDINA web site (https://medina-project.eu/) also includes several deliverables and blog
posts related to the RAOF.

7 https://git.code.tecnalia.com/medina/public/static-risk-assessment-and-optimization-framework
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1. Introduction

The Assessment and Management of Organisational Evidence component (a.k.a. AMOE) enables
Cloud Service Providers (CSP) to generate assessment results for the continuous auditing of their
security policy documents.

AMOE allows a compliance manager or an auditor to upload a policy document and view
extracted evidence parts of the document relevant for MEDINA security metrics. The application
can provide pre-assessment results, requiring the user only to inspect, confirm or edit and
submit the final assessment result to the MEDINA framework. The main parts of AMOE are
summarized in the following:

e Upload a policy document. The application processes the document and extracts
evidence, and generates pre-assessment hints based on the metrics of the Catalogue of
Controls and Metrics® and their respective configurations (e.g., Target Values) stored in
the Orchestrator?.

e View extracted assessment results.

e Set/Change assessment results.

e Submit assessment results.

e Delete all the data uploaded and stored directly in the component (except log data).

1.1. User Roles and Permissions

Access to AMOE is managed by Keycloak®. The visibility of the different elements of the AMOE
Ul, and the operations that are allowed to be carried out, are conditioned by the role to which
each user is assigned. The main permissions are the following:

e Read entities: Read everything in AMOE that the user is allowed to (linked to a cloud
service configured for the user).

e Upload and delete entities: Upload files and delete all data in AMOE.

e Edit: Edit assessment status of results, edit comments, and submit assessment results
to the Orchestrator.

The table below details which actions are allowed for each of the defined roles:

Roles Allowed Actions

IT Security Governance Read entities

Security Analyst Read entities

Domain Governance Read entities

Product and Service Owner Read entities

Product (Security) Engineer Read entities, Upload and delete entities

Chief Information Security Office (CISO) | Read entities

Customer None

Auditor Read gntities, edit assessment results, add comments,
submit assessment results

! For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D2.2 https://doi.org/10.5281/zenodo.7794478

2 For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D3.6 https://doi.org/10.5281/zenodo.7927225

3 https://www.keycloak.org
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2. User Manual

2.1. Toolbar

AMOE includes a toolbar (see Figure 1), always accessible in the upper area. The Uploaded files
button provides access to the list of files that have been uploaded to AMOE. The Help button
provides access the user manual.

S Uploaded files @ Help

Figure 1. AMOE toolbar

2.2. Uploaded files

The Uploaded files view is the main view of AMOE (see Figure 2). It first presents an overview of
existing uploaded policy files and the possibility to upload a new one.

S Uploaded iles @ Help

Process organisational evidence based on metrics

Uploaded files

Uploaded files

Show |50 ~ entries Search:

&
=
g 5
& :
4 &
3
=
@

Cloud sewice File name Date + Progress (@

Fabasoft Cloud Senvice MEDINA_dummy_policies_Fabasoft_ M18v5. pdf 2023-07-24 10:61.46
Fabasoft Cloud Service MEDINA_dummy_policies_Fabasoft M18v5.pdf 20230724 103416 2
Fabasoft Cloud Service UTF-8MEDINA20d 20polici F 18. pdf 2023-05-31 10:19:27 | m
Fabasoft Cloud Senvice MEDINA_dummy_policies_Fabasoft_M18v5. pdf 2023-05-24 05:56:04
Fabasoft Cloud Senvice MEDINA_dummy_policies_Fabasoft M18v5. pdf 20230502 101247 process has been interrupted
Fabasoft Cloud Senvice MEDINA_dummy_policies_Fabasoft M18v5.pdf 20230427 122244 (EEEENEETIEED
Fabasoft Cloud Senvice MEDINA_dummy_policies_Fabasoft_M18v5. pdf 2023-04-27 09:06:57
Fabasoft Cloud Service MEDINA_dummy_policies_Fabasoft M18v5. pdf 2023-04-26 12:23:21
Bosch_laaS today_Besch_loT_Cloud_Security_Concept.pdf 2023-04-20 12:43.35

Figure 2. AMOE landing page

2.2.1. Upload a policy file

To use the AMOE GUI, start by clicking on the "Upload new file” button. A file upload dialog box
will then appear, as shown in Figure 3. This dialog is only available for users with “upload and
delete” permissions (see section 1.1).
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Upload new file X

Upload a policy PDF file for AMOE to scan for organisational
evidence. The file is processed in the background and extracts
evidence for every security metric in the MEDINA catalogue.

T, Select file Paste URL fo file

Need authorization?

Select cloud service

FabasoftTestCCD v

Figure 3. AMOE file upload dialog

Select a policy PDF document to upload, or enter a URL from where AMOE should download the
file. If the file download requires credentials, these can be provided by using the Need
authorization functionality. Also enter the cloud service (id) to connect to. Then click on Upload
and the page shown in Figure 4 is displayed.

S Uploaded files @ Help

X

Process organisational evidence based on metrics

Uploaded files

Success! Upload successful, MEDINA_dummy_policies_Fabasofi_M18v5.pdf - 8423f2fa43f1d3bad3577c7d

Show 50 v enlries Search:
Cloud service Flle name Date « Progress(® Delete
€CD Faba TEST MEDINA_dummy_policies_Fabazoft_M18v5.pdf 2023.03-20 08:12:42 process is starting
CCD Faba TEST MEDINA_dummy_policies_Fabasoft_M18v5.pdf 2023-02-28 15:13:21 [ oo ]
Bosch_$3aS AWS_C5_-_DE_Final_Report_-_8_30_2018.pdf 2023-02-21 08:26:22 [ oo
Bosch PaasS Microsoft_Azure_Germany_SOC_2_Type_li_Report_10-1-2020_to_9-30-2021.paf 2023-02-21 08:26:03 [ woon ] m
CCD Faba TEST MEDINA_dummy_policies_Fabasoft_M18v5.pdf 2023-.02-20 13:57:11 § m
Bosch_laas Bosch_loT_Cloud_Security_Concept.pdf 2023-02-14 14:51:51 [ woos ]
CCD Faba TEST MEDINA_dummy_policies_Fabasoft_M18v5.pdf 2023-02-10 11:06:33 m
CCD Faba TEST MEDINA_dummy_policies_Fabasoft_M18vd.pdl 2023-01-10 10:41:43 b sasee ]

Bosch Cioud Service Bosch_loT_Cloud_Security_Concepl.pdl 2023.01-04 06:51:12

Figure 4. AMOE landing page after file upload

The evidence extraction process is started in the background. It can take some time until every
organisational metric has been processed. The process can be stopped by clicking on the
turquoise Stop button in Figure 4. Files and their linked evidence can be deleted by clicking on
the red Delete button.
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Figure 5 depicts the progress of the background evidence extraction process. On hovering, the
details are shown. Only users with “upload and delete” permission are shown the Delete and
Stop buttons.

2023-03-29 08:12:42

2023-02-28 15:13:21 [ 1000% | W Delete

Figure 5. AMOE evidence extraction progress

Figure 6 shows the status overview. This is displayed for every file after the evidence extraction
process has finished. The details are shown by hovering with the mouse. Green indicates the
number of assessment results set to compliant, red the number set to not compliant, and grey
marks where no status has been set (undefined).

compliant: 22 (32.84%)
not compliant: 18 (26.87%)

undefined: 27 (40.3%)

32.84%26.87| 40.3%

Figure 6. AMOE assessment status overview per document

2.2.2. View extracted evidence / assessment results

To view the evidence results of an uploaded file, click on a row of the respective table or the
filename of the list, as depicted in Figure 4. The overview, as depicted in Figure 7, opens. This
overview contains meta data of the uploaded file, filter, and search options. In case an
assessment result has been set, it can be submitted to the Orchestrator directly from this view.
Otherwise, click on a row to get to the detailed view for the extracted evidence.

Users with “edit” permission can use the Submit functionality from this page if the assessment
status has been already set and the entry has not been submitted yet. Multiple assessment
results can be sent at once if selected using the checkbox and clicking on the Send multi
assessment results button.
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View evidence

Uploaded files / MEDINA_dummy_policies_Fabasoft_M18v5.pdf

Information about the file Filter CAB assessment 2

Cloud service FabasoftTestCCD

Compliant:

File id 63e5fd22e09529afe53309c0 )
Not compliant: @
File name MEDINA_dummy_policies_Fabasoft_M18v5.pdf
Uploaded on 2023-02-10 08:15:30 by cod_admin Undefined:
Extracted evidence
1187118 Reset filter
count
Extracted evidence Send multi assessment results
Show 50 ~ entries Search: passwordP
Submitted
AMOE CAB to
[ MetriclD 4 Question Answer assessment assessment
_ Orchestrator
hint @ @
6]
Passwords should have at least 10 upper
Which paramelers define the password D B EED
O PasswordPolicyQ1 oS P numbers as well as special characters Undefined v True ~ Submitted
paley? . Do not reuse passwords for multiple
services. Passwords should not be
. . encrypted passwords. The password .
What is the passwords maximum age )
0O PasswordPolicy@Q2 ) g ) 9 needs to be changed after a maximum v True  True Al Submit
according to the password policy? ) .
time duration of 60 days .
Passwords should have at least 10 upper Please add a
0O PasswordPolicyQ3 What is the passwords rotation frequency?  -and lowercase characters and contain x False x False comment to
numbers as well submit
best practice to use password managers
Which . is exist d to generate complex passwords and Please set CAB
ich requirements exist for passwort
0O PasswordPolicyQ4 G7 P store the encrypted passwords . The Undefined Undefined assessment
managers?
9 password needs to be changed after a status
maximum time duration of 60
Showing 1 to 4 of 4 entries (filtered from 118 total entries) Previous 1 Next

Figure 7. AMOE overview of extracted evidence and meta data linked to the uploaded file

2.2.3. View compliance status / assessment result details

Figure 8 depicts the detailed view of the extracted evidence. The linked requirement is shown
on the top. This is followed by the metric meta data, extracted answer, assessment hint and
options to set the assessment result and comment. Only users with “edit” permission can
change the assessment status and comment and submit the results to the Orchestrator.

© MEDINA Consortium
www.medina-project.eu

Contract No. GA 52633 Page 8 of 12

(co) R



http://www.medina-project.eu/

MEDINA Organisational Evidence Assessment - User Manual Version 1.0 — Final. Date: 31.07.2023

View compliance status

Uploaded files / MEDINA_dummy_policies_Fabasoft_M18v5.pdf / PasswordPolicyQ2

EUCS Requirement(s) linked to Metric

|1AM-08 - PROTECTION AND STRENGTH OF CREDENTIALS X
Requirement id IAM-08.1H

Requirement The CSP shall document, communicate and make available to all users under its responsibility rules and recommendations for the management of
description credentials, including at least: (1) Non-reuse of credentials; (2) Trade-offs between entropy and ability to memorize; (3) Recommendations for renewal

of passwords; (4) Rules on storage of passwords. (5) Recommendations on password managers (6) Recommendation to specifically address
classical attacks, including phishing, social attacks, and whaling

Requirement High
assurance level

Requirement type  ORGANIZATIONAL

Metric - PasswordPolicyQ2 File

Keywards password, age, maximum File id 63e51d22e09529afe53309c0

Target value <= 90.0 (Integer) File name MEDINA_dummy_palicies_Fabasoft_M18v5.pdl
Question What Is the passwords maximum age according to the Extraction date 2023.02-10 08:37:07

password policy?

~ :
Answer enerypted passwords. The password needs to be ehanged PlgiEpE || g

after a maximum time duration of 60 days .

Assessment

Assessment hint compliant (60 days <= 90.0 (Integer)) ®

Assessment status @ compliant ~ O not compliant ¥

Last change on 2023-03-28 08:20:52 by admin

Compliance Please enter a comment regarding the assessment status.
comment

EN

The comment has not baan changed y

| il Submit to orchestrator

No submission yel

Figure 8. AMOE view of organisational evidence

2.2.4. View extracted evidence in HTML

Figure 9 shows the processed HTML version of the document. The extracted evidence is
highlighted in green.
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Evidence context

MEDINA Dummy Policies Version 1.0

2 Password Management

Passwords should have at least 10 upper -and lowercase characters and contain numbers as well as specia
easy to guess and should not contain personal information such as your birthdate or the name

of your child. Do not share the password with third parties and do not store it in plain text. It is

best practice to use password to generate lex passwords and store the

encrypted passwords. The password needs to be changed after a maximum time duration of I

After 15 failed logins the account will be locked for a period of three hours or a system
administrator unlocks the account. If you suspect your password has been leaked, change it
immediately and inform the system administrator. To make sure that passwords are not being
reused, the last 5 passwords are kept.

In case you receive new credentials for a service via message, change it after first use. Passwords
sent to a user are to be invalidated after 14 days.

Figure 9. Show processed evidence (HTML view)

2.3. API

The OpenAPI file can be downloaded by accessing <host>/openapi.json
Figure 10 shows the list of available endpoints. The request must include a valid keycloak
token issued from the MEDINA setup.
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GET fapi/vl/files/{cloud_service_id}

AMOE List Files Cloud Sevice “~

ey fapi/vl/files/

AMOE List Files Cloud Sevices v/

GET fapi/vl/file/{file_id}

AMOE Get File v~/

GET fapi/vl/file/last/{cloud_service_id}

get_amoe_last_file v

GET /api/vl/evidence/list/{file_id}
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(7]

1) fapi/vl/evidence/list_per_metric_id

AMOE Get List Evidence Per Metric “~

GET /api/vl/evidence/{evidence_id}

AMOE Get Evidence “/

POST fapi/vl/evidence/assessment

AMOE Set Assessment Result “v

GET fapi/vl/evidence/send_to_orchestrator/{evidence_id} AMOE Send Assessment Result

GET fapi/vl/evidence/file/{evidence_id}

AMOE Get HTML File v~

GE fapi/vl/file/pdf/{file_id}

AMOE Get PDF File “/

/api/vl/file/{cloud_service}

AMOE Upload PDF File v/

GE fapi/vl/file/delete/{file_id}

AMOE Delete File And Evidence “~

Figure 10. AMOE API
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3. Delivery and Usage

3.1. Licensing information

This component is offered under Apache 2.0 license. The license files and more detailed
information can be found in the MEDINA Public GitLab repository*.

3.2. Download

The code of the component is available at the public GitLab repository of the MEDINA project:

https://git.code.tecnalia.com/medina/public/ AMOE

3.3. More information

Interested readers can find more information about AMOE in the following links:
https://doi.org/10.5281/zen0do.7927225 “D3.6 Tools and techniques for collecting evidence
of technical and organisational measures —v3”

The MEDINA web site (https://medina-project.eu/ ) also includes several deliverables related
to AMOE.

4 https://git.code.tecnalia.com/medina/public/AMOE
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1. Introduction

The Continuous Certification Evaluation (CCE) component of MEDINA collects assessment results
and builds an evaluation tree representing the aggregated assessment results on higher levels
of the certification scheme to determine compliance with the different certification elements.

The evaluation of security compliance in MEDINA starts with the gathering of evidence by
different tools and techniques. Security assessment components assess this evidence based on
the target values as configured for the specific requirement and provide their output
(assessment results with the state of fulfilment of a specific metric for a specific monitored
resource) to the Continuous Certification Evaluation (CCE) component. If the assessment result
value represents the lowest-level information about the certification state, the role of the CCE
component is to combine the received assessment results into information about the fulfilment
of higher-level certification objects: requirements, controls, control groups, and the selected
certificate scheme in its entirety. This information does not directly determine the cloud
service's eligibility for a certificate, but serves as input for other components, the Risk
Assessment and Optimisation Framework (RAOF)! and the Certificate Lifecycle Manager (LCM)?,
as well as for easy visualisation of the certificate state for the users (Cloud Service Providers -
CSPs and auditors).

1.1. User Roles and Permissions

Access to CCE is managed by Keycloak®. The visibility of the different elements of the Continuous
Certification Evaluation (CCE), and the operations that are allowed to be carried out, are
conditioned by the role to which each authenticated user is assigned.

The table below details which actions are allowed for each of the defined roles:

Roles Allowed Actions ‘
IT Security Governance Read the evaluation tree

Security Analyst Read the evaluation tree

Domain Governance Read the evaluation tree

Product and Service Owner Read the evaluation tree

Product (Security) Engineer Read the evaluation tree

Chief Information Security Office (CISO) Read the evaluation tree

Customer None

Auditor Read the evaluation tree

! For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D4.5 https://doi.org/10.5281/zenodo.7927237

2 For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D4.3 https://doi.org/10.5281/zenod0.7927231

3 https://www.keycloak.org
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2. User Manual

2.1. Toolbar

The Continuous Certification Evaluation (CCE) includes a toolbar (see Figure 1), always accessible
in the upper area, with all the options that are available in the tool:

i= Evaluation overview %' Evaluation tree

Figure 1. CCE toolbar
The different menu options, which are described in the following sections, are as follows:

e Evaluation overview: Provides an aggregated view of compliant and non-compliant
resources and requirements for all cloud services.

e Evaluation tree: Provides a graphical representation of the evaluation tree for each
cloud service, showing detailed information about the assessments results.

e Help: Provides access to the user manual.

2.2. Evaluation overview

The Evaluation overview menu option (see Figure 2) provides an overview of compliant and non-
compliant resources and requirements for all cloud services.

i= Evaluation overview %"

Evaluation Overview

Resources Resources Resources qui Requi Requi
Cloud Service Name Target of Evaluation Total Compliant Non-compliant Total Compli N
MichelaCS2 MichelaCS2 : EUCS 0 998
Bosch_SaaS Bosch_SaaS: EUCS 0 998
AlwaysGreenExceptOne AlwaysGreenExceptOne : EUCS 71 711 o 1996 M+t 04
AlwaysGreen AlwaysGreen . EUCS 71 7T 0= 1996 M 0=
Bosch Cloud Service Bosch Cloud Service : EUCS 0 998
Bosch_PaaS Bosch_PaaS: EUCS 16 9 7> 1996 32 1=
Bosch_laaS EUCS 39 9= 30t 1996 3= 4=
AlwaysRed d : EUCS 71 0= T 1996 0> Ak

Figure 2. CCE Evaluation overview

On the left side is the list of cloud service and their Targets of evaluation. The Target of
Evaluation (ToE) binds a cloud service to a certification framework (or catalogue). The right side
shows total, compliant, and non-compliant resources and requirements.

Each compliant and non-compliant value also has a coloured arrow. There are three types of
arrows:

1) Arrow up means that the number of compliant or non-compliant resources or
requirements is increasing in relation to last couple of assessment result.

2) Arrow down means the number of compliant or non-compliant resources or
requirements is decreasing in relation to last couple of assessment result.

3) Arrow to the right (in black colour) means the number of compliant or non-compliant
resources or requirements has not changed from the last couple of assessment result.

© MEDINA Consortium Contract No. GA 52633 Page 5 of 11
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The colour of the arrow indicates if the change is positive (green) or negative (red).

2.3. Evaluation tree

The Evaluation tree menu option (see Figure 3) provides a graphical representation of the
evaluation tree for each cloud service, with detailed information about assessments results for
the selected cloud service.

Bosch_PaaS: EUCS ~ Culrenl tree state ~

Identity, Authentication

Cryptography and Key Portability and ‘Change and i D of
Communication Security L -
Management Management Interoperability Management Information Systems

and Access Control

Figure 3. CCE Evaluation tree

2.3.1. Navigation toolbar

The Navigation toolbar option (see Figure 4) enables the user to move around and to interact
with the evaluation tree using the following buttons.

Figure 4. Navigation toolbar

1) Select Target of Evaluation: if a user has access to multiple Targets of Evaluation, they can
switch between them with the drop-down menu on the top left (see Figure 5).

Bosch_laaS : EUCS ¥ Current tree state ~
AlwaysGreenExceptOne : EUCS Collapse all | Expand all Show yellow nodes

AlwaysRed : EUCS

AlwaysGreen : EUCS

Fabasoft Cloud Service : EUCS

MichelaCS2 : EUCS

Bosch Cloud Service : EUCS EUCS
Bosch_SaaS : EUCS

Bosch_PaaS : EUCS

Figure 5. Select Target of Evaluation

2) History: the top-right button enables to user to review the history (past results) for each
selected Target of Evaluation (see Figure 6).

© MEDINA Consortium Contract No. GA 52633 Page 6 of 11
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Bosch_laaS : EUCS ~ Current tree state

12 July 2023 at 12:14 CEST
12 July 2023 at 12:14 CEST
12 July 2023 at 12:14 CEST
12 July 2023 at 12:14 CEST
EUCS 12 July 2023 at 12:14 CEST
12 July 2023 at 07:14 CEST
12 July 2023 at 07:14 CEST
12 July 2023 at 07:14 CEST
12 July 2023 at 07:14 CEST
12 July 2023 at 07:14 CEST
12 July 2023 at 07:14 CEST

Figure 6. History

3) Zoom in: enables to zoom in on the current part of the tree (see Figure 7).

" Evaluation tree
Bosch_laaS : EUCS ™ ToE history list is empty *

VULNERABILITIES, SEPARATION OF
MALFUNCTIONS AND DATASETS IN THE CLOUD
ERRORS - SYSTEM INFRASTRUCTURE
OPS-21.1B oPs-21.28 oPs.21.15 opPs21.28 OPS-21.1H OPS-21.2H
P P P [subscriptions/463cd324-
ipti o 9251-4bat-ba2d-
o281t bt Isubseriptions/463ed324- 9281-4bat-bazd- 9281-4bat-bazd- 9281-4bat-bazd- “ra0dste reecr
Isubscriptions/463cd324- 9281-4bat-ba2d- Maciresou
a1ttt 20 190051404 aalresourceGr P
oups/C-IDS-Madina- - o - Pociproviders/Microsoft.St
< arage/storageAccounts/m
- c
pa:’:'.’:::.u:‘::'“ c omputeldisksimedina-poc- edinatestbedstoragelblob
ompute/disks/medina-poc- o testbed-wazuh-windows- ﬁ'ﬂ;’::ﬂ:’:'m
"‘“"': "‘;"F:;‘ |'H VmOS_1_75440b2124154f B D RS T et medinapoc-d061eb5b-
contos @ . 37231443320395011c @ eraa 0bbg-47¢1-900b-
OPS-211H OPS.21.4H @ OPS.214H OPS21.4H unnsﬂs:d:; & aps-

Figure 7. Zoom in

4) Zoom out: enables to zoom out to see an entire tree (see Figure 8).

%' Evaluation tree
Bosch_laaS : EUCS ~ ToE history list is empty ~

Figure 8. Zoom out
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5) Reset zoom: sets zoom to the default value, i.e., the value used when the tree is first
displayed.

6) Collapse all: removes all nodes and shows only the highest node (security framework) (see
Figure 9).

Bosch_laaS : EUCS~ ToE history list is empty *

(=]

Figure 9. Collapse all

7) Expand all: shows all nodes in a tree like structure, expanding from the security framework
to Control groups, Controls, Requirements, Resources and Metrics (see Figure 10).

Bosch_laaS : EUCS ~ ToE history list is empty ~

Figure 10. Expand all

8) Show yellow nodes: yellow nodes (no assessment results) are shown by default. Unticking
the box hides yellow nodes and leaves only compliant (green) and non-compliant (red)
nodes (see Figure 11).

© MEDINA Consortium Contract No. GA 52633 Page 8 of 11
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" Evaluation tree

Bosch_laaS : EUCS ~

Gty ey
e

s,
== rnon e
R

ToE history list is empty =

[T el R eve—— ) [ — P
ot i ey [r— e ] e o e = o dra ot ey
P ey [ Poeerrmin [ s ittt e 1 o D w5 M PR ey ey it i
o e e L e e U ke [ = e i sl ) Rl [ R ey R e
T e iy TG e ey
s [ e [ v e r— e o stz | e | | S | | i | | s | | S
e e I et e e P I e e [ P e et [ Pt G B e
et ity i iy | “Wacs ety || et i g et =
R s
e i e

Figure 11. Show yellow nodes

9) Instructions: provides information on how to manipulate the nodes

child nodes; right click: permanently open node details).

2.3.2. Tree view

(left _click: hide/show

The user can move the tree by holding down the left mouse button and moving the mouse. By
left-clicking on the node, the user can show or hide child nodes. Right clicking on a node
permanently opens an additional window with details of the node (see Figure 13 and Figure 13).
This window also opens temporary when hovering the mouse over the node.

" Evaluation tree

Bosch_laaS : EUCS ~

X

Name: OPS-21.1H s
State: Non compliant
Value: 0

Weight: 1
Threshold: 1

ion guidelines: OPS-21.1H

Description: The CSP shall harden all the system
companents under its responsibilily that are used to
provide the cloud service, according to accepted

industry standards, and automatically moniter these

ToE history list is empty ~

system for conformity with o [eor cess
requirements.
ey [ pe— P [E——
ey prmeny [y Zaes ey i == ) F——y
RS et s 5 Ned e ! e 5 Nt et 5 Mt e A e
e [ty
== i i b 1| | e it 1 ebENED = o ety
i A i e S b=t syl I Pty s oo
! Borsa= goeeim e A ezt i

Figure 12. Example of the details of a Requirement node
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Bosch_laaS : EUCS ~ Current tree state ~

X OPS13.58 - oPS13.24 OPS-133H OPS134H OPS135H
Name: BootLoggingEnabled @

Resource{/subscriptions/463cd324-9281-4bat-b42d-

ef90d51404aalresourceGroups/C-IDS-Medina-
Poc/providers/Microsoft Compute/vir ines/med|na-
poc-testbed-wazuh-server-centos-vm}

State: Compliant

Timestamp: 18/06/2023, 21:14:06

Assesment result id: 6c422fi6-efdc-43c5-8520-
00abebe3aals

Metric id: BootLoggingEnabled ApplicationLoggingEnable
a@
Assessment result: true U RO
6360324-9281-4ba1-ba20-
ef30d51404earesourceiro.
Evidence id: 9228c189-122f-4c72-bBf5- upSIC-IDS-Meding-
‘mputevirtuaiMachinesime
dina-poc-testbed-wazuh-
Target value: bool_value:true sarvor-contos-vm)

Noncompliance comments: No comments so far

Figure 13. Example of the details of a Resource node
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3. Delivery and usage

3.1. Licensing information

This component is offered under Apache 2.0 license. The license files and more detailed
information can be found in the MEDINA Public GitLab repository*.

3.2. Download

The code of the component is available at the public GitLab repository of the MEDINA project:

e CCE back-end (core): https://git.code.tecnalia.com/medina/public/continuous-
certification-evaluation

e CCE front-end (web Ul): https://git.code.tecnalia.com/medina/public/cce-frontend

e Java library for communication with the Catalogue of Controls and Metrics®:
https://git.code.tecnalia.com/medina/public/catalogue-client-java

e Java library for communication with the Orchestrator®:
https://git.code.tecnalia.com/medina/public/orchestrator-client-java

3.3. More information

Interested readers can find more information about the Continuous Certificate Evaluation at this
link: https://doi.org/10.5281/zen0do0.7927231 “D4.3 Tools and Techniques for the Management
and Evaluation of Cloud Security Certifications — v3”.

The MEDINA web site (https://medina-project.eu/) also includes several deliverables and blog

posts related to the Continuous Certificate Evaluation component.

4 https://git.code.tecnalia.com/medina/public/continuous-certification-evaluation

5> For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D2.2 https://doi.org/10.5281/zenodo.7794478

6 For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D3.6 https://doi.org/10.5281/zen0d0.7927225
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1. Introduction

The functionality of checking Credentials and Proofs of Certificates in MEDINA is provided by the
Self-Sovereign Identity (SSI) Framework tool. The SSI Framework provides Cloud Service
Providers (CSPs) with the capability to manage their own security certificates as part of their
identity through verifiable credentials. “To manage their own identity” ultimately means that
they store their identity on their own “user space” without intervention of a third-party.

The SSI Framework is not only composed of the CSP component to store and control its own
credentials. It is also composed of the Issuer component, which provides Conformance
Assessment Bodies (CABs) a way to issue verifiable credentials about the security certificates
related to the CSPs; and the Client component, which provides a way to ask and verify proofs of
different security certificates features. In this sense, privacy is an important requirement within
MEDINA, as several security certificates features are considered sensitive and must be treated
carefully. The SSI Framework is capable of sharing sensitive information in a confidential way by
keeping the user’s identity out of the reach of third parties, that act as identity silos, reducing
the risk of identity theft; but also by using Zero-Knowledge Proofs (ZKPs).

1.1. User Roles and Permissions

Access to the SSI Framework is managed by Keycloak®. The visibility of the different elements of
the Self-Sovereign Identity (SSI) Framework, and the operations that are allowed to be carried
out are conditioned by the role to which each authenticated user is assigned.

The table below details which actions are allowed for each of the defined roles:

Roles Allowed Actions ‘
IT Security Governance Read credentials and proofs

Security Analyst None

Domain Governance Read credentials and proofs

Product and Service Owner None

Product (Security) Engineer None

Chief Information Security Office (CISO) | Read credentials and proofs

Customer Read proofs

Auditor Read credentials and proofs, Issue credentials

! https://www.keycloak.org
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2. User Manual

2.1. Toolbar

The Self-Sovereign Identity (SSI) Framework includes a toolbar (see Figure 1), always accessible
in the upper area, with all the options that are available in the tool:

#% Certificate Credentials Lifecycle & Certificate Credentials ] Certificate Proofs (3 Help @ Administration

Figure 1. Self-Sovereign Identity (SSI) Framework toolbar
The different menu options, which are described in the following sections, are as follows:

e Certificate Credentials Lifecycle: Provides contextualization information for a better
understanding of the tool operation.

e Certificate Credentials: Provides access to the list of stored verifiable credentials about
the security certificate status of the CSP’S Cloud Services

e Certificate Proofs: Provides access to the list of the proof requests received about the
security certificate status of the CSP’s Cloud Services.

e Help: Provides access to the user manual of the tool.

e Administration: Provides access to information on connections. This option is only
available to users with administration rights.

2.2. Certificate Credentials Lifecycle

The Certificate Credentials Lifecycle view (see Figure 2) provides an overview of the tool’s
components and operation for a better understanding of the tool.

% Certificate Credentials Lifecycle &3 Certificate Credentials &) Certificate Proofs (9 Help @ Administration

Certificate Credentials Lifecycle

The diagram below shows how the certificate credentials work in the MEDINA SSI Framework considering the three agents involved in the process (Issuer -CAB-, Owner -CSP-, and Verifier -
Customer-)

LIFE CYCLE ) _
MANAGER CAB Cloud Service Provider Client

— Verifiable

Verifiable
e m Credentials Proofs -
i l : w

Verifies Signatures

Figure 2. Self-Sovereign Identity (S51) Framework context

As a summary, the SS/ Framework is composed of three main components:

e Certificate signing graphical application for the CAB: to issue, update, or revoke security
certificates of a CSP’s Cloud Service based on the updated certificate state received from
the Automated Certificate Lifecycle Manager? component.

2 For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D4.3 https://doi.org/10.5281/zenodo.7927231
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e Graphical application for the CSPs: to save the signed security certificates as well as to
generate verifiable proofs based on them. This application has been integrated in the
MEDINA Integrated Ul.

e Graphical application for CSP clients: to request and verify proofs of security certificates.

2.3. Certificate Credentials

The Certificate Credentials view provides a list of the existing certificate credentials of the Cloud
Services in the CSP. The complete list of security credentials received appears as shown in Figure
3. The certificate credentials can be copied or removed using the buttons on the right.

& Cerlificate Credentials & Certificate Proofs (%) He

Certificate Credentials

Handle your credentials in the identity provider Holder.

Q

Credential id eOcdleda-8f68-4e71-96d5-99aa0lcded1c 0
Schema id 13t3dq13PT3y jBEFeqxHT : 2:medina 6.0
Cred def id 73t3dq1£3PT3y BEF equHT:3:CL: 2609 : default

Type 13t 3dq1£ 3P T3y JREF equT:4: 13t 3dqLFIPT Iy BEFeqxhT:3: CL:2609: default:CL_ACCUM: cdc2cSch-3766-42eb-Bdde-3b72454Fb12F
Revision 3
Atfributes certificate_status: done, cloud_service_id: 2801

Figure 3. SSI Framework security credentials list

2.4. Certificate Proofs

The Certificate Proofs view provides a list of the received certificate proofs of the Cloud Services
in the CSP. The complete list of certificate proofs received appears as shown in Figure 4. The
certificate proofs can be copied or removed using the buttons on the right.

fecycle @ Certificate Credentisls &) Cerfificate Proofs (3 Help @ Administration

Certificate Proofs

Ask for proofs and query them in the identity provider Holder.

Q

Proof id. 1b369711-9734-4f4a-baSe-0faccBoc2113 [ |
Created at 2023-07-28767 : 20: 28. 6624021

Updated at 2023-07-28T07:20:29. 2502901

Req. comment Exanple of proof

Adtributes certificate_status: done

D Erveron) @ homs

Figure 4. SSI Framework security proofs list

2.5. Administration

The Administration view provides a way for administrators to correctly configure the SS/
Framework to work with other SSI agents (issuer and verifier).

2.5.1. Connections

The Connections view provides a way to list existing connections, as shown in Figure 5, as well
as to create new connections to other SSI agents (issuer and verifier), if needed. This option is
only available to users with administration rights.
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v':- Certificate Credentials Lifecycle & Certificate Credentials =1 Certificate Proofs @ Help @ Administration

Connections

Current connections with other identity providers in the identity provider Holder.

+ Create Connection fﬁ‘\ Enter Connection c

Connection ID: a651cd6l-bc27-4e64-a%ee-40634b7994F3 < + i
Name: MEDINA SSI Tecnalia Verifies

Created at: 2023-07-28T07:11:43.604237Z

Invitation Key: 3jIrILIh6qCiPshEABaFyNiktbul7CpRaRUykFvtQ25y

Protocol: connections/1.8

completed B Mode: once B Accept: auto & Remote role: inviter

Figure 5. Self-Sovereign Identity (SSI) Framework existing connections

The required connections are set by default. However, if new connections are needed, they can
be created via the Create Connection button. A new entry will then appear in the list. This new
entry includes the Share, Download and Remove button.

Clicking on the Share button, a dialog box will be opened as shown in Figure 6. This dialog box
contains a QR code with the invitation that the other party can scan to comfortably enter the

invitation. Apart from that code, a Copy to clipboard button will allow to copy the invitation to
the clipboard.

Share connection

Scan the connection or copy it to the clipboard

CANCEL COPY TO CLIPEQARD

Figure 6. Self-Sovereign Identity (SSI) Framework sharing connection

The user who is going to use this invitation to open a new connection to the former SSI agent
will have to enter it manually (as shown in Figure 7 ) or simply scan it from its browser if both
users are in the same location. The invitation can be shared using any external secure
communication mechanism, such as email or SMS.
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Enter invitation

Paste you connection in JSON format below or simply scan it :E?;

Hyperledger Aries invitation

{'@type""did:sov:BzCbsNYhMrjHigZDTUASHg;spec/connections/1.0/invitation', @id":"9fcd6379-fa57-4745-h6a0-1h5e66de2f6 7" recipientKeys":
["4uEoVC4EFuprkBQTm1qbactqToovdfRoBVMCYBovCJue']"serviceEndpoint"."hitps://issuer.ssi.medina.bclab.dev’,label"."MEDINA SSI Tecnalia Issuer’}

Figure 7. Self-Sovereign Identity (SS1) Framework connection definition

Any SSl-agent will automatically accept the invitation and complete the invitation procedure.
Eventually both the invitation sender and receiver will see the new connection listed and marked
as “completed”, as shown in Figure 5.
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3. Certificate Credentials Issuance (CAB)

In addition to the graphical application for the CSPs integrated in the MEDINA Integrated Ul
described in Section 2, there is also an additional graphical Ul for the CAB to issue new certificate
credentials, which is available at: https://medina-webapp.cybersec.digital.tecnalia.dev/.

The first thing the webapp asks the user to do is to connect to one of the available SSl-agents.
In this case, the “Issuer” agent must be selected, as shown in Figure 8.

3 MEDINA Wallet ACCOUNT

Choose connector

An S8I cloud provider or connector is required for your cloud wallet. Please choose your provider from below.

Issuer Holder 1 Holder 2 Verifier
An SSl cloud provider or An S8l cloud provider or An S5l cloud provider or An SSI cloud provider or
connector is required for your connector is required for your connector is required for your connector is required for your
cloud wallet. Please choose cloud wallet. Please choose cloud wallet. Please choose cloud wallet. Please choose
your provider from below. your provider from below. your provider from below. your provider from below.
HTTPS://ISSUER ADMIN.SSI.MED! HTTPS://HOLDERT. ADMIN SSI.ME HTTPS://HOLDERZ. ADMIN.SSI. ME. HTTPS://VERIFIER ADMIN.SSI.MED
&2 DISCONNECT @ CONNECT @ CONNECT @ CONNECT

Figure 8. Self-Sovereign Identity (551) Framework external connection page for issuer

Once connected, the most interested webapp page for the CAB is related to the “Certificate
Credentials”, where new certificate credentials can be issued through the Create Credential
button. Automatically, a form like the one in Figure 9 is displayed.

Send credential auto-offer
Fill the information below to create a new credential

Connection

MEDINA SSI Tecnalia Holder (7c96ba91-cea0-42e2-a020-28c440460031) -

Owned schema

J313dq1f3PT3yjBEFeqxHT:3:CL:2609:default (version 1.0) v
Attributes

X CANCEL + ACCEPT

Figure 9. Self-Sovereign Identity (SSI) Framework certificate credential issuance
The required details are as follows:

e Connection: to whom the credential is to be issued. By default, “MEDINA SSI Tecnalia
Holder TEST” should be selected.

e Owned schema: the specific format considered for the credential. By default, medina-
ssi (version 1.0).
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e Attributes (id, status): these will be automatically completed every time new
information is received from the Certificate Lifecycle Manager® (LCM), i.e., every time
the LCM detects a change on the certificate status.

3 For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D4.3 https://zenodo.org/record/7927231
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4. Certificate Proofs Request (CSP Customer)

The SSI Framework provides a potential customer (or other entity) with a graphical interface to
asks for proofs of the certificate status of the CSPs. It is available at: https://medina-
webapp.cybersec.digital.tecnalia.dev/.

The first thing the webapp asks the user to do is to connect to one of the available SSl-agents.
In this case, the “Verifier” agent must be selected as shown in Figure 10.

I3 MEDINA Wallet ACCOUNT

Choose connector

An S8l cloud provider or connector is required for your cloud wallet. Please choase your provider from below.

Issuer Holder 1 Holder 2 Verifier
An S8 cloud provider or An Ssl cloud provider or An SSI cloud provider or An 8sI cloud provider or
connector is required for your connector is required for your connector is required for your connector is required for your
cloud wallet. Please choose cloud wallet. Please choose cloud wallet. Please choose cloud wallet. Please choose
your provider from below. your provider from below. your provider from below. your provider from below.
HTTPS://ISSUER ADMIN.SSI.MEDI HTTPS:/fHOLDERT ADMIN.SSI.ME HTTPS://HOLDERZ ADMIN SSI.ME HTTPS://VERIFIER ADMIN_SSLMED
@ CONNECT @ CONNECT @ CONNECT 23 DISCONNECT

Figure 10. SSI Framework external connection page for verifier

Once connected, the most interesting webapp page for customers is related to the “Certificate
Proofs”, where new certificate proofs can be requested through the Request Proofs button.
Automatically, a form like the one in Figure 11 is displayed.

Request proofs
Fill the infarmation below to send a proof request.
Connection

MEDINA SSI Tecnalia Holder (a8112e99-976-4180-a2a4-8e0cf9722e8b) -

Comment

Example of proof

Attributes
New attribute

ﬁc_.e (-]
Conditions
Comparison (New condition)
Name (New condition) < - Value (New condition) a Q

X CANCEL +/ ACCEPT

Figure 11. SSI Framework certificate proofs request
The required details are as follows:

e Connection: to whom the proofs will be requested. By default, “MEDINA SSI Tecnalia
Holder TEST” should be selected.
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e Comment: comment for the proof (the reason of the proof could be provided). This is a
text parameter.

e Attributes: list of the attributes the verifier wants to know about the Cloud Services in
the CSP. In MEDINA there are only two attributes (id and status). Any of them (or both
of them) should be included. If a different attribute is provided, the process works but
the proof will be finally abandoned as the CSP cannot probe the required information.

e Conditions: this is an optional parameter related to the ZKP (Zero Knowledge Proof)
concept. For example, an attribute such as “postcode” could be considered in this case
to indicate a geographical area without disclosing the exact location. This is not really
applicable in MEDINA although it can be verified with the id attribute.

Once requested, the new request will be automatically shown in the certificate proofs list on the
CSP SSI Framework (see section 2.4 for more details), and will also be automatically included in
the proofs list on the webapp, obtaining the requested values and indicating the “done” state
(shown in green in Figure 12). Additionally, it is also shown as “verified” if the credential has not
been revoked.

Certificate Proofs

Ask for proofs and query them in the identity provider Verifier.

A REQUEST PROOFS C

Proof id: 41faa@cc-406d-442a-9202-8e46a1910e0d rD ]
Created at: 2023-07-28T07:20:28.5998352Z
Updated at: 2023-07-28T07:20:29.194056Z
Req. comment: Example of proof
Pres. comment: auto-presented for proof requests, pres_ex_record: 1b369711-9734-4f4a-b4Se-9f
acc8cc2113
Attributes: certificate_status: done
@ £ Role: verifier & Verified
Figure 12. SSI Framework certificate proofs response
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5. Delivery and usage

5.1. Licensing information

This component is offered under Proprietary License. Copyright by TECNALIA.

5.2. More information

Interested readers can find more information about the Self-Sovereign Identity (551) Framework
at this link: https://doi.org/10.5281/zenodo0.7927231 “D4.3 Tools and Techniques for the
Management and Evaluation of Cloud Security Certifications — v3”.

The MEDINA web site (https://medina-project.eu/ ) also includes several deliverables and blog

posts related to the Self-Sovereign Identity (5SSI) Framework.
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1. Introduction

The functionality of Integrity Validation of Evidence in MEDINA is provided by the Blockchain
based MEDINA Evidence Trustworthiness Management System, which provides a secure
mechanism to maintain an audit trail of evidence and assessment results. The MEDINA Evidence
Trustworthiness Management System is implemented in Smart Contracts backboned by a
common Blockchain network for all the MEDINA framework instances, providing the following
functionalities:

e Includes the logic for all Orchestrator! instances in MEDINA to provide the required
information to be audited (about evidence and assessment results). For this purpose,
an APl is exposed by the Blockchain client.

e Provides secure long-term information recording, thanks to the inherent advantages of
Blockchain (integrity, decentralization, authenticity...):

o It provides a record of information on a verifiable way (verification).
o It provides a record of information on a permanent way (traceability).
o It guarantees resistance to modification of stored data (integrity).

e Includes the logic for external users to access MEDINA’s audited information (about
evidence and assessment results) in a graphical and user-friendly way through a kibana-
based dashboard.

e Includes the logic for automatic verification of hashes from currently recorded
information on the Orchestrator with hashes recorded on the Blockchain.

1.1. User Roles and Permissions

Access to the MEDINA Evidence Trustworthiness Management System is managed by Keycloak?.
All authenticated users, regardless their roles, can perform “read” actions from the MEDINA
Evidence Trustworthiness Management System Uls (“write” actions are not allowed through Ul).
The non-authenticated customer role has no access to any of the Uls.

The table below details which actions are allowed for each of the defined roles:

Roles Allowed Actions ‘
IT Security Governance Read information

Security Analyst Read information

Domain Governance Read information

Product and Service Owner Read information

Product (Security) Engineer Read information

Chief Information Security Office (CISO) | Read information

Customer None

Auditor Read information

! For more detailed information about this component, the interested reader is referred to the MEDINA
Deliverable D3.6 https://doi.org/10.5281/zenodo.7927225
2 https://www.keycloak.org
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2. User Manual

2.1. Toolbar

The MEDINA Evidence Trustworthiness Management System includes a toolbar (see Figure 1),
always accessible in the upper area, with all the options that are available in the tool:

t List of Evidence ©C, Evidence |j‘_ List of Assessment Results O, Assessment Result ? Help

Figure 1. MEDINA Evidence Trustworthiness Management System toolbar
The different menu options, which are described in the following sections, are as follows:

e List of Evidence: Provides access to the automatic verification status of the complete list
of recorded evidence in the Orchestrator comparing their current values with the ones
previously recorded on the Blockchain.

e Evidence: Provides access to the automatic verification status of a specific piece of
evidence defined by its ID.

o List of Assessment Results: Provides access to the automatic verification status of the
complete list of recorded assessment results in the Orchestrator comparing their
current values with the ones previously recorded on the Blockchain.

e Assessment Result: Provides access to the automatic verification status of a specific
assessment result by its ID.

e Help: Provides access to the user manual.

2.2. List of Evidence

The List of Evidence view is useful to automatically obtain the overall evidence integrity status.
Figure 2 shows the available optional filtering options to be applied to the list of evidence to be
validated: cloud service ID or tool ID can be provided.

[ List of Evidence Q Evidence []List of Assessment Results Q_Assessment Result 9 Help

MEDINA Evidence Trustworthiness System

Please, provide the optional filters for the integrity check of evidence recorded on the MEDINA Orchestrator against those recorded on the
MEDINA Trustworthiness System

Cloud Service ID{

Tool ID]

Figure 2. List of Evidence filtering options

Once the filtering options have been completed as needed, the user must click on the Submit
button. As a result, the complete list of recorded evidence on the Orchestrator (after filtering
data) is displayed, as shown in Figure 3. For each recorded evidence, the “ID” and the “Integrity
check” status is shown. The integrity status is automatically obtained; for each piece of evidence,
it can be:

e Correct (“green tick”) if the automatically calculated hash of the piece of evidence
recorded on the Orchestrator matches the hash value previously recorded on the
Blockchain.
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e Incorrect (“red cross”) if the automatically calculated hash of the piece of evidence
recorded on the Orchestrator does not match the hash value previously recorded on the
Blockchain.

[ List of Evidence O, Evidence []Listof Assessment Results O, Assessment Result 7 Help

MEDINA Evidence Trustworthiness System

This is the current integrity check status of the MEDINA evidence

Evidence ID Integrity Check
T9f6dB4d-1686-4605-b7d5-f1c789b74be &~
176ab185-0a9(-434d-85df-3c0f2cd 1a7d8 &
ddc76419-0fbd-4daa-bef5-albd5113b82c ®
G1da7db4-1143-460a-ba75-36f695641212 &~
156f5a1b-a006-4cc9-87c2-6ebT2c2e1e5f ( Vi

19a9f11e-3¢14-4973-b788-8bISG30699

b199daba-3645-4a69-2831-593¢840d7101

T1fab566-37ec-49af-812b-038caa893925 (]
28eab3c5-5db2-4bb2-8d14-a894df145a50 (&)
T925efef-cb32-49fe-ae07-32912e1abBbf (v]
432a6c71-1dcf-4036-bd 10-39d7b87e1cle (&)

6b7if38e-3c34-49ac-addi-de564d10ae46
137db081-254f-4f87-a816-f26308a64b97

d20e0ae0-fcOb-4ecd-81ae-13cBb77d1abe .

Figure 3. List of Evidence validation result

2.3. Evidence

The Evidence view allows the automatic comparison of a piece of evidence value with the value
recorded on the Blockchain. This option is especially useful when an incorrect integrity check
has been obtained in the “List of Evidence” overall evidence integrity check (see Figure 3). Figure
4 shows the form to enter the required piece of evidence ID to be validated.

MEDINA Evidence Trustworthiness System

Please, provide the Evidence ID to be validated:

Evidence 1D{

Q, Submit

Figure 4. Evidence input

Once the evidence ID has been provided, the user must click on the Submit button. As a result,
the following information is displayed for the specific evidence:

e Evidence ID: identifier of the piece of evidence.

e Orchestrator Hash: automatically obtained for the evidence currently recorded on the
Orchestrator. If information related to the specific evidence ID is not available in the
Orchestrator for any reason, “Not found” will be displayed.

e Blockchain Hash: automatically obtained from the Blockchain. If information related to
the specific evidence ID is not available in the Blockchain for any reason, “Not found”
will be displayed.
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Figure 5 and Figure 6 show examples of correct and incorrect evidence integrity checks,
respectively.

[]List of Evidence O Evidence []List of Assessment Results O, Assessment Result 7 Help

MEDINA Evidence Trustworthiness System

These are the MEDINA evidence hashes:

Evidence ID 10ba996d-4ff3-4ae4-99d3-452c5e0a9155
Orchestrator Hash e633f4fc79badealdcs5db970cf397c8248bac47cc3actd915bab0bsd76b0e8sf
Blockehain Hash e633f4fc79badealdc5db970cf397¢cB248bac47cc3aci3915bab0bsd76b0e88f

v/

Figure 5. Evidence correct result

F)List of Evidence Q Evidence [F]List of Assessment Results Q, Assessment Result ? Help

MEDINA Evidence Trustworthiness System

These are the MEDINA evidence hashes:

Evidence ID ddc76419-0fbd-4daa-b9f5-albd5113b82c
Orchestrator Hash €6a68d20508f138b205e9a832a8fcd 1eeb388cc3ddc1e089a8e5h1692abe35ea
Blockchain Hash Not found

Figure 6. Evidence incorrect result

2.4. List of Assessment Results

The List of Assessment Results view is useful to automatically obtain the overall integrity status
of the assessment results. Figure 7 shows the available optional filtering options to be applied
to the list of assessment results to be validated: cloud service ID or metric ID can be provided.
Additionally, it is also possible to filter out only compliant results by clicking on the Only
Compliant results checkbox.

Once the filtering options have been completed as needed, the user must click on the Submit
button. As a result, the complete list of recorded assessment results on the Orchestrator (after
filtering data) is displayed, as shown in Figure 8.
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[ List of Evidence Q Evidence []List of Assessment Results C_ Assessment Result 7 Help

MEDINA Evidence Trustworthiness System

Please, provide the optional filters for the integrity check of assessment results recorded on the MEDINA Orchestrator against those recorded
on the MEDINA Trustworthiness System

Only compliant results
Cloud Service ID

Metric 1D;

Figure 7. List of Assessment Results filtering options

The provided results are the same as for evidence: for each recorded assessment result, the “ID”
and the “Integrity check” status is shown. The integrity status is automatically obtained; for each
assessment result, it can be:

e Correct (“green tick”) if the automatically calculated hash of the assessment result
recorded on the Orchestrator matches the hash value previously recorded on the
Blockchain.

e Incorrect (“red cross”) if the automatically calculated hash of the assessment result
recorded on the Orchestrator does not match the hash value previously recorded on the
Blockchain.

[ List of Evidence O Evidence []List of Assessment Results Q Assessment Result 7 Help

MEDINA Evidence Trustworthiness System

This is the current integrity check status of the MEDINA assessment results

Assessment Result ID Integrity Check
d98idf62-a627-4437-afb7-e1101ad32ade &
70a472b0-0ec9-42d7-9bed-93696at85099 (&
99e2c349-8874-4fc8-baac-0753b5750916 )]
2926efc-2f8f-4d2c-93ca-Tcbefeb1b5fa ]
94f2¢9f3-9¢21-4a74-a98d-542d555¢ 7153 ~
8bd56099-fd91-4c36-aacd-b2bbefa2chbb i
7922be00-3bed-44d8-8d83-63ae661d401a (&
90eeafB0-2477-41ba-87e4-0983f7e191a0 @
81aB83e59-5d25-46e6-9¢f8-e7b7726962fb &
3b57875d-1ad0-4ebe-94bd-b0665360d4a8 @
e9c2de09-745¢c-481e-ad62-38fbc12beb88 &
bdcde218-dfc0-482e-be31-9b2d 1cb15f8e [

Figure 8. List of Assessment Results validation result

2.5. Assessment Result

The Assessment Result view allows the automatic comparison of an assessment result value with
the value recorded on the Blockchain. This option is especially useful when an incorrect integrity
check has been obtained in the “List of Assessment Result” overall assessment results integrity
check (see Figure 8). Figure 9 shows the form to enter the assessment result ID to be validated.
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MEDINA Evidence Trustworthiness System

Please, provide the Assessment Result ID to be validated:

Assessment Result D

Figure 9. Assessment Result input

Once the assessment result ID has been provided, the user must click on the Submit button. As
a result, the same information as for the evidence is shown:

e Assessment Result ID: identifier of the assessment result.

e Orchestrator Hash: automatically obtained for the assessment result currently recorded
on the Orchestrator. If information related to the specific assessment result ID is not
available in the Orchestrator for any reason, “Not found” will be shown.

e Blockchain Hash: automatically obtained from the Blockchain. If information related to
the specific assessment result ID is not available in the Blockchain for any reason, “Not
found” will be shown.

Figure 10 and Figure 11 show examples of correct and incorrect assessment result integrity
checks, respectively.

EList of Evidence Q Evidence [)List of Assessment Results Q Assessment Result 7 Help

MEDINA Evidence Trustworthiness System

These are the MEDINA assessment result hashes:

Assessment Result ID d98fdf62-a627-4437-afb7-e1101ad32ade
Orchestrator Hash 02372a3e8ed75balcdbd7efa79e1f232b8a1al0da0d451db38ece22a80e9adb5

Blockchain Hash 02372a3e8ed75balcdbd7e8fa79e1f232b8a1a0da0d451db38ece22aB0e9adb5

Figure 10. Assessment Result correct result
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F]List of Evidence O Evidence F]List of Assessment Results O Assessment Result 7 Help

MEDINA Evidence Trustworthiness System

These are the MEDINA assessment result hashes

Assessment Result ID 5d514ae-2eaB-40f1-bddf-c0124d2b7d8e

Orchestrator Hash dcb4c7ab0bced40d6b240cb7 21149ebab37ea7789%8a830aecdab1dfi4Tbadea

Not found

Blockchain Hash

Figure 11. Assessment Result incorrect result
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3. Blockchain viewer client

The MEDINA Evidence Trustworthiness Management System also exposes a Kibana-based
graphical interface available at: https://kibana.medina.bclab.dev/ [internal use only -
authentication is required] for manual graphical access to the information recorded on the
Blockchain.

Figure 12 shows the main dashboard for each Orchestrator instance. Here, the complete list of
registered evidence (evidence hashes) and assessment results (assessment result hashes) is
shown. This information is useful for manual verifications. Additionally, a summary of the total
number of registered evidence and assessment results for the specific Orchestrator instance is
shown.

For evidence, the following information is shown:

e Evidence ID

e Evidence Hash

e Resource

e Evidence Collector

e (SP

e Orchestrator timestamp (when evidence was received in the Orchestrator).
e Blockchain timestamp (when evidence was recorded on the Blockchain).

For assessment results, the following information is shown:

e Assessment Result ID

e Assessment Result Hash

e Metric

e Associated evidence

e Orchestrator timestamp (when assessment result was received in the Orchestrator).
e Blockchain timestamp (when assessment result was recorded on the Blockchain).

Finally different filters have been included for improving the usability of the system: filter by id,
hash or associated metadata on the evidence and assessment results.
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MEDINA Evidence Trustworthiness Management System

g MEDINA

Number of pieces of evidence Number of assessment results
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Lok for 3 specitic...
. v w 1 v v w ‘

egitered svidence

Evidence id Evidence Hash Resource Evidence Colector cse 4+ Orehestrator timestamp. Biockchain timestamp per day !

VideTadd-edid-4347-Ba2d- 245 Titada T cab3FITTERBA0T AR 1 a1 da ST dabatboobliadeMiial.. Rescurve for MED®IA workfiow tests Fatasclt Cloud Sarvice Assessmant Toos NiA VRGO I D250 -8

1054600 3083-4210- Bebl-G37coc0BCbED 444 HAS00CTH1 206871 401 Sact2oii1 40 1CTES 18440, Fescurse for MEDIA workfiow tests Fabasoft Cloud Service Assessment Too NA 2023:06-18

15900216-148¢-4794-Be43- OoBaScea{ TR0 4430500 16811 aca5a648200 193082250 300042044 Flescurce for MEDSA workfiow tests Fabasoft Cloud Service Assessment Too iR 2003-06-18

TafF Icec-didi-£i03-a484- ¢ 5EeaB603023 o6akadc b4dfbEdnd] befatdidiicilidelaada a0 el . Aescurce for MEDSA workfiow tests Fabasodt Cloud Service Assessment Too iR 16867 I0400455936503 2003-06-18

O0ealDES. addl- dfcn-033a-H9TDEI3568C E0aB1c38e350 caTicuz00] r MEDIA workfiow tests Fabasoft Cloud Service Assessmant Too A 1686730394046231 131 2023-06.14

120000557000~ 4006 072 B4 EI0SE B0famnd1 bec1B3ce 14555 1454 ¢ MEDIA workfiow tests Fanassdt Cloud Servics Assassmant Tes A 1686730388268554537 2023-06-18
Lok for 3 speciic._

e L] Meiric Axpevmert Rt Hash AssecinedEvidence

Selct Select Select Selact

Figure 12. Blockchain viewer client dashboard
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4. Delivery and usage

4.1. Licensing information

This component is offered under Proprietary License. Copyright by TECNALIA.

4.2. More information

Interested readers can find more information about the MEDINA Evidence Trustworthiness
Management System at this link: https://doi.org/10.5281/zenodo0.7927220 “D3.3 Tools and
techniques for the management of trustworthy evidence - v3”.

The MEDINA web site (https://medina-project.eu/ ) also includes several deliverables and blog
posts related to the MEDINA Evidence Trustworthiness Management System.
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